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Motivation: Deployment RPKI Coverage

Data Source: Own Measurement
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Motivation: Deployment RPKI Filtering

Data Source: APNIC ROV Map
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Motivation: Deployment RPKI Filtering

Data Source: APNIC ROV Map

4
4

RPKI increasingly reaches
more deployment
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Motivation: Projecting RPKI to full Deployment
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Motivation: Projecting RPKI to full Deployment

4
4

RPKI does not scale well
to full global deployment
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Motivation: RPKI is prone to Implementation Errors
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Motivation: RPKI is prone to Implementation Errors

4 4
Current RPKI is challenging
to implement and secure
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RPKI is (very) 

complex...
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Fundamentals of RPKI
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Fundamentals of RPKI

4 4
Does it have to be

this complex?



14

Questioning fundamental 

Design Choices of RPKI
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Analyzing RPKI Overhead – ROA Object
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Analyzing RPKI Overhead – Do we need the EE-Cert?
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Do we need the EE-Cert?

»The private key associated with an EE 
certificate is used to sign a
single RPKI signed object, i.e., 
the EE certificate is used to

validate only one object«

RFC6480
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Do we need ROA signatures?
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Introducing Improved RPKI (iRPKI)

Stripping EE Certificate

Restructure Objects

XML -> Protobuf

Unsigned ROAs

Combine MFT and CRL

DER -> Protobuf
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Evaluating iRPKI
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Evaluating iRPKI
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Evaluating iRPKI

4
iRPKI improves validation

time by 20x
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Conclusion

▪ Current RPKI design is
complex and inefficient

▪ Fundamentally redesigning RPKI 
yields 20x speed improvements

▪ iRPKI reduces complexity
and improves security

Scan to read the Paper!!

https://arxiv.org/abs/2507.01465

https://arxiv.org/abs/2507.01465
https://arxiv.org/abs/2507.01465
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Vielen 
Dank!

Thank you 
very much!

Merci 
beaucoup!

! רבהתודה

Dziękuję!

Dank je 
wel!

çok
teşekkürler

zor spas
Grazie mille!

Muchas gracias

اشكرك

谢谢

ありがとうございました

Thank you for your attention!

For more information, please see our Paper https://arxiv.org/abs/2507.01465
For any questions, you can contact me at

n.vogel@em.uni-frankfurt.de
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