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1 Background: ML-based Traffic Analysis 

• The use of ML techniques for traffic analysis has been rapidly increasing.

• Traffic Detection • Traffic Classification • Flow Correlation

• Models are trained either on statistical traffic features or on packet 

contents, and the former is more common.

• K-FP, USENIX Security 16

• DeepLog, CCS 18

• KitSune, CCS 18

• DeepCor, CCS 18

• Whisper, CCS 21

• Flowlens, NDSS 21

• HyperVision, NDSS 23

• NetBeacon, USENIX Security 23

• pVoxel, CCS 23

• Exosphere, CCS 24

• tFusion, CCS 25

• …

…



1 Background: Adversarial (Evasion) Attack

• However, ML techniques have been shown to have vulnerabilities in 

security, which are susceptible to adversarial attacks.

Tiny Perturbations Predicted: GibbonPanda

• Question: Do ML-based traffic analysis models easily fall victim to 

adversarial attacks?

An adversarial attack is the deliberate introduction of subtle perturbations into input 
data to deceive an ML model into making incorrect predictions.



2 Challenge: Black-Box
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• Attackers cannot access any internal implementation details (i.e., data and 
model) of target detection systems in real-world scenarios.

• They may only observe binary pass/fail feedback on their traffic, formulating 
a strict hard-label setting.



2 Challenge: Domain Constraints
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Images: Pixels can be arbitrarily perturbed in the feature space without destroying visual semantics

Traffic: Arbitrary modifications often break protocol constraints and invalidate the malicious payload.

• Furthermore, the attack must be protocol-agnostic and task-agnostic to 
seamlessly support diverse malicious flows.



1 NetMasquerade A Hard-Label Black-Box Evasion Attack against
ML-based Malicious Traffic Detection Systems
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• We establish a tailored pre-trained model called Traffic-BERT to 
capture diverse benign traffic patterns.

• Traffic-BERT learns to reconstruct realistic per-packet attributes 
from public datasets through a Mask-Fill task.

• A reinforcement learning agent selects the optimal packet 
modification positions to ensure minimal changes.

• Traffic-BERT fills these positions with benign features guided solely 
by the target system's pass/fail feedback.



3 Design: Benign Traffic Pattern Mimicking
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Flow Standardization: Real-world flow lengths show a long-tail distribution. Based on 
this observation, we apply padding and chunking to standardize sequence inputs.

Feature Tokenization: We hash continuous delays into logarithmic intervals and 
convert bimodal packet sizes directly into tokens.



3 Design: Traffic-BERT

Core Design of Traffic-BERT

Parallel Processing: Traffic-BERT processes 
packet sizes and delays as parallel inputs. 
Self-attention layers first generate the 
independent hidden states ℎ𝑃 and ℎ𝐻. 

Bi-Cross Attention: The model explicitly 
fuses these two feature modalities. ℎ𝑃 acts 
as a query for the delay features. ℎ𝐻 acts as 
a query for the size features.

Mask-Fill Training: We train the model by 
masking tokens in both sequences at the 
same time.



3 Design: Adversarial Traffic Generation
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Action: The policy network selects a position to mask (either modify or insert).

Fill: Traffic-BERT fills the masked position with benign features.

Restore: The feature sequence is restored into adversarial traffic.

Update: The agent calculates the reward and updates the policy network.



3 Design: Inference
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During inference, the agent relies on the trained Q-networks to evaluate actions 
offline. The modification process terminates once the estimated Q-value reaches 
a predefined threshold, without interacting with the target environment.



3 Design: Reward

Evasion Reward 𝒓𝑬 : The attacker sends probe traffic  to 
remote hosts. The target system's pass/drop action 
provides strict binary feedback. We use this feedback to 
calculate the evasion success rate.

Dissimilarity Penalty 𝒓𝑫 : It strictly 
penalizes each modification step. 
This enforces minimal 
perturbations and significantly 
accelerates the attack.

Effectiveness Penalty 𝒓𝑴 : It 
preserves the original attack 
semantics. For example, it 
explicitly maintains the high flow 
rate for DoS attacks.



3 Overall Design of NetMasquerade 
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4 Experiments: Setup

• Malicious Traffic: We replay 12 kinds of malicious traffic across 4 categories:
✓ Reconnaissance: OS Scan, Fuzz Scan.
✓ High-rate DoS: SSDP Flood, SYN DoS.
✓ Botnet: Mirai, Zeus, Storm, Waledac.
✓ Encrypted Web: Webshell, XSS, CSRF, Spam.

• Target Systems: We test the effectiveness on 6 top-performing detection systems:
✓ Traditional ML-based: Whisper (CCS’21), FlowLens (NDSS’21), NetBeacon

(USENIX Security’23)
✓ DL-based: Vanilla + RNN (Generic Baseline), CICFlowMeter (ICISSP’16), Kitsune

(NDSS’18)



4 Experiments: Attack Success Rate

✓ Achieves an average ASR of 
> 96.65% against 6 
advanced detection systems.

✓ Outperforms the best 
baselines by up to 21.88%, 
securing the highest ASR in 
56/72 evaluated scenarios.

ASR Comparison



4 Experiments: Efficiency

Throughput Comparison Throughput vs. steps under attack

• Inference Speed: NetMasquerade achieves high-throughput adversarial traffic 
generation, operating 69.6× faster than baselines on average.

• Training Overhead: Stage 1 (Traffic-BERT) is pre-trained offline, allowing the Stage 2 
RL policy to converge online within just 1 hour.



4 Experiments: Deep Dive

ASR under different probing budgets ASR under different noise levels 

• For scenarios where attackers cannot get enough feedback / control number of 
queries to avoid triggering security alarms (limited probes), NetMasquerade achieves 
high ASR within just 1,000 to 2,000 probes. 

• For scenarios where target systems return unreliable or deceptive feedback to 
mislead attackers (noisy feedback), NetMasquerade remains highly effective at a 15% 
noise level.



4 Experiments: Deep Dive

Effect of Penalty Terms: The effectiveness 
penalty 𝒓𝑴 maintains the original malicious 
intent. For DoS traffic, the bandwidth 
distribution remains nearly identical and 
the KL divergence is around 0.01.

Robustness Against Defenses: NetMasquerade 
maintains a high ASR against advanced 
feature-space defenses. Future defenses may 
consider traffic-space adversarial training or 
dynamic model randomization.



4 Conclusion

Full Paper

Code

Method: We propose NetMasquerade, a practical hard-
label black-box evasion attack against ML-based traffic 
detection systems. We design a two-stage architecture 
integrating a tailored Traffic-BERT for benign pattern 
mimicking and an RL agent for adversarial generation.

Performance: NetMasquerade achieves >96.65% average 
ASR against 6 top-performing detectors across 80 attack 
scenarios.

Future Defenses: Defenses may consider incorporating 
traffic-space adversarial training and dynamic model 
randomization to thwart unrestricted attacks.
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