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Deepfake Images: From Synthetic Media to

Al Images are Causing Havoc for
People Affected by Hurricane Helene

EU privacy investigation targets Musk’s
Grok chatbot over sexualized deepfake
images

S @ A 'slop'is transforming Social media -
Viral scam: French woman duped by Al Brac and a backlash is breWing

Pitt love scheme faces cyberbullying

UNICEF calls for criminalization of Al
content depicting child sex abuse
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Deepfake Definition

* A deepfake is any synthetic media, generated
using Al, that is designed to imitate or
fabricate human behavior or identity with the
intent to mislead or deceive.

* The evolution of deepfake generation:

— Autoencoders
— GANSs
— Diffusion + Fusion

Encoder Decoder

GAN (Generative Adversarial Network)

Characteristics/Pose
Guidance

Fusion

Diffusion

Fusion + Diffusion




Categorization of Image Detectors

Deepfake Image Detectors

Frequency-Domain
Analysis

Spatial and Statistical
Features

Transformer-Based and
Ensemble Classifiers
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Categorization of Image Detectors

Deepfake Image Detectors
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Frequency-Domain

Analysis

GANDCT

[Frank et al. ICML 2020]
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Spatial and Statistical
Features

Forensictransfer
[Cozzolino et al. CVPR 2018]
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AIDE

[Yan et al.

arXiv:2406.19435]

EMFID

[Sabitha et al. PRL 2021]

SRMCNN

[Rao et al. WIFS 2016]

Faceforensics+
[RossleR et al. ICCV 2019]

Transformer-Based and
Ensemble Classifiers

v ¥
UFID De-fake
[Ojha et al. CVPR [Sha et al. ACM
2023] SIGSAC 2023]
CNN vit ObjectFormer
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[Weir et al. SIN 2024] 50221
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Llama-3.2 Qwen2.5
[Grattafiori et al. [Wang et al.

arXiv:2407.21783]

arXiv:2409.12191]
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Evaluation of Existing Detectors
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Limitations of Deepfake Detectors

Current Al detection methods:

* Accuracy is domain dependent
[Rossler et al., ICCV 2019] [Luo et al., CVPR 2021]

* Limited adaptability and generalization
[Hao et al., ICCV 2021] [Liang et al., CVPR 2022]

* Lacking comprehensive dataset evaluation

[Zi et al., ACM MM 2020] [Li et al., CVPR 2020]
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Intuition and Hypothesis

* Al images often mimic texture but fail at realistic
light reflections.

* Real reflections follow physical laws based on
surface properties.

 We utilize Blinn’s microfacet theory! to model
surface reflections.

* Analyzing light behavior reveals if an image
breaks physical rules.

* Inconsistent highlights expose synthetic origins

[1] Blinn, J. F. (1977, July). Models of light reflection for computer synthesized pictures.
In Proceedings of the 4th annual conference on Computer graphics and interactive
techniques (pp. 192-198).
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Light2Lie: Modeling the surfaces

Input Images
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Input Images Microfacets
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Input Images
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Core Components

°.

Base Reflectance

Embedding
-

Vector E(X)

Fo = Bs(E(%))

Ls = Binay_cross_entropy
W : argminy, Ls(W)




Core Components

Embedding £(X) := [eq, €5, ..., €]

Base Reflectance Specular Reflection

Embeddi —}FO
mbe INg
>
Vector E(X)
Fo = Bs(E(X))
L, = Binay_cross_entropy DG =*F (Fp)
W : argminy, Ly(W) S = -




Core Components

Embedding £(X) := [eq, €5, ..., €]

Model Training @

Base Reflectance Specular Reflection ) ) !
with Physics Prior
Fy
Embedding S
> —> —>
Vector E(X)
Fo = B;(E(x)) Out = F,(E(x),s)
Ls = Binay_cross_entropy DxGxF ( FO) L, = Binay_cross_entropy
W : argminy, Ls(W) S = N-V W : argminy, L,(W)
l
Misclassification Feedback v v
2 R

P
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Evaluation

Generation # of
Approach Samples
Dataset
statistics c e DALLE?2 e 27,072
for GAN- 3 |+ Stable . 50,048
based, = Diffusion
Diffusion- 2 | + DreamStudio |e 32,768
based
approaches,
and
Genuine <Zt e StyleGAN e 7,040
images O * CIFAKE * 60,096
C_
—
S g |+ LAON 6,358

Existing
Works
tested for
Generalized
Evaluation

DE-FAKE

Universal Fake Image Detector
(UFID)

AIDE
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GANDCT
Llama-3.2-11B-Vision-Instruct
Qwen2.5-VL-72B-Instruct
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Evaluation of Existing Detectors
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Conclusion —-—

» Deepfake images are a real threat to modern
societies

» We employed Physics Augmented Intelllgence
»improves modelling
» Allows for generalization

> We addressed existing detectors’ limitations T W 1

, [y

>We proposed Light2Lie S
» Utilized Reflectance Laws to detect deepfakes
» Better generalization performance to new approaches
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