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• Speech synthesis aims to generate synthetic speech in a voice of a target speaker

• Applications of speech synthesis

– Help people who have lost their voice

– Language translation

– Increase human trust to healthcare robots 
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Speech Synthesis



• Voice conversion (VC)

– Convert a source speaker’s voice to sound as if spoken by the target speaker while 

keeping linguistic contents unchanged

• Text-to-speech (TTS)

– Convert arbitrary texts and a target speech sample that provides voice 

characteristics as inputs to synthesize a speech
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Speech Synthesis



• Spectrogram transformation and vocoder

– The STFT provides a joint time–frequency representation of speech, preserving 

both temporal dynamics and spectral information

– The vocoder reconstructs the waveform from a magnitude-only spectrogram, 

which contains the absolute values of the STFT results
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Speech Synthesis

STFT

Vocoder

* The color in the spectrogram represents the signal

 magnitude at each specific time and frequency



• Speech synthesis attack: An attacker aims to mimic the voice of a 

target speaker and transform his chosen text or voice samples into the 

same content spoken by the target

– Carrying out a heist

– Fool voice-based authentication systems built in devices

– Fool human beings for financial or other malicious purposes
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Speech Synthesis Attack



• Fake speech detection  

– Search for the best combinations of acoustic features and neural architectures

– Detect liveness cues (e.g., microphone traces, heartbeat, breathing)

– Improve training robustness with specific augmentations
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Fake Speech Detection
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• Limitations of existing fake speech detection

– Rely on specific assumptions and recording conditions

– Limited generalization

– Lack of artifact explanation 

• Challenges of fake speech detection

– Audio signals are complex

– Artifacts are abstract concepts 

– Data scarcity and distribution gap
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Fake Speech Detection



• Q1: Can current speech synthesis models generate perfect synthetic speech that 

is indistinguishable from real speech? If not, what factors prevent perfection, 

and how are artifacts introduced during the synthesis process?

• Q2: What artifacts make fake speech distinguishable, where are they located, 

and how are they manifested?

• Q3: Do these artifacts share generalizable characteristics?
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Fake Speech Analysis



Q1: Can current speech synthesis models generate perfect synthetic speech that is 
indistinguishable from real speech? If not, what factors prevent perfection, and how 
are artifacts introduced during the synthesis process?

– Artifacts inevitably arise during vocoding process due to lack of accurate phase information

– “Naturalness” is not explicitly learnable during speech synthesis training process (most 
vocoders prioritize minimizing the “reconstruction error”

– Dimensional increase typically introduce artifacts (e.g. AutoVC converts low-dim embedding 
to high-dim spectrogram:                                )
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Fake Speech Analysis

Ground truth spectrogram Reconstructed spectrogram

Minimize the distance



• Q2: What artifacts make fake speech distinguishable, where are they located, 

and how are they manifested?
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Fake Speech Analysis

Distribution of time-frequency point counts across different magnitude ranges

WaveFake Dataset LibriSecVoc Dataset

Full magnitude range Small magnitude range Full magnitude range Small magnitude range

Observation: The differences become significantly more pronounced in low-magnitude regions



• Q2: What artifacts make fake speech distinguishable, where are they located, 

and how are they manifested?

– Fake speech typically lacks texture details and energy in small-magnitude ranges

– Real speech typically demonstrates more irregular energy patterns/clusters in small-

magnitude ranges
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Fake Speech Analysis



• Q2: What artifacts make fake speech distinguishable, where are they located, 

and how are they manifested?
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Fake Speech Analysis

Spectrogram textures show greater pattern variation and dependency in small-magnitude 

ranges (measured using the correlation and contrast metrics of GLCM)

Count differences between real and fake speech typically appear in higher frequency ranges 

(e.g., 5000–7000 Hz)

Small-magnitude Large-magnitude Small-magnitude Larger-magnitude



• Q3: Do these artifacts share generalizable characteristics?

– The observation is consistent across different datasets and vocoders
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Fake Speech Analysis



• Overview

– Partition spectrogram into layered 2D sub-spectrograms based on magnitude

– Detect in both spatial and DCT frequency domain

– Leverage both 2D and 3D perspectives of a spectrogram to explore its “depth” 

information and layer-consistency
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Fake Speech Detection Framework



• Magnitude-based partition

     2D representation

     3D representation
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Fake Speech Detection Framework

Raw spectrogram: 

T

F



• Experimental setting

– Two main scenarios:

• Leave-one-out: detection model is trained on samples generated by all vocoders 

except one within the dataset and tested on the excluded one

• Leave-most-out: detection model is trained on samples generated by two vocoders 

within the dataset and tested on remaining unseen vocoders

– Evaluation metric: Equal Error Rate (EER):

• The point where false acceptance and false rejection rates are equal
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Performance Evaluation



• Detection EER (%) on the WaveFake dataset in the Leave-One-Out scenario

• Detection EER (%) on the WaveFake and LibriSevoc dataset in the Leave-Many-Out scenario
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Performance Evaluation



• Detection EER (%) for Web voice-cloning APIs.

• Detection EER (%) under PGD attack and Post-editing attack
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Performance Evaluation

* We recruit 13 English-speaking participants (8 

male and 5 female) aged between 19 and 45



• We introduce a novel assumption-free and generalized framework for fake 

speech detection

• We conduct a comprehensive analysis to explore why, how, and where artifacts 

manifest in fake speech

• The framework partitions spectrograms into layered magnitude-based 

representations and detects artifacts in both spatial and DCT domains using 2D 

and 3D inputs

• The desirable performance of the defense schemes is verified on both public 

datasets and black-box web voice cloning API
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Conclusions
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Thank you!
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