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Private Set Union

What is Private Set Union?

Applications

Ø A cryptographic protocol for computing the union of private sets.

Ø Ensures no party reveals extra information beyond the union result.

Ø Enables privacy-preserving data collaboration.
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Unbalanced Private Set Union

Unbalanced PSU matters in practice 

Ø Unbalanced Setting: One input set is significantly 

larger than the other

Ø Challenge: Existing PSU protocols incur communication 

linear in the larger set

Ø Motivation: Such unbalanced scenarios are common in 

practice

Receiver Sender

Small set

Large set

Blacklist Aggregation

Bank A

Bank B

Bank C

Telecom Operator

Union of 
blacklists

UPSU

e.g. Unbalanced PSU in blacklist aggregation: small bank 

inputs and a large telecom database.

Unbalanced Setting



Motivation

Prior works on unbalanced private set union

Ø TCLZ (CCS 2023)

• Proposes Permuted Matrix Private Equality Test (pmPEQT)

• First LFHE-based Unbalanced PSU protocol

• Communication linear in small set size, logarithmic in large set size

Ø ZLP (CCS 2024)

• Introduces Oblivious Key-Value Store (OKVS)

• Shifts computation and communication to offline phase

• Improved online efficiency over TCLZ



Limitations of existing UPSU protocols 

Communication overhead increases 
with large set size
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Our Work

Key contributions of cwPSU

cwPSU 

Ø A novel unbalanced PSU protocol based on constant-weight encoding

Ø Communication remains independent of the large set

Ø Require just one round of online communication

Reorder packed ciphertexts 

Batched Ciphertext 
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Basic Protocol

Data process
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Insert � into Cuckoo hash 
table Τ�

(One-dimensional, � bins)

Insert � into hash table Τ�
(Two-dimensional, � bins, � 

columns)

Set � Set �

Constant-weight encoding 
each item Τ� �  in bin �

Constant-weight encoding 
each item Τ� �  �  in bin �, 

column �

Batch the same bit position 
from every � bins, obtain Τ′�

Batch the same bit position 
from every � bins in each 

column, obtain Τ′� 

�

�

�

Batch 1
Batch 2

Batch 3

Hashing to 
bins

Constant-weight 
encoding

Batching

 � ≪  � 



Basic Protocol

Private set union based on constant-weight codes
ReceiverSender

Encrypt each batch using its public key 
 Τ′� ��� = ������

 Τ′�  Τ′� ���

 Ε ��� = ��  Τ′� ��� , Τ′� 

For bin �: if Τ� �  is in Τ� � , Ε � = 1, else Ε � = 0

Invoke the arithmetic constant-weight equality 
operator to homomorphically compute
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Basic Protocol

Information leakage — An example 
ReceiverSender

Sender’s Cuckoo 
hash table 
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Receiver learns the first bin 

contains sender items

How can sender shuffle the batched ciphertext   �/� ���   without decrypt ?

 Batched Ciphertext Shuffle 
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Batched Ciphertext Shuffle

How batched ciphertext shuffle works?
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Permute + Share
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Efficient Equality Operator

Efficient Arithmetic Constant-weight Equality Operator

Ø � � ∙ � �   is plaintext-ciphertext multiplications, 

� is a ciphertext

Ø To evaluate �, ℎ − 1 ciphertext-ciphertext 

multiplications is needed
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Efficient Equality Operator

Further optimization

Paterson-Stockmeyer 
algorithm

Optimal choices of L and H and required ciphertext-
ciphertext multiplications for different h



Evaluation

Implementation Detail

Setup phase

Ø Assumption: Sender input is available at setup 

Ø Observation: BCS permute + share is input-independent

Optimal Hamming weight 

(a) 128-bit item (b) 32-bit item



Evaluation

Result in cwPSU

Param. Online Comm. (MB)

� � cwPSU ZLPop ZLPpke

28
218 0.26 1.35 1.47
220 0.26 2.60 2.63
222 0.26 5.20 3.21

210
218 0.35 5.39 3.32
220 0.35 5.47 5.88
222 0.35 9.88 9.92

Ø Online communication of cwPSU remains constant for a fixed small set size  �  



Evaluation

Result in cwPSU

Communication Overhead vs. 

Small Set Size

Running Time Performance under 

Different Network Bandwidths



Evaluation

Result in cwPSU

Running Time vs. Small Set Size

(High Bandwidth)

Running Time vs. Small Set Size

(Low Bandwidth)



Evaluation

Result in EEQ

Item bit 
length

Param. Time (seconds) Ciphertext size (MB)

� � cwEQ EEQ cwEQ EEQ

32 bit

218 210 0.88 0.48 4.46 4.82
212 0.86 0.49 4.46 4.84

220 210 2.20 1.29 4.47 4.84
212 2.24 1.31 4.47 4.84

128 bit

218 210 2.44 1.35 26.13 27.63
212 2.35 1.34 26.13 27.63

220 210 6.84 4.03 28.38 29.76
212 6.80 3.86 28.38 29.76

Ø ~2× runtime improvement

Ø Modest ciphertext size increase



cwPSU is an unbalanced private set union protocol 

Ø Efficiency: Achieves communication complexity linear in the smaller set size and 

independent of the larger set

Ø Round complexity: Requires only one round of online communication

Ø Performance: Significantly outperforms state-of-the-art PSU protocols in both 

communication and runtime, especially under low-bandwidth settings


