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CPU Vulnerabilities: A Crucial Threat



The Challenge
(Context)

Our Solution, 
Fuzzilicon

Limitations of 
Existing Solutions

• CPU Vulnerabilities
• Proprietary Opacity

• Only Simple ISA
• Limited Feedback
• Absence of Oracles
• Instability & Noise

The Big Picture

• Microarchitectural 
Visibility

• Serialization Oracle
• Hypervisor Isolation
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Why post-silicon?

Captures real-world 
behavior that directly 
affects end users.

Includes modern CPU 
features missing in 
open-source designs.

Targets complex x86 ISA 
rather than simplified 
RISC-V models.

Uses real hardware, 
avoiding slow and 
inaccurate simulation.
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Existing CPU Fuzzing Methods
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No Microarchitecture Visibility
Require access to RTL code
Input Restriction or Simple ISA



Challenges & Contributions
First automated post-silicon (x86) fuzzer with μArch Visibility

Novel μCode-Level Coverage metric

Pinpoint bugs via Serialization Oracle

Novel μCode-Level Speculative Execution analysis

5 new findings on Intel CPU



Microcode: What? and Why?

A complex instruction 
converts to a sequence of 
μops

What? Why?

- Reduce cost of complex 
hardware

- Ease the post-silicon 
update
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Microcode: Structure
cldx86

Instruction

if

FLGS.read

DF.reset

stall

stop

NOYES

μCode ROM

Update 
Needed?

if

DF.reset

μCode RAM Hook Table

YES

NO

A

B

A → B
.
.
.



Fuzzilicon: High-Level Idea

• Microcode is like a software

• Fuzz the CPU with 
microcode path as coverage

• More microcode coverage  =   
More architectural feature

x86 Instruction



Fuzzilicon : Coverage Instrumentation 
cldx86

Instruction

if

FLGS.read

DF.reset

stall

stop

NOYES

μCode ROM

Coverage
Instrumentation 

Coverage
Bitmap
Update

DF.reset

μCode RAM Hook Table

A → B
.
.
.A

B

Instrumented Microcode



Fuzzilicon: Framework



Fuzzilicon: Challenges

Instrumentation
Overhead

32k microcode address and 
only 32 hooks

Vulnerability
Detection

CPU will not crash like 
software, then what is the 
definition of a vulnerability?

Unrestricted
Input

Arbitrary fuzzing input 
(instructions) can effect the 
fuzzing process, e.g., hlt.



Fuzzilicon: Challenges

Instrumentation
Overhead

32k microcode address and 
only 32 hooks

Vulnerability
Detection

CPU will not crash like 
software, then what is the 
definition of a vulnerability?

Unrestricted
Input

Arbitrary fuzzing input 
(instructions) can effect the 
fuzzing process, e.g., hlt.

NOTE:

Applying custom patches to CPU μcode is normally 
restricted to manufacturers and not accessible to end users.
In our work, we exploited a vulnerability in an Intel CPU to 
“red-unlock” the processor, allowing us to apply customized 
μcode patches.
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Fuzzilicon: Instrumentation Overhead
cldx86

Instruction

if

FLGS.read

DF.reset

stall

stop

NOYES

μCode

entry stopμopscall

Sequential micro-operations

Branching micro-operations

returnbranch

Only one instrumentation
is enough (Basic Block)

Each path should be 
instrumented (Edge)

Solution: One time static analysis of all whole 
μCode ROM and extract Edges and Basic Blocks.



Fuzzilicon: Instrumentation Overhead
cldx86

Instruction

if

FLGS.read

DF.reset

stall

stop

NOYES

μCode

entry stopμopscall

Sequential micro-operations

Branching micro-operations

returnbranch

Only one instrumentation
is enough (Basic Block)

Each path should be 
instrumented (Edge)

Example:
2 vs 5 (2.5x less instrumentation)



Fuzzilicon: Vulnerability Detection

Inst 1 Inst 2 Inst 3 Inst 4

Inst 1 Inst 2 Inst 3 Inst 4

Normal Execution

Serialized Execution

Execution
Result A

Execution
Result B

Differential Testing:
If (Result A != Result B), the hardware has leaked data via speculation.



Fuzzilicon: Unrestricted Input

Test Case VM

• Utilization of the Intel VMX (Virtual Machine Extensions)

• Customized, low-overhead, and bare-metal hypervisor (per 
fuzzing testcase)

• State guarding: Isolation (memory, configuration, 
termination)

• Reproducibility: Initial state, no persistent side-effects, 
determinism

Solution: customized bare-metal hardware isolation 
between each fuzzing testcase.



Fuzzilicon: Overhead Evaluation

Result: On average 31 times faster than baseline 
instrumentation method.



Fuzzilicon: Coverage Evaluation

RQ1: How effective is μCode 
coverage at guiding the fuzzer 
to explore CPU μarch states?

RQ2: How does initial corpus 
quality and randomness 
impact CPU exploration?

RQ3: To what extent can μCode 
coverage function as an 
independent coverage metric?



Fuzzilicon: Coverage Evaluation

RQ1: How effective is μCode 
coverage at guiding the fuzzer 
to explore CPU μarch states?

Fuzzilicon 8 times faster 
compare to SOTA coverage 
metrics.



Fuzzilicon: Coverage Evaluation

RQ2: How does initial corpus 
quality and randomness impact 
CPU exploration?

Starting with random corpora, 
fuzzilicon shows better 
performance than with valid 
corpora since valid corpora 
contain structured instructions 
that may exhibit redundancy 
across different corpus samples.



Fuzzilicon: Coverage Evaluation

RQ3: To what extent can μCode 
coverage function as an independent 
coverage metric?

Setups using μCode-coverage 
feedback consistently discover more 
unique μCode addresses than those 
without feedback.
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Automated
Rediscovery

Novel
Finding (F2)

Novel
Finding (F3)

Novel
Finding (F4)

Novel
Finding (F5)

• Fuzzilicon automatically discovered the µSpectre vulnerability class during fuzzing

• Detection required no prior knowledge and no changes to the test programs



Fuzzilicon: Findings

Automated
Rediscovery

Novel
Finding (F2)

Novel
Finding (F3)

Novel
Finding (F4)

Novel
Finding (F5)

• Speculative writes to the CRBUS persist after rollback
• Attacker can disable security patches by speculatively executing 'MOVETOCREG’ μOp



Fuzzilicon: Findings

Automated
Rediscovery

Novel
Finding (F2)

Novel
Finding (F3)

Novel
Finding (F4)

Novel
Finding (F5)

• Fuzzilicon discovered a flaw where speculative µcode writes to segment selector caches 
persist after misprediction (F3).

• This can lead to crashes or privilege escalation.



Fuzzilicon: Findings

Automated
Rediscovery

Novel
Finding (F2)

Novel
Finding (F3)

Novel
Finding (F4)

Novel
Finding (F5)

• Fuzzilicon found that µcode-implemented instructions stop further speculation (F4).
• Dispatch to the µcode sequencer acts as an implicit speculation barrier.
• This creates timing differences that can leak execution-path information.



Fuzzilicon: Findings

Automated
Rediscovery

Novel
Finding (F2)

Novel
Finding (F3)

Novel
Finding (F4)

Novel
Finding (F5)

• Fuzzilicon observed that speculative µops leave measurable traces in performance 
counters (F5).

• Counters can change even when the speculative path is later discarded.



Q&A

Thank you for your attention

Download the paperDownload the code
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