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Advertising & Marketing, Perfected to a Science
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VPNs as a Secure Tunnel for Communications
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VPNs as a Secure Tunnel for Communications

Server-Side Vulnerabilities
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VPNs as a Secure Tunnel for Communications

Tunnel Security
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VPNs as a Secure Tunnel for Communications

Multidimensional
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VPNs as a Secure Tunnel for Communications
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Mobile now accounts for ~60% 
of all Internet traffic!
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Investigating Mobile VPNs Raises New Challenges

Authenticity vs. Observability

➔ User devices elicit genuine behavior

➔ But they lack root or debugging 
access necessary for analysis

➔ Apps often resist analysis
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Investigating Mobile VPNs Raises New Challenges

Authenticity vs. Observability

➔ User devices elicit genuine behavior

➔ But they lack root or debugging 
access necessary for analysis

➔ Apps often resist analysis

Scalability

➔ Large space of apps and 
configurations to test

➔ Analysis techniques must generalize 
to diverse apps

➔ Only one VPN may be active at a 
time

➔ Meaningful evaluation requires 
legitimate app interaction
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Key Questions for Auditing VPNs
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Does the VPN transmit cleartext traffic (e.g., HTTP)?

Does the VPN leak which websites the user is visiting?

Does the VPN make an effort to obfuscate itself from network adversaries?

Does the VPN engage in user tracking or device fingerprinting?

Does the VPN properly configure its tunnel protocol?
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We built MVPNalyzer 
to overcome these challenges &
answer these key questions
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MVPNalyzer System Architecture
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MVPNalyzer System Architecture

Automated Instrumentation Manual Tunnel Connection Automated Traffic Generation
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Measurement Setup

↪ We tested 281 operational 
free VPNs collected from 40 
Google Play searches

↪ Each app was tested in its 
default configuration

↪ All apps were tested on 
Android 14
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Findings - Overview

These apps combine for 2.4 billion installs!
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Findings - Cleartext Traffic

61 apps exchange cleartext traffic

↪ 105 of 604 requested URLs are 
likely VPN infrastructure

↪ 5 apps transmit OpenVPN 
configuration files

↪ Apps are also vulnerable to ad 
and JavaScript injections
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Findings - Traffic Leaks

29 apps leak virtually all websites 
visited

↪ 24 leak DNS queries
↪ 6 do not tunnel browser traffic
↪ 4 tunnel browser traffic in 

unencrypted tunnel

DNS leaks may be misconfiguration, 
while other leaks suggest app may 
not be a real VPN
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Findings - Obfuscation

169 VPNs are trivially detected using 
standard Deep Packet Inspection

↪ 117 by protocol
↪ 54 by port
↪ 101 by traffic to VPN-related 

domains

110 of them claim to circumvent 
censorship or provide unrestricted 
Internet
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Findings - Tracking and Fingerprinting

Many apps violate privacy by 
actively facilitating tracking

↪ 76 transmit the 
uniquely-identifying 
Advertising Identifier

↪ 42 transmit relatively 
fine-grained location data

↪ 200+ transmit coarse-grained 
device attributes
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Findings - OpenVPN Configuration

Only 1 of 108 examined OpenVPN 
apps follows best practices

↪ Most common issue is lack of 
multi-factor authentication

↪ Most severe issue is disabling 
encryption and data integrity 
checks
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Recommendations for Google

Cleartext Prevention

(1) Remove or reject apps 
that enable cleartext

(2) Sockets check network 
traffic for encryption
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Clearly separate VPNs from 
other non-VPN networking 
tools

Recommendations for Google

Cleartext Prevention Separate VPNs & Network Tools

(1) Remove or reject apps 
that enable cleartext

(2) Sockets check network 
traffic for encryption
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Clearly separate VPNs from 
other non-VPN networking 
tools

Recommendations for Google

Cleartext Prevention Separate VPNs & Network Tools

(1) Remove or reject apps 
that enable cleartext

(2) Sockets check network 
traffic for encryption

Improved Auditing

Perform independent 
auditing before distribution

↪ Data Safety is self-reported
↪ Verification badge is 

eligibility-based and paid
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