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The developer decided to mix an open-source 
model with proprietary layer implementations!

Detective Pika to the rescue!

Engineer Download 
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Apply white-box 
techniques!
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Without those SOTA layer implementations, the requirements for the 
remaining steps to apply white-box techniques are unsatisfiable…
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Model Specific 
Code Recovery

ZEN Bridges the Gap to Investigation!

ZEN needs to recover 
all code necessary for 

inference

Call Graph Traversal & Dependency Analysis

Analyze Function’s Bytecode

Ensure that we recover all 
code that ‘forward’ 

depends on (recursive)



ZEN Bridges the Gap to Investigation!

Create model fingerprint by combining information from weight recovery 
and model-specific code recovery!

TensorTensor

TensorTensor

. . . . .

. . . . .
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Analysis
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Added

Changed Code (e.g.
Modified Functions)

Pika 
Wow!

Identified Base 
Model Identified Base 

Model Setup

Patch 
Generation

Apply patches to 
base model

White-box testing 
enabled! 

Testable 
Proprietary 

Model

ZEN generates patches for changed code 
and unique code added and directly apply 

them to the base model setup!
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custom model deployments.
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Deployed Model Deployment 
Performance

Post-ZEN 
Testing Performance

YoloV5-KD 0.561 0.561

YoloV5-HIC 0.413 0.413

YoloV7-C3 0.365 0.365

YoloV7-GAM 0.327 0.327

YoloV8-Gold 0.339 0.339

YoloV8-SPD 0.341 0.341

Resnet-Ghost 93.12% 93.12%

Resnet-SE 92.88% 92.88%

MobileNetV3 82.2% 82.2%

MobileNetV2-Ghost 83.6% 83.6%

nanoGPT-LORA 3.22 3.21

nanoGPT-RKRW 3.14 3.15

Llama3 100.0% 100.0%

Llama2-PT 100.0% 100.0%

To check the success of model rehosting, 
we once again measure the pre/post 

deployment performance
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ZEN correctly matches customized to base 
models with upwards of 97% similarity

Model similarity heatmap between 
customized/base models

ZEN’s Model Attribution!



ZEN Patch Generation

Show patches generated for all of
our tested customized models

Deployed Model
Patches

Functions 
Modified

Classes 
Added/Removed % Overall Change

YoloV5-KD 15 0 4.4%

YoloV5-HIC 11 8 3.2%

YoloV7-C3 40 6 10.9%

YoloV7-GAM 40 7 9.0%

YoloV8-Gold 281 15 37.5%

YoloV8-SPD 406 2 56.8%

Resnet-Ghost 5 5 42.9%

Resnet-SE 5 2 62.5%

MobileNetV3 15 3 83.3%

MobileNetV2-Ghost 11 6 28.2%

nanoGPT-LORA 16 0 55.1%

nanoGPT-RKRW 6 1 30.0%

Llama3 20 0 74.0%

Llama2-PT 12 1 25.0%
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Show patches generated for all of
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Upwards of 83.3% change from 
the base model!
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Achieving Zen: Combining Mathematical and Programmatic Deep Learning Model 
Representations for Attribution and Reuse

David Oygenblik, Dinko Dermendzhiev, Filippos Sofias, Mingxuan Yao, Haichuan Xu, Runze Zhang, 
Jeman Park, Amit Kumar Sikder, Brendan Saltaformaggio 

NDSS 2026
https://github.com/CyFI-Lab-Public/ZEN.git

Many thanks!

Georgia Tech Research Institute 

https://github.com/CyFI-Lab-Public/AIP.git
https://github.com/CyFI-Lab-Public/AIP.git
https://github.com/CyFI-Lab-Public/AIP.git
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Thank you! 
Questions? 
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