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Apply white-box
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Self-Driving Car Investigation

Apply white-box
techniques!

Detective Pika td the rescue

The developer decided to mix an open-source
model with proprietary layer implementations!

Backdoor Attack
== !ul ' € m -
Backdoored (PTOPrietary Sign

Recognition Model Attackers ’




Self-Driving Car Investigation

Apply white-box
techniques!

| Detective Pika to thé rescue

The developer decided to mix an open-source
model with proprietary layer implementations!
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Self-Driving Car Investigation

Apply white-box
techniques!

Detective Pika to thé rescue!

The developer decided to mix an open-source
model with proprietary layer implementations!
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| need to run
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Investigative Goal
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In reality, there is a huge gap that needs to
be bridged to make this goal possible!
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Proprietary Sign Recover Model Requires Code  Apply White-box
Recognition Model  Weights Instrumentation Testing Techniques

Need to make changes at the source-code level to
invoke the white-box tools on the model.




| need to run
the model...

Investigative Goal
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Proprietary Sign Recover Model Testing Model Requires Code  Apply White-box
Recognition Model  Weights Environment Instrumentation Testing Techniques

Source-code level modifications require an environment to make those
modifications where the model's layers, inference code, etc. are defined.




| need to run
the model...

Investigative Goal
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Proprietary Sign Recover Model Recover Known Testing Model Requires Code  Apply White-box
Recognition Model  Weights Layer Types Environment Instrumentation Testing Techniques

The developer used SOTA layer implementations! Their implementation and
functionality needs to be known to use in the testing model environment!
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The developer used SOTA layer implementations! Their implementation and
functionality needs to be known to use in the testing model environment!
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Without those SOTA layer implementations, the requirements for the
remaining steps to apply white-box techniques are unsatisfiable...

=3



ZEN Bridges the Gap to Investigation!

AW m

E=pA1 - @'ja
.~ CPU+GPU
Proprietary Memory ZEN

Model



ZEN Bridges the Gap to Investigation!
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*Recovery of weights is prior work and can be found in our paper’'s matching citations.




ZEN Bridges the Gap to Investigation!
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ZEN Bridges the Gap to Investigation!

ZEN needs to recover
all code necessary for
inference
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ZEN Bridges the Gap to Investigation!

ZEN needs to recover
all code necessary for
inference
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"conv 3x3 bn": ["models.ghostnet", "conv 3x3 bn", "conv 3x3 bn"],
func attr: [3, 3, ["inp", "oup", "stride"]]

"conv_1xl bn": ["models.ghostnet", "conv_1x1 bn", "conv 1x1 bn"],
func_attr: [2, 2, ["inp", "oup"]]

__init ": ["utils.logger", "Logger. init ", "Logger"],
func attr: [4, 8, ["self", "fpath", "title", "resume",

nmn man

"name", " ", "numbers", "i"]]

"forward": ["models.ghostnet", "InvertedResidual.forward", "InvertedResidual"],
func attr: [2, 2, ["self", "x"]],
init  1": ["utils.logger", "LoggerMonitor. init ", "LoggerMonitor"],
func attr: [2, 5, ["self", "paths", "title", "path", "logger"]]
"forward 1": ["models.ghostnet", "MobileNetV2.forward", "MobileNetV2"],

func attr: [2, 2, ["self", "x"]]

n n

Function Enumeration and Signature Extraction (e.g., args, local vars, etc.)



ZEN Bridges the Gap to Investigation!

ZEN needs to recover
all code necessary for

inference
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"conv 3x3 bn": ["models.ghostnet", "conv 3x3 bn", "conv 3x3 bn"],
func attr: [3, 3, ["inp", "oup", "stride"]]

"conv_1xl bn": ["models.ghostnet", "conv_1x1 bn", "conv 1x1 bn"],
func_attr: [2, 2, ["inp", "oup"]]

nm. n

["utils.logger", "Logger. init ", "Logger"],
func attr: [4, 8, ["self", "fpath", "title", "resume",

n nmn man

name", , "numbers", "i"]]

"forward": ["models.ghostnet", "InvertedResidual.forward", "InvertedResidual"],
func attr: [2, 2, ["self", "x"]],
" init  1": ["utils.logger", "LoggerMonitor. init ", "LoggerMonitor"],
func attr: [2, 5, ["self", "paths", "title", "path", "logger"]]
"forward 1": ["models.ghostnet", "MobileNetV2.forward", "MobileNetV2"],
func attr: [2, 2, ["self", "x"]]

Function Enumeration and Signature Extraction (e.g., args, local vars, etc.)



ZEN Bridges the Gap to Investigation!

ZEN needs to recover
all code necessary for
inference
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"conv 3x3 bn": ["models.ghostnet", "conv 3x3 bn", "conv 3x3 bn"],
func attr: [3, 3, ["inp", "oup", "stride"]]

"conv_1xl bn": ["models.ghostnet", "conv_1x1 bn", "conv 1x1 bn"],
func_attr: [2, 2, ["inp", "oup"]]

__init ": ["utils.logger", "Logger. init ", "Logger"],
func attr: [4, 8, ["self", "fpath", "title", "resume",

"name", "_ll, "numbersll, "ill] ]

"forward": ["models.ghostnet", "InvertedResidual.forward", "InvertedResidual"],
func attr: [2, 2, ["self", "x"]],
init  1": ["utils.logger", "LoggerMonitor. init ", "LoggerMonitor"],
func attr: [2, 5, ["self", "paths", "title", "path", "logger"]]
"forward 1": ["models.ghostnet", "MobileNetV2.forward", "MobileNetV2"],

func attr: [2, 2, ["self", "x"]]
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ZEN Bridges the Gap to Investigation!

ZEN needs to recover
all code necessary for
inference
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"conv 3x3 bn": ["models.ghostnet", "conv 3x3 bn", "conv 3x3 bn"],
func attr: [3, 3, ["inp", "oup", "stride"]]

"conv_1xl bn": ["models.ghostnet", "conv_1x1 bn", "conv 1x1 bn"],
func_attr: [2, 2, ["inp", "oup"]]

"= Hme e tetrls Aoggert - Hegger.— Fmit— ¥~ "Hegger't,

- — Fupc—akte:=[4,=85 o 'sed &' Lfpatht, ="kt ke'y < resumet,

-—— = = Upaney L L ebeRgl, = | - - - - - -

"forward": ["models.ghostnet", "InvertedResidual.forward", "InvertedResidual"],
func attr: [2, 2, ["self", "x"]],

= — = =lti=[Luk i s bogger s, —"RoggerMonitor —m R E ="y LleggoxMend toE'},

— — fene ater+ 4244 5~ H'se L, —"paths"y Lt - Yotk Llogger™ - — — -

"forward 1": ["models.ghostnet", "MobileNetV2.forward", "MobileNetV2"],
func attr: [2, 2, ["self", "x"]]
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ZEN Bridges the Gap to Investigation!

ZEN needs to recover
all code necessary for

"conv 3x3 bn": ["models.ghostnet", "conv 3x3 bn", "conv 3x3 bn"],
func attr: [3, 3, ["inp", "oup", "stride"]]
"conv_1xl bn": ["models.ghostnet", "conv_1x1 bn", "conv 1x1 bn"],

inference func_attr: [2, 2, ["inp", "oup"]]
"= Hme e tetrls Aoggert - Hegger.— Fmit— ¥~ "Hegger't,
— — Fupc—aktei=[4,—8 4 "sed &' Lfpakht, ~"£itle'y < resumet,

o)-feee -—— = = Upaney L L ebeRgl, = | - - - - - -
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Model Specific
Code Recovery

"forward": ["models.ghostnet", "InvertedResidual.forward", "InvertedResidual"],
~  func attr: [2, 2, ["self", "x"1], =9 Analyze Function’s Bytecode

L7 == =i Lt i 5 bogger s, ="Loggerdonitor m =i b ="y LleggexMend o'},
.7 — — fene eter+ 424 5~ H'seHL, —"paths"y t=EH - Yath'y Llegger™ - — — -
e "forward 1": ["models.ghostnet", "MobileNetV2.forward", "MobileNetV2"],

func attr: [2, 2, ["self", "x"]1]
Ensure that we recover all -

code that ‘forward’

depends on (recursive) Call Graph Traversal & Dependency Analysis




ZEN Bridges the Gap to Investigation!
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"conv 3x3 bn": ["models.ghostnet", "conv 3x3 bn", "conv 3x3 bn"],
func attr: [3, 3, ["inp", "oup", "stride"]]

"conv 1x1 bn": ["models.ghostnet", "conv 1x1 bn", "conv 1x1 bn"],
func attr: [2, 2, ["inp", "oup"]]

"= —mE ' Hettls 2oggert - Hegger.— Fnit— Y~ Hegger't,
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"forward": ["models.ghostnet", "InvertedResidual.forward", "InvertedResidual"],
func attr: [2, 2, ["self", "x"]],

= = = =l i=[Euk il s loggert, —"LoggerMoR G m R E "y LleggexMerd tor'},
. -- —fune ater+ 427 5~ H'seH L —"paths"y Ldtited - Walk'"yr Llogger'™ = — — -

"forward 1": ["models.ghostnet", "MobileNetV2.forward", "MobileNetV2"],
func_attr: [2, 2, ["self", "x"]]

and model-specific code recovery!




ZEN's Model Attribution!

ZEN now needs something to compare the
model fingerprints to...

R c)
I\/I\}?jel ’ %

Fingerprint ZEN




ZEN's Model Attribution!

We created a base model library which contains
fingerprints for SOTA open-source models!
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We created a base model library which contains A
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ZEN's Model Attribution!

We created a base model library which contains A
fingerprints for SOTA open-source models! —
FE NI
Comparison of mathematical .
_v components of fingerprint (e.g., ~_
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— function signatures, bytecode)
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Library

g



ZEN's Differential Analysis and Patching

A

A
,7 Changed Code (e.g.

.7 Modified Functions)

/
Y4

g« %@
L |

N --->

Identified Base

Model Differen’.cial
Analysis




ZEN's Differential Analysis and Patching
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ZEN's Differential Analysis and Patching
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,7 Changed Code (e.g.

.7 Modified Functions)
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Identified Base

Model D'ialjferlen’-cial Identified Base
nalysis Model Setup

Unique Code Can get the identified SOTA open-source
Added model online (e.g., Github, Huggingface), Z
but the deployed model was different...



ZEN's Differential Analysis and Patching

Identlfled Base
Model
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A
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.7 Modified Functions)
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Apply patches to
base model
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alysis ene?ratlon Model Setup
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Unique Code ZEN generates patches for changed code

Added and unique code added and directly apply

them to the base model setup!
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ZEN's Differential Analysis and Patching
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A
,7 Changed Code (e.g.
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g Apply patches to
-—-= base model
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Model Dgferlen’.ual Patch |dentified Base Testable
nalysis Generation Model Setup  Proprietary
hRN : Model
> N
N
! White-box testing
enabled! ©
Unique Code ZEN generates patches for changed code
Added and unique code added and dlrectly apply ‘H.yl




Experiment Setup

Models: 7 model families for object detection,
image classification, and text generation.

Customized Models

VoloV5 [51] <=~ - YoloV5-KD [87]
~ =~ <,YoloV5-HIC [78]

_ ¥ YoloV7-C3 [34]

YoloV7[89] <z
~ <, YoloV7-GAM [90]

_wYoloV8-Gold [91]

Yolov8[83] <~
=~ ~)YoloV8-SPD [84]

_wResnet-Ghost [36]
Resnet[92] <~
= ~ ) Resnet-SE [94]
_ wMobileNetV3 [96]

MobileNetV2 [95] = -~
~ =»MMobileNetV2-Ghost [36]

_wnanoGPT-LORA [54]

Base Models

PT[99] <2
nanoGPT[99] <2 _ | nanoGPT-RKRW [101]

oY Llama3 [98]

Llama2[97] << _
ama2 [97] ~» Llama2-PT [47]



Experiment Setup

Models: 7 model families for object detection,
image classification, and text generation.

Datasets: Models trained on COCO, VisDrone,
Cifar10, and OpenWebtext datasets.

Customized Models
Base Models
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Experiment Setup

Models: 7 model families for object detection,
image classification, and text generation.

Datasets: Models trained on COCO, VisDrone,
Cifar10, and OpenWebtext datasets.

ZEN Input: CPU/GPU memories for each of the
custom model deployments.

Base Models Customized Models

VoloV5 [51] <=~ - YoloV5-KD [87]
~ =~ <,YoloV5-HIC [78]

_ ¥ YoloV7-C3 [34]

YoloV7[89] <z
~ <, YoloV7-GAM [90]

_wYoloV8-Gold [91]

Yolov8[83] <~
=~ ~)YoloV8-SPD [84]

_wResnet-Ghost [36]
Resnet[92] <~
= ~ ) Resnet-SE [94]
_ wMobileNetV3 [96]

MobileNetV2 [95] = -~
~ =»MMobileNetV2-Ghost [36]

_wnanoGPT-LORA [54]

PT[99] <2
nanoGPT[99] <2 _ | nanoGPT-RKRW [101]
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ZEN Post Patching Performance

To check the success of model rehosting, Deployed Model l]))eer?iﬁﬁi Testifgof)te_ifgnance " ls)lerri(i:rrf;l “
we once again measure the pre/post
deployment performance YoloV5-KD 0.561 0.561 100%
YoloV5-HIC 0.413 0.413 100%
YoloV7-C3 0.365 0.365 100%
YoloV7-GAM 0.327 0.327 100%
YoloV8-Gold 0.339 0.339 100%
YoloV8-SPD 0.341 0.341 100%
Resnet-Ghost 93.12% 93.12% 100%
Resnet-SE 92.88% 92.88% 100%
MobileNetV3 82.2% 82.2% 100%
MobileNetV2-Ghost 83.6% 83.6% 100%
nanoGPT-LORA 3.22 3.21 99.9%
nanoGPT-RKRW 3.14 3.15 99.9%
Llama3 100.0% 100.0% 100%
Llama2-PT 100.0% 100.0% 100%




ZEN Post Patching Performance

To check the success of model rehosting,
we once again measure the pre/post
deployment performance

Pre-/Post- performance for customized
models matches performance in
deployment!

Deployed Model | P | i Performance h " Sty
YoloV5-KD I 0561 0.561 100%
YoloV5-HIC : 0.413 0.413 100%
YoloV7-C3 I 0.365 0.365 100%
Yolov7-GAM |1 0.327 0.327 100%
YoloV8-Gold : 0.339 0.339 100%
YoloV8-SPD  [I  0.341 0.341 100%
Resnet-Ghost I 93.12% 93.12% 100%
Resnet-SE : 92.88% 92.88% 100%
MobileNetv3 |l 82.2% 82.2% 100%

MobileNetV2-Ghost : 83.6% 83.6% 100%
nanoGPT-LORA || 3.22 3.21 99.9%
nanoGPT-RKRW [l 3.14 3.15 99.9%

Llama3 : 100.0% 100.0% 100%
Llama2-PT v\ 100.0% 100.0% 100%




ZEN Post Patching Performance

. Deployment Post-ZEN % Performance |
To check the Sl..ICCGSS of model rehosting, Deployed Model Performance Testing Performance | Similarity I
we once again measure the pre/post - 00 |
deployment performance YoloV3-KD 0.561 0.5 I ° :
YoloV5-HIC 0.413 0.413 I 100% |
. ) I 0
Pre-/Post- performance for customized Yolov7-C3 0.365 0.365 : 100% '
models matches performance in YoloV7-GAM 0.327 0.327 I 100% :
deployment! YoloV8-Gold 0.339 0.339 | 100% :
YoloV8-SPD 0.341 0.341 : 100% |
T I
Similarity in performance between Resnet-Ghost 93.12% 93.12% | 100% :
Pre/Post ZEN models is at least Resnet-SE 92.88% 92.88% I 100% I
o o : : :
99.9% similar (slight difference in MobileNetV3 8229, 82 29, I 100% I
loss measurement for nanoGPT) : | 1
MobileNetV2-Ghost 83.6% 83.6% 100%
' |
nanoGPT-LORA 3.22 3.21 l 99.9% I
|
nanoGPT-RKRW 3.14 3.15 | 99.9% '
1
Llama3 100.0% 100.0% I 100% i
Llama2-PT 100.0% 100.0% | 100% I
—————— -’




ZEN's Model Attribution!

Model similarity heatmap between
customized/base models

Custom Models
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ZEN's Model Attribution!

Model similarity heatmap between YVSHIC

customized/base models YV5-KD
YV7-C3

YV7-GAM

ZEN correctly matches customized to base Yveep

models with upwards of 97% similarity YV8-5PD

RN-GH
RN-SE

MNV2-GH

Custom Models

MNV3

L2-PT

L3

nGPT-LR

nGPT-GH

Model Similarity Heatmap

YV7

0.8

o
o
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o
N

0.2



ZEN Patch Generation

Show patches generated for all of
our tested customized models

Patches
Deployed Model Functions Classes % Overall Ch
Modified Added/Removed overa ange

YoloV5-KD 15 0 4.4%

YoloV5-HIC 11 8 3.2%
YoloV7-C3 40 6 10.9%

YoloV7-GAM 40 7 9.0%
YoloV8-Gold 281 15 37.5%
YoloV8-SPD 406 2 56.8%
Resnet-Ghost 5 5 42.9%
Resnet-SE 5 2 62.5%
MobileNetV3 15 3 83.3%
MobileNetV2-Ghost 11 6 28.2%
nanoGPT-LORA 16 0 55.1%
nanoGPT-RKRW 6 1 30.0%
Llama3 20 0 74.0%
Llama2-PT 12 1 25.0%




ZEN Patch Generation

Show patches generated for all of
our tested customized models

Upwards of 406 functions
modified, patches successfully
generated

Patches
Deploved Modd T-F:nc?on_s 1 Classes % Overall Change
! Modified . Added/Removed &

YoloV5-KD : 15 | 0 4.4%
YoloV5-HIC | 11 ' 8 3.2%
YoloV7-C3 ' 40 : 6 10.9%
YoloV7-GAM : 40 I 7 9.0%
YoloV8-Gold | 281 : 15 37.5%
YoloV8-SPD : 406 I 2 56.8%
Resnet-Ghost I 5 l 5 42.9%
Resnet-SE : 5 : 2 62.5%
MobileNetV3 I 15 | 3 83.3%
MobileNetV2-Ghost || 11 ' 6 28.2%
nanoGPT-LORA ' 16 : 0 55.1%
nanoGPT-RKRW : 6 | 1 30.0%
Llama3 I 20 : 0 74.0%
Llama2-PT o, 1 25.0%




ZEN Patch Generation

Show patches generated for all of
our tested customized models

Upwards of 406 functions
modified, patches successfully
generated

Upwards of 83.3% change from
the base model!

Patches
Deployed Model Functions Classes ‘r’o /:) - ; C; IR
Modified Added/Removed overa ange I
YoloV5-KD 15 0 | 4.4% :
YoloV5-HIC 11 8 i 3.2% |
YoloV7-C3 40 6 : 10.9% :
YoloV7-GAM 40 7 | 9.0% I
YoloV8-Gold 281 15 | 37.5% I
YoloV8-SPD 406 2 : 56.8% :
Resnet-Ghost 5 5 I 42.9% I
Resnet-SE 5 2 | 62.5% l
MobileNetV3 15 3 : 83.3% :
MobileNetV2-Ghost 11 6 | 28.2% I
nanoGPT-LORA 16 0 : 55.1% :
nanoGPT-RKRW 6 1 i 30.0% I
Llama3 20 0 l 74.0% l
Llama2-PT 12 1 ' 250% !
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Questions?



	Achieving Zen: Combining Mathematical and Programmatic Deep Learning Model Representations for Attribution and Reuse
	Self-Driving Car Investigation
	Self-Driving Car Investigation
	Self-Driving Car Investigation
	Self-Driving Car Investigation
	Self-Driving Car Investigation
	Self-Driving Car Investigation
	Self-Driving Car Investigation
	Self-Driving Car Investigation
	Investigative Goal
	Investigative Goal
	Investigative Goal
	Investigative Goal
	Investigative Goal
	Investigative Goal
	Investigative Goal
	Slide Number 17
	Slide Number 18
	Slide Number 19
	Slide Number 20
	Slide Number 21
	Slide Number 22
	Slide Number 23
	Slide Number 24
	Slide Number 25
	Slide Number 26
	Slide Number 33
	Slide Number 34
	Slide Number 35
	Slide Number 36
	Slide Number 37
	ZEN’s Differential Analysis and Patching
	ZEN’s Differential Analysis and Patching
	ZEN’s Differential Analysis and Patching
	ZEN’s Differential Analysis and Patching
	ZEN’s Differential Analysis and Patching
	Experiment Setup
	Experiment Setup
	Experiment Setup
	ZEN Post Patching Performance
	ZEN Post Patching Performance
	ZEN Post Patching Performance
	Slide Number 49
	Slide Number 50
	ZEN Patch Generation
	ZEN Patch Generation
	ZEN Patch Generation
	Much More in the Paper!
	Slide Number 55

