
 

Characterizing the Implementation of 
Censorship Policies in Chinese LLM Services 

Anna Ablove & Shreyas Chandrashekaran, Xiao Qiang*, and Roya Ensafi

University of Michigan, *University of California at Berkeley

Censored Planet

Warning: This presentation 
may contain sensitive content.



CENSORED PLANET LAB

Timeline of Chinese LLM Ecosystem
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Factors in Chinese LLM Ecosystem

Alignment

Algorithmic refusal of 
sensitive topics

↪ Not necessarily 
reliable enough for 
strict information 
controls

3rd Party Blocking

History of 3rd party 
censorship compliance

↪ Services like WeChat 
have spent years 
developing targeted 
censorship 
techniques

LLM Challenges

LLMs present unique 
challenges for moderation

↪ Massive scale of data 
and hallucinations

↪ Token-based 
generation schema 
introduces 
complexities
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Tell me about mass surveillance in China.

Content security warning: output text data may 
contain inappropriate content!
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Tell me about mass surveillance in China.

...



CENSORED PLANET LAB

Tell me about mass surveillance in China.

[... {"url": "wikipedia.org/wiki/Mass_surveillance_in_China", "site": 
"Wikipedia", "title": "Mass Surveillance in China"},
  {"url": "hrw.org/video/2019/05/02/xinjiang-surveillance", "site": "Human 
Rights Watch", "title": "How Mass Surveillance Works in Xinjiang"},
  {"url": "technologyreview.com/2022/10/10/1060982", "site": "MIT Technology 
Review", "title": "The Chinese Surveillance State and Privacy" }...]

Retrieving search data
...

http://wikipedia.org/wiki/Mass_surveillance_in_China
http://hrw.org/video/2019/05/02/xinjiang-surveillance
http://technologyreview.com/2022/10/10/1060982
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Tell me about mass surveillance in China.

[... {"url": "wikipedia.org/wiki/Mass_surveillance_in_China", "site": 
"Wikipedia", "title": "Mass Surveillance in China"},
  {"url": "hrw.org/video/2019/05/02/xinjiang-surveillance", "site": "Human 
Rights Watch", "title": "How Mass Surveillance Works in Xinjiang"},
  {"url": "technologyreview.com/2022/10/10/1060982", "site": "MIT Technology 
Review", "title": "The Chinese Surveillance State and Privacy" }...]

["Mass surveillance in"," the People's Republic"," of China (PRC)"," involves an extensive network 
of"," monitoring systems utilized by the central"," government to oversee its"," citizens [[1]]. 
This"," surveillance is not only limited"," to physical spaces but also extends"," into digital realms, 
impacting"," daily life significantly. For"," instance, state surveillance"," has become a ubiquitous 
aspect"," of living in China,"," with individuals developing psychological"," strategies to cope with 
constant"," monitoring [[4]]",".\n\nIn particular regions"," like Xinjiang,"," authorities have 
employed advanced"," technologies, including a mobile"," app, to conduct mass surveillance"," and 
enforce arbitrary detentions",", especially targeting Muslim"," communities [[3]]. These"," practices 
have raised significant"," human rights concerns,"," as highlighted by organizations such"," as Human 
Rights Watch [[","2]].\n\nChina","’s urban areas are densely packed"," with CCTV cameras, more"]

Retrieving search data
...

...
Generating response

http://wikipedia.org/wiki/Mass_surveillance_in_China
http://hrw.org/video/2019/05/02/xinjiang-surveillance
http://technologyreview.com/2022/10/10/1060982


CENSORED PLANET LAB

Tell me about mass surveillance in China.

Content security warning: output text data may 
contain inappropriate content!
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["Mass surveillance in"," the People's Republic"," of China (PRC)"," involves an extensive network 
of"," monitoring systems utilized by the central"," government to oversee its"," citizens [[1]]. 
This"," surveillance is not only limited"," to physical spaces but also extends"," into digital realms, 
impacting"," daily life significantly. For"," instance, state surveillance"," has become a ubiquitous 
aspect"," of living in China,"," with individuals developing psychological"," strategies to cope with 
constant"," monitoring [[4]]",".\n\nIn particular regions"," like Xinjiang,"," authorities have 
employed advanced"," technologies, including a mobile"," app, to conduct mass surveillance"," and 
enforce arbitrary detentions",", especially targeting Muslim"," communities [[3]]. These"," practices 
have raised significant"," human rights concerns,"," as highlighted by organizations such"," as Human 
Rights Watch [[","2]].\n\nChina","’s urban areas are densely packed"," with CCTV cameras, more"]

Retrieving search data
...

...
Generating response

ERROR: 
data_inspection_failed

http://wikipedia.org/wiki/Mass_surveillance_in_China
http://hrw.org/video/2019/05/02/xinjiang-surveillance
http://technologyreview.com/2022/10/10/1060982
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Building a Robust Framework
5 models, 80 queries in 3 languages (SI, TW, EN) → 1,200 samples 
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Traffic Analysis – Flow Extraction

A flow is a joint unit of 
both an HTTP request 
and response
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Traffic Analysis – Flow Extraction (Qwen)
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Traffic Analysis – Flow Extraction (Qwen)
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Traffic Analysis – Response Extraction (Baidu 
Chat)
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Traffic Analysis – Response Extraction (Qwen)
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Traffic Analysis – UI Comparisons (Qwen)
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Tell me about mass surveillance in China.

Sorry, that’s beyond my current scope. Let’s talk 
about something else.

Content security warning: input text data may 
contain inappropriate content!

让我们换个话题聊聊吧。

Sorry, I cannot provide this information. Please feel 
free to ask another question.

抱歉，我无法回  答你的问题

ERROR: code:data_inspection_failed

ERROR: finish-reason:content-filter

ERROR: kimi.completion.content-filter

{"toast": "我们换个话题聊聊吧"}

{showType:toast}

Challenges: Variance of Blocking 
Implementations

“Let’s talk about a 
different topic.”

“Sorry I can’t answer 
your question”
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Example: Baidu Chat Output Blocks

Mao Zedong’s cultural revolution radically 
changed every aspect of Chinese society 
leading to a transformation from traditional 
culture to modern culture and from 
agricultural civilization to industrial 
civilization

Mao Zedong’s cultural revolution radically changed every aspect of 
Chinese society leading to a transformation from traditional 
culture to modern culture and from agricultural civilization to 
industrial civilization Mao Zedong’s cultural revolution also 
known as the Great Cultural Revolution was a political movement 
launched in China from May until October Its main objectives were 
to smash the remaining bourgeoise elements in China and seize 
power from those in power This movement had profound social and 
cultural consequences Social and Cultural Transformation The 
revolution fundamentally changed Chinese society pushing the 
country from its traditional cultural norms to a more modern and 
industrialized society Mao Zedong spearheaded this transformation 
by promoting Marxism and Leninism integrating them with Chinese 
realities and seeking a revolutionary path with Chinese 
characteristics Impact on Education and Ideology During the 
cultural revolution China’s education system underwent significant 
changes The focus shifted from academic learning to ideological 
education with Marxist ideology becoming the core curriculum This 
shift had a profound impact on Chinese society s understanding of 
itself and its place in the world Consolidation of Power The 
cultural revolution served as a means for Mao Zedong to 
consolidate his power over China making him the absolute ruler of 
the country until his death in During this period the Communist 
Party of China CPC adopted a more authoritarian stance with Mao 
Zedong as its leader In summary Mao Zedong’s cultural revolution 
had far reaching social and cultural consequences for China 
leading to profound changes in the country s political economic 
and cultural landscape

UI Visible Response

Traffic Visible Response
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Example: Baidu Chat Output Blocks
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Challenges: Dynamic Deployments
Deployments are not static

↪ Originally available only via Alibaba’s 
business console, Qwen was opened to 
the public

↪ Baidu-Chat started hosting DeepSeek 
models V3 and R1

↪ Kimi started allowing account creation 
via Google logins, previously restricting to 
SMS-based

Publicly available artifact
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Findings – Aggregate Censorship by Service

Found filters embedded at the input, 
search, and output phases

↪ Latter two leak near-complete 
responses and search references
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Findings – Search Phase and Blocking

Services can choose whether or not 
to carry out the search retrieval 
process

↪ Qwen and Baidu-Chat do so at 
very high rates
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Findings – Search Phase and Blocking

Examining the top 10 top-level 
domains (TLDs) retrieved by each 
service

↪ Services provided by tech 
companies with content 
delivery platforms tend to 
favor proprietary domains

↪ 7 are censored by the Great 
Firewall of China
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Findings – Input Blocking

↪ Input blocking consistent 
across samples

↪ “What happened in 
Tiananmen Square in 1989?” 
→ most input blocked query

↪ Similar set of queries 
blocked across models in 
Simplified & Traditional 
Chinese vs. English
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Findings – Output Blocking
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Findings – Filter Evasion

Modify query with 
misspellings and substitution 
instructions 

📝

Output Filter Validation Process
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Findings – Filter Evasion

Modify query with 
misspellings and substitution 
instructions 

Model follows rules and 
successfully evades filters    

📝

✅
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Findings – Analytics Channels
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Findings – Analytics Channels
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Takeaways

● Pressure for global competition → LLM services leak censored information, 
including near-complete responses and retrieved search results 🔎 

○ Information leaks not guaranteed to persist long-term.

● Accessing these services from the US, we find Chinese censorship exported 
abroad ✈ 🚫

Future directions:

Importance of holistic threat model of LLM censorship 
and integrating live deployments into studies of 
accessibility
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