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 Text passwords are the most prevalent method of user authentication.

 Other authentication technologies have fundamental flaws, and passwords 

are irreplaceable in the foreseeable future.

Passwords are irreplaceable
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 21%-33% of users tend to slightly modify their existing passwords when 
creating a new password. 

 20%-59% of users directly reuse their existing passwords. 

 Recent large-scale breaches, including CAM4 (10.8 billion credentials) and 
MOAB (26 billion credentials), have provided attackers with ample material 
for credential stuffing campaigns.

Password reuse attack is realistic
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 Type-1: The user makes simple or moderate changes to the source 
password, and the new password is similar in structure to the source 
password (e.g., Shark0301 → shark03). 

 Type-2: The user chooses to use a popular password (e.g., Shark0301 → 
loveu4ever). Such popular passwords often appear in publicly leaked 
dictionaries and are therefore insecure.

 Type-3: The user creates a new password based on a partial pattern of 
the source password. While the two passwords may appear “dissimilar”, 
they could be intrinsically similar in semantics and vulnerable to attackers 
(e.g., Shark0301 → Bear11).

Three types of password reuse



5/15

 Model input: user's old password character sequence PW1

Password probability modeling
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 Type-1: The user makes simple or moderate changes to the source 
password

 Model architecture：Transformer --> TransGuess

 Training data cleaning：Password similarity metric: 2-gram cosine 
similarity > 0.3

Capture Type-1 Password Reuse Behavior
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 Type-2: The user chooses to use a popular password

 previous works：assumed that the probability of choosing a popular password is 
equal among all users. 

�풑풐풑���㱠(풑�풕�㱠��풕 | 풑�풔풐�㱠��) = �풑풐풑���㱠(풑�풕�㱠��풕) = 푳풊풔풕풑(풑�풕�㱠��풕)

 our work: different source passwords (e.g., “p@ssw0rd” and “summer0803”) 
may yield varying probabilities of generating the same popular password like 
“Passw0rd”

�풑풐풑���㱠(풑�풕�㱠��풕 | 풑�풔풐�㱠��)
= 푫풊풔풕�����(풑�풕�㱠��풕, 풑�풔풐�㱠��) ∗ 푳풊풔풕풑(풑�풕�㱠��풕)

Capture Type-2 Password Reuse Behavior
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 Type-3: The user creates a new password based on a partial pattern of the 
source password.

 KNN-TPG: 1) Build datastore: It learns to map a source password and the prefix 
of a target password to the next correct character in the latent space. 

Capture Type-3 Password Reuse Behavior
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 KNN-TPG: 2) 
Generating passwords: 

Capture Type-3 Password Reuse Behavior
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Password datasets we used
 From various high-profile websites
 Five Chinese datasets, five English datasets, and two mixed datasets
 Leaked between 2012-2021
 A total of 4.8 billion passwords



11/15

 

Experimental setup
 13 attack scenarios
 specific cleaning methods will be applied based on the distinct website
 Hardware Configuration：NVIDIA RTX 3090 GPU (including 24GB of VRAM)
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Experimental results
 Within 100 guesses, the 

guessing success rates of our 
KNNGuess are 8.52%-
27.66% higher than state-of-
the-art password guessing 
models.
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New mixing popular password method
 Our new mixing popular password method improves the guessing success 

rate by 9.21% compared to the mixing popular password method used in 
previous work.
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Analysis of cracked passwords
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