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Abstract—Automatic Dependent Surveillance - Contract
(ADS-C) is an satellite-based aviation datalink application used
to monitor aircraft in remote regions. It is a crucial method for
air traffic control to track aircraft where other protocols such as
ADS-B lack connectivity. Even though it has been conceived more
than 30 years ago, and other legacy communication protocols in
aviation have shown to be vulnerable, ADS-C’s security has not
been investigated so far in the literature. We conduct a first
investigation to close this gap. First, we compile a comprehensive
overview of the history, impact, and technical details of ADS-
C and its lower layers. Second, we build two software-defined
radio receivers in order to analyze over 120’000 real-world ADS-
C messages. We further illustrate ADS-C’s lack of authentication
by implementing an ADS-C transmitter, which is capable of
generating and sending arbitrary ADS-C messages. Finally, we
use the channel control offered through a software-defined ADS-
C receiver and transmitter as a basis for an in-depth analysis
of the protocol weaknesses of the ADS-C system. The found
vulnerabilities range from passively tracking aircraft to actively
altering the position of actual aircraft through attacks on the
downlink and the uplink. We assess the difficulty and impact of
these attacks and discuss potential countermeasures.

I. INTRODUCTION

As air traffic continues to rise [10], Air Traffic Control
(ATC) becomes increasingly critical and complex. Its main
responsibility – preventing collisions between aircraft and
maintaining an orderly flow of traffic [15] – is essential for
the safety of aircraft and passengers. To achieve this mission,
ATC relies on Air Traffic Services (ATS), which include
surveillance technologies. Within continental airspaces, these
technologies encompass radar systems and Automatic Depen-
dent Surveillance - Broadcast (ADS-B). Notably, ADS-B relies
on Very High Frequency (VHF) data links for communication,
a mechanism operational only within the aircraft’s and ground
station’s line of sight. Thus, there is no connectivity in more
remote areas, such as oceanic airspaces. Traditionally, this
challenge has been solved using voice communication over
satellite links to exchange positional data between aircraft and
ATC. However, as the available VHF frequencies become more
congested, this is no longer a viable option [37].

More recently, with the emergence of Future Air Nav-
igation System (FANS), two data link protocols have been

used to solve this problem. The first protocol, Controller
Pilot Data Link Communications (CPDLC), is used to ex-
change noncritical text-based messages between pilots and
ATC. In doing so, voice channels are decongested and are
thus available for more urgent correspondence. The second
protocol, Automatic Depended Surveillance - Contract (ADS-
C), enables the automatic transmission of aircraft’s positional
data to ATC. The main advantage of this protocol is its use
of satellite communication (SATCOM) to extend connectivity
to remote regions. Accordingly, aircraft’s ADS-B signals are
used primarily in continental airspace while ADS-C is seen
mainly in oceanic airspace.

While security and privacy of ADS-B, CPDLC, and other
aviation protocols have been studied extensively (see [32], [12]
for some recent overviews), there is little research available on
ADS-C and nothing with regards to its security. This lack of
attention can be attributed to the higher difficulty associated
with analyzing satellite signals compared to terrestrial ones.
While the lack of existing literature addressing ADS-C security
is thus explainable, it does raise some questions, particularly in
light of the ongoing deployment of ADS-C-based surveillance
technology to decrease aircraft separation in oceanic airspaces
around the world [36].

To fill this gap, this paper studies privacy and security
aspects of ADS-C. We have built a receiver setup to analyze
ADS-C messages and a spoofer to encode and transmit ADS-
C messages. With these two primitives in mind, we create a
threat model, assess vulnerabilities in the ADS-C protocol, and
analyze their potential impact on air traffic control.

We offer the following contributions:

• We present a comprehensive overview of the ADS-C
protocol, including relevant standards, message struc-
ture, encoding, and modulation.

• We demonstrate how a low-resource attacker can
attack the ADS-C protocol by building an ADS-C
receiver and transmitter.

• We conduct a security analysis of ADS-C, uncovering
significant privacy and security issues in the protocol.

We provide background knowledge on satellite-based avi-
ation protocols in (Section II) and our threat model in (Sec-
tion III. Our experimental setup is described in (Section IV).
We demonstrate a working transmitter in Section V, based on
which we conduct our security analysis in Section VI). Lastly,
we discuss the results of our approach (Section VII), provide
the related work in Section VIII and conclude in Section IX.
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Fig. 1: ADS-C Protocol Overview.

II. BACKGROUND

A. History and Usage

ADS-C is embedded into the Future Air Navigation Sys-
tems (FANS), envisioned by theInternational Civil Aviation
Organization(ICAO) during the 1980s and presented in 1991.
As is common in aviation, the rollout of new technology
can take several decades, as such ADS-C and other FANS
protocols have only started to see more widespread usage in
the second half of the 2010s. ADS-C tackles the limitations
of the prevalent (V)HF communication systems by using
SATCOM as a data link layer and enabling surveillance even
in remote areas. Second, ADS-C reduces the reliance on voice
communication systems by automatically transmitting position
updates to ground stations over digital data links.

ADS-C thus enables the substantial enhancement of sepa-
ration standards – the minimum distance maintained between
aircraft to avoid collisions. While the standard lateral sepa-
ration was conventionally set at 50 nautical miles (nm), and
longitudinal separation at 80 nm, aircraft equipped with FANS
systems bene�t from a signi�cantly reduced separation stan-
dard of just 23 nm in both dimensions [36], while maintaining
the same level of safety. This reduction in separation standards
has led to a more ef�cient utilization of airspace and translated
into substantial cost-savings for airlines. Initially introduced in
Paci�c airspace, FANS has progressively expanded its presence
to encompass nearly all oceanic regions and certain continental
areas. In the North Atlantic region, FANS implementation has
even become a mandatory requirement [37].

B. Protocol Stack

We focus on the satellite-related layers and ADS-C (see
Fig. 1 for an illustration of the stack). More information on the
generic ACARS message structure and content can be found
in [3], [5]. An overview is given in [38].

1) ADS-C: The termAutomaticindicates that ADS-C op-
erates without input from the �ight crew.Dependentsigni�es
that the system relies on external data, like GPS for position.
Surveillancedenotes that the protocol supplies essential mon-
itoring data such as position, velocity, and waypoints. Lastly,
Contractmeans that aircraft and ATSUs negotiate agreements
to share data. While aircraft can establish concurrent contracts
with multiple ATSUs, messages are exclusively exchanged
between the aircraft and the ATSU with which a particular

contract was established. This differs from ADS-B, where
aircraft indiscriminately broadcast messages to everyone.

a) Contracts: All surveillance data from the aircraft is
sent via contracts. To negotiate such a contract, the ATSU
sends a contract request, containing information regarding the
surveillance data the ATSU wants to receive, to an aircraft.
The aircraft then responds to a contract with a positive ac-
knowledgement and the appropriate report. In case of an error,
the aircraft responds with a negative acknowledgement (if the
message cannot be parsed), or a non-compliance noti�cation
(if the request contains data that is not available to the aircraft).

The type of contract then de�nes what information the
aircraft will return to the ATSU:

� Periodic contract: With this contract type, an ATSU
can request ADS-C reports at a speci�ed reporting
interval with following data: �ight ID, predicted route,
earth reference, meteorological data, airframe ID, air
reference, and aircraft intent.

� Event contract: Whenever an event contract is es-
tablished, the aircraft sends reports in the case a
given event occurs. It can be requested in case of the
following events: vertical range change, altitude range
change, waypoint change, and lateral deviation.

� Demand contract: In the case of a demand contract,
an aircraft only sends a single report. This can be
useful, when a periodic report is not received in time.

Every ADS-C report comprises, at a minimum, a basic
report detailing the aircraft's position, accompanied by a
timestamp and a �gure of merit. The �gure of merit denotes
the precision of the positional information within the report
and the operational status of theTraf�c Alert and Collision
Avoidance System(TCAS). Advanced reports encompass extra
data as stipulated in the ADS-C contract.

b) Modes of Operation:Contracts usually operate in
normal-mode. Apart fromnormal-mode, ADS-C contracts can
also operate inemergency-mode. Theemergency-modecan be
initiated by either the aircraft, which can send an emergency re-
port, or the ATSU, which can transmit an emergency contract.
Once the emergency mode is activated, aircraft send reports
more frequently than in normal mode.

2) FANS: ADS-C uses FANS-1/A. It is used over the
ACARS network and de�ned by the ARINC 622 [4] data
communication standard.

To adhere to the ARINC 622 standard, FANS adds a header
before the ADS-C message and appends a 16 bit CRC after the
message (refer to Figure 2). The header �elds encompass the
message origin, anImbedded Message Identi�er(IMI), and
the Aircraft Registration Number(AN). Given that ACARS
operates as a character-oriented network while ADS-C is bit-
oriented, a conversion is needed.

3) Classic Aero: Classic Aero is the lowest part of the
protocol stack. It is a geo-stationary satellite system operated
by Inmarsat and provides voice and data communication for
aviation [14] since the late 1980s. Next to ADS-C over FANS
it is also used for applications such as Oceanic Clearance and
Digital Automatic Terminal Information Service [14].
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Fig. 2: FANS Message structure.

The Classic Aero system comprises an aircraft, called an
Aircraft Earth Station(AES), that can receive and transmit
data on the L-Band at around 1.6 GHz to a satellite. The
satellite ground station, called aGround Earth Station (GES),
can receive data from the satellite on the C-Band at 3.6 GHz,
and transmit signals on 6.5 GHz. We de�ne theuplink as the
communication direction from GES to AES (via the satellite)
and thedownlink as the reverse.

a) Communication Channels:The communication be-
tween satellite, AES, and GES happens on four channel types.
Three are data-oriented, sending so-called Signal Units (SU).

� P Channel: Used on the downlink for both signalling
and user data. The transmission is continuous, thus
there are empty packets sent when there is no user
data. Multiple SUs are combined in a frame.

� R Channel: Random access channel, used on the
downlink. SUs are sent individually in the form of
short bursts.

� T Channel: Time Division Multiple Access, used on
the downlink. An AES requests a slot to transmit
data to a GES. This data is then divided into SUs
and combined into one large frame, which is then
transmitted in a burst.

� C Channel: The C channel is used in both directions
to carry voice communication.

Many channels are grouped together on neighbouring fre-
quency bands and used simultaneously by a single satellite.

b) Encoding and Modulation:Encoding in Aero de-
pends on the channel type and data rate used to transmit
messages. The speci�cs of this procedure are described below:

� Channel Packets: An SU is a structure de�ning
header �elds (such as an AES and GES identi�er),
user data, and a 16-bit CRC checksum.

� Scrambler: The user data, which is now in bite-sized
pieces, next passes through a scrambler. The scrambler
turns the signal units into a pseudorandom sequence of
bits. This ensures easier timing recovery at the receiver
and better distributes power spectral density.

� Convolutional Encoder: Aero uses a rate 1/2 con-
volutional encoder with constraint length 7. The rate
parameter speci�es that the encoder doubles the length
of the bit sequence. The constraint length of 7 means
that the encoding of one bit depends not only on the
current bit but also on the six previous bits.

� Interleaver: After applying the error correction code,
the bit sequence is interleaved, i.e. adjacent bits are
evenly distributed into a new sequence of bits.

� Modulation: Finally, the interleaved bits are modu-
lated and transmitted. Again, the modulation scheme
depends on the data rate of the channel. For 600
and 1200 kbit/s,Aviation Binary Phase Shift Keying
(A-BPSK) is used. For larger data rates,Aviation
Quadrature Phase Shift Keying(A-QPSK) is applied.

As A-BPSK is an uncommon modulation scheme, we
describe it in more detail in the Appendix.

III. T HREAT MODEL

We outline three distinct attackers: a passive attacker,
an attacker with control over the downlink channel, and an
attacker controlling the uplink channel. We exclude attackers
controlling both uplink and downlink channels because we
found that such attackers have no more impact than an attacker
controlling only one of these channels.

� Passive Attacker: This attacker's actions are limited
to the observation of signals. They have access to
SDRs, open-source software and an interference-free
environment in the ADS-C spectrum.

� Active Downlink Attacker : This attacker is equipped
with a downlink transmitter and can overshadow legiti-
mate signals on the ground [27]. They have knowledge
of the satellite ground station's position through open
sources and can get close enough and into line of sight.

� Active Uplink Attacker : This adversary is equipped
with an uplink transmitter and suf�cient transmission
power. It is important to note that the attacker does
not target aircraft directly. Rather it injects messages
to the satellite, which then forwards the signals to
the aircraft. To successfully execute uplink signal
spoo�ng, this attacker has to know the target satel-
lite's location. In contrast to the previous attacker, an
adversary only controlling the uplink channel is not
necessarily restricted to a location close to the satellite
ground station.1 However, they need large satellite
dishes of several meters and signi�cant power, putting
this avenue outside of the realm of typical hobbyists.

Figure 3 illustrates the positional constraints and capabil-
ities of the different attackers. It is worth emphasizing that
while these attackers exhibit varying degrees of capabilities,
all of them operate within the realm of plausibility for non-
state actors, such as RF enthusiasts or hobbyists.

IV. EXPERIMENTAL SETUP

A. Receiver

Unless the antenna is located close to a ground station or
aircraft, it can only capture signals transmitted by a satellite.
The �rst step is to identify the satellite, based on open-
source information [18]. In a next step, we determine on
which frequencies the chosen satellite is transmitting signals.
A �rst reference can again be open sources [24] and [9],
which indicate the approximate frequency bands. Identifying
the exact frequencies to receive messages is a manual process.

1Unless the satellite is applying beamforming methods, which effectively
constrict the location.
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Fig. 3: System and attacker model.

Recalling that the uplink signal can be received on 1.6
GHz and the downlink signal on 3.6 GHz, a receiver requires
two different setups to capture these signals. For both, we
use JAERO[22] to demodulate and decode ADS-C signals.
As JAERO can only decode one Aero channel at a time,
SDRReceiver[16] splits digital signals into smaller frequency
bands, and outputs them individually to JAERO.

1) Uplink Receiver Hardware:Receiving and decoding
uplink ADS-C messages can be achieved with hardware
components of around $200. We used a patch antenna with
+3.5 dBi of gain at 1550 MHz, capable of receiving right hand
circular polarized signals, a Nooelec SAWbird iO Low Noise
Ampli�er, pre-con�gured to a center frequency of 1.542 GHz
[21], and an RTL2832U, all connected to a Raspberry Pi 4.

2) Downlink Receiver Hardware:As the downlink signal
is much weaker than the uplink signal [13], a satellite dish
is required. Additionally, the location of a downlink receiver
is highly restricted because it suffers from interference with
the stronger 5G signals in many jurisdictions (e.g. Europe).
As we are targeting geostationary satellites, which exhibit an
analemma pattern, our non-tracking dish can receive signals
for about 10 hours a day.

We used the hardware at a cost of around $10'000: a sta-
tionary 2.4 meter C-Band antenna (CPI SAT Series 1252), a C-
Band feed with circular polarization (FEED-VS-RP3CP300), a
low-noise block downconverter (Norsat C-BAND PLL 3000),
connected to an RTL-SDR RTL2832U and an Intel NUC.

B. Transmitter

Having built a receiver, we proceed to assemble an ADS-
C transmitter capable of injecting messages in the uplink and
downlink direction. In order to do this, we generate an ADS-
C message, encode it, and then modulate it. The generation
of ADS-C messages is signi�cantly simpli�ed by the lack of
authentication in ADS-C. This process mirrors the protocol
stack described in Section II and is built on a Python API.

Using the uplink and downlink receiver and publicly
available documentation, we reverse-engineered the process to
generate and encode ADS-C messages. This step was aided
considerably by the fact that ADS-C, FANS and ACARS are
well documented. However, implementing the Aero layer was

Fig. 4: Python snippet generating a waypoint and altitude range
event contract. The fake message is generated to appear as it
originates from the ATSUBZVCAYAand is destined for an
aircraft with the ICAO ID06E010.

more challenging. Especially the physical layer aspects of
the Aero protocol – scrambling, encoding, interleaving, and
modulating – were demanding, as the available documentation
is rather brief and lacks necessary details. In this process,
having the already working ADS-C decoding software JAERO
available was crucial. Since JAERO is open-source, we modi-
�ed it to deconstruct and reverse-engineer the above-mentioned
physical layer aspects of Aero.

This API can be used to generate arbitrary ADS-C mes-
sages, as illustrated in Figure 4. The output is a �le containing
the modulated message in the form of IQ samples. Such a
�le can then be used by SDR software such as GnuRadio to
transmit the messages on the desired frequency.

V. ADS-C SPOOFINGPROOF OFCONCEPT

Due to regulatory reasons and the lack of an ADS-C
capable �ight computer, we do not test the ADS-C transmitter
on operational equipment. Therefore, we tested the transmitter
with the receiver described above. We rate a transmission as
a success if JAERO is able do demodulate and decode the
received signal.

A. Uplink Transmission

As not to interfere with actual ADS-C signals, we tested
the uplink transmitter in an RF shield box. Within this box, we
placed the uplink and downlink antennas. While the downlink
antenna was connected to an RTL-SDR, the transmitter antenna
was linked to an USRP B210 capable of transmitting radio
signals. We connected both these SDRs to a laptop outside the
box. This laptop runs both the ADS-C receiver and transmitter
software. This setup is depicted in Figure 5. To simulate an
actual ADS-C system as accurately as possible, the receiver
was con�gured identically to the receiver used to eavesdrop on
real ADS-C messages. Within this experiment, we were able
to successfully transmit and receive fake ADS-C messages on
the P-Channel with a data rate of 600 kbit/s. Note that the
satellite converts the frequency on the uplink direction from
6.5 GHz to 1.6 GHz. Thus, the attack frequency would have to
be scaled up accordingly when attacking the satellite.
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