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Abstract—Cyber threats against space infrastructures, includ-
ing satellites and systems on the ground, have not been adequately
understood. Testbeds are important to deepen our understanding
and validate space cybersecurity studies. The state of the art is
that there are very few studies on building testbeds, and there
are few characterizations of testbeds. In this paper, we propose a
framework for characterizing the fidelity of space cybersecurity
testbeds. The framework includes 7 attributes for characterizing
the system models, threat models, and defenses that can be
accommodated by a testbed. We use the framework to guide
us in building and characterizing a concrete testbed we have
implemented, which includes space, ground, user, and link seg-
ments. In particular, we show how the testbed can accommodate
some space cyber attack scenarios that have occurred in the real
world, and discuss future research directions.

I. INTRODUCTION

Space cybersecurity is an important, yet underdeveloped,
technical field. In particular, the cybersecurity community
needs a better understanding of space systems because space
cybersecurity is not adequately understood. This is not sur-
prising because space systems are highly technical and out
of the scope of the traditional cybersecurity or computer
science curriculum. One particular void is the lack of realistic
experimental testbeds whereby we can conduct space cyber
attack and defense research to observe phenomena and collect
data to help build advanced models. That is, we need high-
quality testbeds to support and validate space cybersecurity
research. The state of the art is that there are few propos-
als on building such testbeds (e.g., [1]). Moreover, there is
no systematic understanding of what constitutes high-quality
testbeds. For instance, there is no systematic way to describe
space cybersecurity testbeds, such as the threat models they
can support. This motivates the present study.
Our Contributions. This paper makes two contributions.
First, we propose the first framework for describing the fidelity
of space testbeds. The framework defines 7 attributes to
characterize the system models, threat models, and defenses
that can be accommodated by a testbed. These attributes offer
a systematic way to describe space cybersecurity testbeds, in-
cluding a segment-component-module-element representation

of space testbed hardware fidelity and a method for using
functions to describe the implementations of space missions
to enable space cyber risk analysis. Second, we show that
the framework can guide the design and implementation of
testbeds, by presenting a concrete a 4-segment testbed guided
by the framework. We characterize the testbed via the 7
attributes. Our observations include: (i) open-source flight soft-
ware is prone to cyber attacks; (ii) testbeds can help identify
elements for hardening purposes; and (iii) mission-specific
cyber risk analysis can guide mission risk management.

Related Work. To our knowledge, there are only 3 space
testbeds reported in the literature [1], [2], [3]. Figure 1
summarizes the three testbeds, including the attack scenarios
they can accommodate at specific segments. When compared
with these three testbeds, ours has the following advantages:
(i) our satellite (i.e., CubeSat) has multiple payloads rather
than a single payload; (ii) our satellite is highly customiz-
able, for instance, allowing us to modify flight software and
add additional payloads; (iii) our testbed has a realistic link
segment that employs Radio Frequency (RF) communications
rather than using USB cables; (iv) our testbed does not use any
simulated segment but rather uses real systems and channels;
(v) our testbed has a user segment, which is only present in one
of the three existing testbeds; and (vi) our testbed has a ground
segment with functions for controlling satellites, receiving
telemetry from satellites, and controlling and receiving data
from the camera payload.

Paper Outline. Section II presents the framework for describ-
ing space cybersecurity testbed fidelity. Section III describes
and characterizes a concrete testbed that is built under the
guidance of the framework. Section IV discusses future re-
search directions. Section V concludes the paper.

II. FIDELITY FRAMEWORK

To guide the design and characterization of space cyber-
security testbeds, we propose a framework for describing the
fidelity of their system models, threat models, and defenses.
These three aspects are essential to investigate space cyberse-
curity. We define three kinds of attributes: (i) attributes that
characterize system models, showing how comprehensive a
space testbed is; (ii) attributes that characterize threat models,
showing the kinds of attacks that can be accommodated by a
testbed; and (iii) attributes that characterize defenses, showing
the kinds of defenses that can be accommodated by a testbed.
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Fig. 1. Related work comparison. NUC = Next Unit Computer; CSP = CubeSat Space Protocol; COSPAS-SARSAT = Space System for the Search of Vessels
in Distress Search And Rescue Satellite-Aided Tracking; EPIRB = Emergency Position Indicating Radio Beacon; ESAT = Educational Satellite.

Figure 2 summarizes the 7 attributes defined in the frame-
work, including 4 attributes for characterizing system models,
2 attributes for threat models, and 1 attribute for defenses.
These attributes are elaborated below.
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Fig. 2. The fidelity framework with 7 attributes.

A. System Model Attributes

Attribute 1: Hardware Fidelity. A space infrastructure
typically consists of 4 segments, known as space, link, ground,
and user. Note the launch segment, sometimes called the
fifth segment, is not considered in this study. Other than
the link segment, any segment can be divided into multiple
components; e.g., a space segment often consists of a bus
system component and a payload component. A component
can be decomposed into multiple modules. For instance, the
bus system component often consists of the following mod-
ules: propulsion, communications, on-board computer (OBC),
attitude and orbit determination (AOD), and electrical power.
A module can be further decomposed into multiple ele-
ments; e.g., the communications module often consists of

two elements: software-defined radio and antenna. Element
is the finest granularity in the present paper, where every
element consists of a hardware, a firmware, or a software
implementation. Note that segments, components, modules,
and elements formulate a hierarchical structure. This segment-
component-module-element representation offers a systematic
description of space infrastructure hardware. Correspondingly,
the hardware fidelity attribute describes the segments, compo-
nents, modules, and elements that are accommodated by a
space cybersecurity testbed.

Attribute 2: Firmware and Software Fidelity. A space
infrastructure also consists of firmware and software, which
typically run in some elements. Note that elements not running
any firmware or software (e.g., sensor) are considered pure
hardware elements, which are described by Attribute 1. This
attribute, firmware and software fidelity, describes the firmware
and software elements that are accommodated by a testbed.

Attribute 3: Data Collection Fidelity. One important purpose
of building space cybersecurity testbeds is to collect data.
Data generated by a testbed includes: hardware data, such
as sensor data (e.g., satellite temperature); firmware data,
such as satellite microcontroller logs; software data, such as
flight software logs; and mission data, such as images or
text communications. From a different perspective, we can
divide data into two categories: space-related data, such as
telemetry data (e.g., satellite temperature) and payload data
(e.g., images); and cyber-related data, such as mission software
logs. This attribute, data collection fidelity, describes the kinds
of data that can be generated by, and collected from, a space
cybersecurity testbed from the preceding two perspectives.

Attribute 4: Mission Fidelity. We specify space missions
in two kinds: (i) application-level missions that are supported
or enabled by a space infrastructure, where different missions
may demand different kinds of support; (ii) infrastructure-level
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missions that support application-level missions. We describe
missions via functions, namely how missions are implemented
at the aforementioned element-level of abstraction. This is
important because one mission may be implemented by a
single function or jointly by multiple functions. Functions,
which pave a way for conducting mission-specific cyber
risk analysis, are represented as a graph-theoretic structure
(i.e., directed graph), where nodes represent elements and
arcs represent how information (i.e., command or data) is
transmitted between nodes. Correspondingly, there are two
families of functions: the ones that implement application-
level missions (e.g., using the payload camera to take images
of the Earth); and the ones that implement infrastructure-
level missions (e.g., controlling a satellite). This attribute,
mission fidelity, describes application-level and infrastructure-
level missions (i.e., their functions) that can be accommodated
by a testbed.

B. Threat Model Attributes

A testbed should be able to accommodate both the attacks
that have occurred in the real world and the attacks that have
not occurred but could occur in the future (e.g., new attacks
described in academic literature).
Attribute 5: Threat Model Fidelity. This attribute character-
izes the attacks that can be accommodated by a testbed. We
specify threat models via: (i) attack point, namely the element
that an attacker compromises as an entry point from outside
a space infrastructure; (ii) attack vector, which describes the
attack techniques [4], [5] that can be used by an attacker to
gain access to the attack point; (iii) vulnerability, which is
exploited by an attack; and (iv) attack consequence, which
describes the damage incurred by an attack, in terms of the
elements that can be compromised by the attack. The threat
model fidelity attribute describes the kinds of threat models
that can be accommodated by a testbed.
Attribute 6: Mission-based Attack Fidelity. The mission-
based attack fidelity attribute characterizes how attacks may
disrupt missions in terms of the functions implementing them.
This is important because understanding attacks from the
point of view of missions paves a way for analyzing cyber
risks to missions through their functions, helping identify
countermeasures to harden missions.

C. Defense Attribute

Attribute 7: Defense Capability Fidelity. The defense ca-
pability fidelity attribute describes the defenses that can be
accommodated by a testbed. Defenses can be deployed at
elements, modules, or components, analogous to host-based
defense in Information-Technology (IT) systems. Defenses
can also be deployed at communication channels between
elements, modules, components, or segments, analogous to
network-based defense in IT networks. Defenses can be
described in terms of countermeasures to mitigate attack
consequences [6]. Countermeasures include security controls
designed for traditional IT infrastructures (e.g., [7]) or for
space infrastructures (e.g., [8]).

III. OUR TESTBED AND ITS CHARACTERIZATION

We have designed and built a testbed under the guidance of
the framework, especially using Attributes 1-4 in an iterative
process. Specifically, our design started with initial hardware
(Attribute 1) and missions (Attribute 4). Then, firmware and
software (Attribute 2) and data collection (Attribute 3) were
developed to enable the missions. If the missions cannot be
fulfilled, then Attributes 1-3 should be reassessed to ensure
Attribute 4. Alternatively, Attribute 4 can be assessed once a
testbed is designed and developed, then possibly incorporating
additional missions (e.g., a remote sensing payload like a
camera could be used to capture additional mission data
by observing different spectrum physical phenomena). We
have used the testbed to conduct successful cyber attack and
defense experiments, illustrating Attributes 5-7. We describe
our testbed via the aforementioned 7 attributes.

A. System Model Attributes Characterization of Our Testbed

1) Attribute 1: Hardware Fidelity: Figure 3 depicts our
testbed, which consists of a space segment with one CubeSat
satellite, a ground segment with one ground station, a user
segment with two user terminals, and a link segment with RF
communication channels between the segments. The testbed
currently supports: (i) one infrastructure-level mission, bus
management, which controls and monitors the health status
of the satellite; and (ii) two application-level missions, remote
sensing that provides visual imagery collection and commu-
nications whereby user terminals can send and receive audio,
text, and binary messages between each other.

Fig. 3. Our testbed consists of one CubeSat, one ground station (including
software-defined radio, shown at bottom left), and two user terminals (with
software-defined radio, shown on the right).

Figure 4 highlights the segment-component-module-element
representation of the testbed. We characterize the hardware
fidelity of the testbed with respect to the 4 segments.

Space Segment. This segment has two components: payload
and bus system. The payload enables the two missions men-
tioned above, namely remote sensing and communications.
The bus system controls the satellite’s position, and monitors
and maintains the health condition of the satellite.
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