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Abstract—The rapid increase in satellite deployment, and
particularly nanosatellite deployment, has heightened their ex-
posure to cybersecurity threats, making the task of safeguard-
ing sensitive operations and data challenging. and making the
task of safeguarding sensitive operations and data increasingly
challenging. To address these challenges, we developed AegisSat,
an open-source satellite cybersecurity testbed to study satellite
resilience to cyberattacks and test dedicated detection and defense
mechanisms, including machine learning-based solutions. Our
testbed includes a physical CubeSat (Earth-based) and an en-
vironment emulator that mimics realistic orbital conditions such
as sunlight, and magnetic fields. We also created a comprehensive
dataset consisting of telemetry data and labeled attack data
from experiments conducted using different scenarios. The data
was collected during hundreds of experiments we performed in
the testbed. By making both the design of the testbed and the
dataset accessible to the research community, this work advances
understanding of satellites’ vulnerability to cyberattacks, drives
the development of robust cybersecurity defenses, and establishes
a platform for future research.

I. INTRODUCTION

In the last decade, the use of satellite technology has
evolved from being employed in exclusive applications, pri-
marily by governments and large corporations, to widespread
adoption by private companies and individuals, and it has
become a critical component in global infrastructure sup-
porting communication, navigation, Earth observation, and
scientific research [1]. This transformation has been fueled
by the NewSpace sector, driving advancements in reusable
launch vehicles and streamlined satellite manufacturing; such
advancements have reduced launch costs and expanded access
to space, driving a surge in satellite deployment. The number
of operational satellites has increased from a few dozen in
2012 to several thousand by 2023 [2]. Most of these satellites
are deployed in low Earth orbit (LEO), defined as up to 2,000
km above Earth, and offer reduced latency and support applica-
tions in various domains, including Internet of Things (IoT),
urban infrastructure management, and disaster response [3],
[4]. There is a growing trend of launching CubeSats and
nanosatellites (1–10 kg) into this orbit, as their small size and

low weight allow them to be launched more cost-effectively
and frequently than larger satellites.

Given their compact size and reduced resource require-
ments, CubeSats and nanosatellites are well-suited for deploy-
ment in LEO orbit. However, their small size and limited
weight significantly restrict onboard resources. With minimal
power generation capabilities, reduced battery capacity, and re-
stricted space for processing components, these small satellites
must optimize size, weight, and performance, making efficient
design a necessity [5], [6]. The constrained resources and
design limitations of CubeSats and nanosatellites make them
particularly vulnerable to cyber threats. Despite these threats,
nanosatellites have been widely adopted for scientific and
commercial missions due to their versatility and lower costs.

The limited computational resources of these satellites make
the implementation of strong security measures difficult, and
their reliance on exposed communication channels increases
the risk of attacks like jamming, eavesdropping, and spoof-
ing [3], [7]. In addition, in many cases, the software deployed
on these satellites originates from open-source repositories
that may include one-day and zero-day vulnerabilities [8], [9].
These limitations and vulnerabilities, combined with factors
such as the lack of cybersecurity regulations in the satellite
industry, have left many small satellites exposed to potential
threats [5], [10].

Recent reports have highlighted satellites’ vulnerability to
various cyberattacks, which can disrupt global communication,
navigation, and data services [6], [10]–[12]. One notable
incident occurred in February 2022, during the Russian-
Ukrainian conflict, when a cyberattack targeted Viasat’s KA-
SAT satellite network using the “AcidRain” wiper malware.
This attack disrupted broadband satellite Internet services
across Ukraine and Europe, disabling tens of thousands of
modems and leaving some users without connectivity for over
two weeks. The impact extended beyond Internet outages,
disrupting operations in critical sectors, including the energy
section, where it affected a German company’s ability to
remotely monitor 5,800 wind turbines [13], [14]. This event
underscored the vulnerabilities of satellite networks in geopo-
litical conflicts and highlighted the urgent need for robust
cybersecurity measures to protect critical infrastructure.

Historically, the satellite industry has relied on an approach
of security through obscurity, assuming that the proprietary
nature and isolated operation of satellite systems would protect
them from cyberattacks [6], [11]. This approach has limited
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