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Abstract—Relay-assisted satellite networks rely on multi-hop
architectures that expose data integrity to malicious or compro-
mised relays. End-to-end Message Authentication Codes (MACs)
avoid trusting relays but delay error detection until the destina-
tion, incurring costly retransmissions over long-delay space links,
while hop-by-hop integrity requires trusting intermediate nodes.

We propose a superposition-coded integrity scheme in which
the source embeds the end-to-end MAC tag directly into the
physical-layer waveform, allowing the destination to recover the
tag independently of relay behavior. This prevents tag forgery
even when a relay possesses the end-to-end key and eliminates the
need to forward authentication data through relays. We validate
the approach using a three-node software-defined radio testbed
and show improved authentication reliability under malicious
relay scenarios.

I. INTRODUCTION

Relay-assisted communication is a cornerstone of mod-
ern space and non-terrestrial networks, particularly for long-
distance links such as Earth—-Moon and Earth-Mars commu-
nication. Direct transmission over these distances suffers from
severe path loss, long propagation delays, and intermittent con-
nectivity. Architectures based on LEO/GEO relays, including
NASA’s LunaNet, address these challenges by forwarding data
through intermediate satellites to extend coverage and improve
link reliability. As such systems increasingly rely on multi-hop
relaying, ensuring end-to-end data integrity in the presence of
untrusted intermediate nodes becomes a critical concern.

Conventional integrity protection relies on Message Authen-
tication Codes (MACs). End-to-end MAC verification avoids
trusting relays but defers detection of message corruption until
the destination, triggering costly retransmissions over long-
delay links. Hop-by-hop integrity verification enables early
error detection, but expands the trust boundary by requiring
each relay to hold and process integrity keys. Existing hybrid
approaches combine both mechanisms at the cost of additional
overhead and remain vulnerable when the end-to-end key is
exposed, allowing a compromised relay to forge valid tags.

In this paper, we propose a relay-resilient integrity scheme
that avoids these trade-offs by embedding the end-to-end MAC
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tag directly into the physical-layer waveform using superpo-
sition coding. The tag is delivered to the destination over
a weak auxiliary link that is independent of relay behavior,
preventing forgery even when a relay possesses the MAC key.
Using a three-node software-defined radio testbed and LDPC-
based simulations, we demonstrate that the proposed approach
improves authentication reliability without increasing trans-
mission overhead or requiring trusted relays.

II. RELATED WORK

Integrity protection in space and delay-tolerant networks
is typically provided using either end-to-end or hop-by-hop
mechanisms. Classical end-to-end arguments advocate pushing
integrity verification to the endpoints to simplify intermediate
nodes and avoid redundant functionality [1]. In Delay-Tolerant
Networking, Bundle Protocol Security (BPSec) follows this
model by allowing integrity to be applied between designated
security endpoints, avoiding reliance on trusted relays but
deferring error detection to the destination [2], [3].

At the space link layer, the Space Data Link Security
(SDLS) protocol provides hop-by-hop authentication and in-
tegrity for telemetry and telecommand frames [4]. While
this enables early error detection, it requires relays to be
trusted and to manage per-link security associations, increasing
the impact of relay compromise [5]. Combining end-to-end
and hop-by-hop protection is possible but incurs additional
overhead due to repeated transmission of authentication tags
at each hop [3].

Complementary physical-layer approaches embed auxiliary
authentication information directly into the waveform. Re-
cent superposition-based schemes demonstrate that a low-
rate authentication tag can be reliably overlaid on a primary
signal using power-domain multiplexing [6]. Unlike prior
work, which focuses on throughput or device identification,
our approach uses superposition coding to deliver an end-to-
end MAC tag directly to the destination, preventing forgery by
compromised relays while remaining compatible with existing
security frameworks.

III. PROPOSED SCHEME

We consider a relay-assisted communication setting in
which a source transmits data to a destination through one
or more intermediate relays that are not assumed to be trust-
worthy. A relay may arbitrarily modify forwarded messages
and may possess the end-to-end MAC key shared between



the source and destination, but it cannot block a weak direct
physical-layer transmission from the source to the destina-
tion. Under this model, conventional end-to-end MAC-based
integrity verification fails, as a compromised relay can forge
valid tags for modified messages.

To address this, we employ a superposition-based trans-
mission strategy in which the end-to-end MAC tag is em-
bedded directly into the physical-layer waveform alongside
the message. Rather than forwarding the authentication tag
through relays, the source independently encodes the message
and the tag and superimposes the two coded streams prior to
transmission. The relay decodes and forwards only the high-
power message layer, while the destination recovers the MAC
tag from its direct reception of the superposition-coded signal.

In conventional systems, the message and its MAC tag are
channel-coded and transmitted sequentially. In contrast, the
proposed scheme transmits the message and tag simultane-
ously using superposition coding, without increasing transmis-
sion duration or total transmit power.

Let m and ¢ denote the message and tag lengths, respec-
tively, and let R be the channel code rate. Under sequential
transmission, the total number of transmitted coded bits is
F+ %. The superposition-based scheme transmits the same
total number of symbols, mT'H, but effectively allocates redun-
dancy unevenly between the two components. The resulting
effective code rates are

R, - fm o it
m+t m+t
When m > ¢, the message experiences essentially the same
effective code rate as the conventional scheme, while the tag
rate approaches zero. As a result, the tag is protected by very
strong redundancy, enabling reliable recovery at the destination
even over a weak direct link.

Power allocation between the message and tag layers is
controlled by a parameter «, which determines the fraction of
total transmit power assigned to the tag. Increasing o improves
tag recoverability at the destination but reduces the power
available to the message layer. This trade-off is evaluated
experimentally. Importantly, the relay does not observe a
usable version of the end-to-end tag and does not participate
in its generation or verification, preventing forgery even when
the relay holds the MAC key.

IV. EVALUATION AND RESULTS

Setup. We evaluate our integrity scheme on a three-
node SDR testbed (Source—Relay—Destination) with approx-
imately 36cm spacing between adjacent nodes. The relay
path (Source—Relay and Relay—Destination) is intentionally
strong, while the direct Source—Destination path is weak,
matching the intended operating regime of our design. Each
trial runs in two phases: (i) the Source transmits one frame
containing a superposition-coded message and end-to-end
MAC tag, received by both Relay and Destination; (ii) the
Relay forwards only the decoded message to the Destination,
which then extracts the tag from its phase-(i) recording and
verifies integrity of the forwarded message.

Methodology. Across SNR points (swept via transmit gain),
we measure the uncoded bit error rate (BER) of the message
and the recovered tag at the Destination. We then translate the
measured tag BER into an authentication reliability estimate
by simulating LDPC decoding over a binary symmetric chan-
nel parameterized by the measured BER, and reporting the
resulting tag block error rate (BLER). Since the relay links
were error-free in our runs, end-to-end authentication success
is governed by tag recovery on the weak direct link.

BER trade-off. Figure 6a and 6b, reports Destination BER
for both layers under different power-splitting factors . As
expected, increasing « allocates more power to the tag layer
and improves tag BER, but it also degrades the message BER
due to the reduced power available to the message layer. In
the moderate regime (0.2 < a < 0.3), message BER remains
close to the baseline while tag BER improves substantially,
yielding a practical operating point.

Authentication reliability. The LDPC block error rate
(BLER) results are summarized in Figure 7 of the poster,
which reports decoding performance based on the experimen-
tally measured tag BER. The baseline sequential-tag approach
benefits from full transmit power but repeatedly carries tag
overhead along the relay path. In contrast, our scheme exploits
the long message payload to provide a very low effective
tag rate (high redundancy) without additional airtime. As
a result, for 0.3 the proposed method achieves lower tag
BLER (higher authentication success), while keeping the relay
oblivious to the end-to-end tag.

V. CONCLUSION

We introduced a superposition-coded integrity scheme that
enables end-to-end authentication in relay-assisted networks
without trusting intermediate nodes. By delivering the MAC
tag directly to the destination over a weak auxiliary link,
the scheme prevents forgery even under relay compromise.
Experimental results demonstrate reliable tag recovery and
improved authentication performance without additional trans-
mission overhead.
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Motivation: Integrity in Multi-hop Space Relays

Relay-assisted  architectures  (e.g., LEO/GEO  relays  for  Earth-Moon  links)
improve availability and link quality, but intro-
duce a critical integrity challenge: untrusted re-
lays can tamper with traffic. End-to-end MACs
avoid trusting relays, but detect corruption only
at the destination, causing costly end-to-end re-
transmissions under large propagation delays.
Hop-by-hop checks detect errors early but re-

quire trusting each relay.

Goal: Detect relay tampering without trusting re- Figure 1. A LEO satellite relaying the message from a
: : GEO satellite to a ground station.

lays, while preserving the latency benefits of lo-

cal/hop-by-hop recovery.

Key Idea: Direct Tag Delivery via Superposition Coding

Joint AM/FM Demodulation for Superposition-coded FSK

Instead of forwarding the end-to-end MAC tag through relays (where a compromised relay can
rewrite both message and tag), the source superimposes the MAC tag on the PHY waveform so
that the destination can recover the tag independently of the relay.
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(a) Current practice (b) Proposed scheme

Proposed Scheme: Superposition-coded Integrity

We transmit a message layer and a MAC-tag layer simultaneously:
T =VaP T+ V(1 — a)Prmsg, 0<a <0.5.

Why it helps:

Destination receives the tag through a weak direct link, not via the relay.
Even if the relay has the end-to-end key, it cannot alter the destination’s received tag layer.

Tag can be given very strong redundancy (extremely low effective code rate) when message
length is large.
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Flgure 3. Encoding/superposition: message and tag streams combined with power split a.

Github: https:./”7github.com/mkashani-phd/Secure_Wireless_Relay.git

With superposition-coded FSK, we compute tone energies:

T T
Ey = /O 7 (£) cos(2m fot)|?dt, Ej = /O 7 () cos(2m f1t)|dt,

and form the statistic:

Using thresholds (61, 69), we map z into decision regions for the joint (message, tag) bits. His-
tograms of z show separability improving with SNR and appropriate a.
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Figure 4. Histograms of z = log(FE / Ey) for thousands of samples.

Experimental Testbed (3 SDR Nodes)

Results: BER Trade-off and Authentication Success

We validate feasibility using a 3-node SDR setup (Source-Relay-Destination) with a strong relay
path and a weak direct path to the destination.
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Fieure 5. Two-phase operation: (i) Source transmits; (i) Relay forwards decoded message.

Key parameters (paper setup):

USRP B210 SDRs; carrier 1.9 GHz; FSK modulation
TX 1 MSPS, RX 5 MSPS; LPF 300 kHz; 40 samples/symbol
Message length 8000 bits; MAC tag length 256 bits

Because Source—Relay and Relay— Destination links were effectively error-free in the reported
runs, authentication depends on tag recovery over the weak direct link. Larger a improves tag
BER but degrades message BER (power-splitting trade-off).
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(a) Message BER vs SNR (b) Tag BER vs SNR

Using measured BER values, LDPC simulations estimate tag BLER and authentication success.
With long messages enabling very low effective tag code rate, the proposed method improves
authentication success (reported improvement: at least ~20% higher under evaluated condi-
tions).
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Figure /. The dashed black curve corresponds to the traditional scheme using a (512,256) LDPC code. And the
proposed scheme with (16512, 256) LDPC code.
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