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Abstract—In this work, we present the crowdsourcing and
mapping of COSPAS-SARSAT 406 MHz distress signals, making
distress data and information openly available to researchers and
practitioners. The standard COSPAS-SARSAT 406 MHz distress
system relies on centralized and officially operated satellites and
ground stations, and no comparable (open-science/open-data)
crowdsourcing and mapping networks exist. To complement this,
we propose a decentralized and publicly available crowdsourcing
and mapping system for 406 MHz distress signals, enabling
the independent research community to investigate the capacity,
efficiency, applications, and security of these systems using real-
world distress signals. We performed experiments on a limited
and small scale to evaluate the feasibility of the proposed system
and provided possible applications and future extensions of our
proposed approach.

I. INTRODUCTION

COSPAS-SARSAT is a satellite-based radio-location system
that aids in search-and-rescue (SAR) operations by providing
reliable and real-time distress signals to search-and-rescue
centers [1]. The system was established as a treaty of in-
tergovernmental cooperation to facilitate search-and-rescue
operations [2], [3]. In this work, we propose crowdsourcing
and mapping of COSPAS-SARSAT 406 MHz distress beacons.
The publicly available crowdsourcing and decoding networks
have transformed the aviation (e.g., FlightRadar24 [4], Open-
Sky Network [5], [6]], [7]) and maritime (e.g., VesselFinder [8])
domains. These services aggregate data from volunteers glob-
ally and provide near real-time data on flights (ADS-B) and
maritime traffic (AIS) to the general public and researchers,
thus aiding OSINT, alternative information gathering, and
research activities.

COSPAS-SARSAT, which is essential for search-and-rescue
operations, is a primarily regulated and centralized system.
Similar to ADS-B and AIS [9], [10]], the COSPAS-SARSAT
transmissions are plain (unencrypted, unauthenticated) [11].
Globally, over 2 million COSPAS-SARSAT distress beacons
are active, including 823,621 registered in the US alone as of
2024 [12]. With the growing COSPAS-SARSAT network, it is
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becoming increasingly relevant to have a crowdsourcing net-
work where distress beacons can be analyzed and researched
from both operational and cybersecurity aspects. Potential
applications of this network include coverage analysis to
identify and mitigate blind spots.

The location information of the 406 MHz distress signals
relies on the Global Navigation Satellite System (GNSS),
and there is no alternative method for ground-based systems
to accurately verify this information, detect inherent issues,
validate beacon transmission, or identify security vulnerabili-
ties within the transmission. The community-oriented crowd-
sourcing COSPAS-SASRAT network, composed of low-cost
hardware, can enable the availability of distress data for the
research community to develop and propose methodologies
to overcome the associated issues. Our work involves passive
non-invasive reception of distress signals at 406 MHz, with no
transmission or rebroadcasting, ensuring non-interference with
operating SAR systems. The distress messages contain unique
identifiers that are not publicly resolvable to individual users.
Moreover, additional anonymization of identifiers (especially
for personal beacons) could be enabled immediately at the
sensor level before data is sent to the central aggregator node,
thereby reducing any potential privacy impact in the event of
a leak or breach of the central aggregator. To enable distress
beacon analysis, our contributions are:

e We propose the first (to the best of our knowledge)
crowdsourcing and mapping system and efforts targeting
COSPAS-SARSAT 406 MHz distress signals.

« We identify an essential gap to the COSPAS-SARSAT
Threat Model by Costin et al. [[L1], and extend the model.

« We outline potential future extensions and applications.

II. METHOD

The proposed crowdsourcing network is a volunteer- or
participant-based sensor network designed to collect, ana-
lyze, store, and visualize 406 MHz distress signals. The
crowdsourcing network comprises COSPAS-SARSAT sensors
and receivers deployed by volunteers at their homes or
workplaces. Similar to aviation data crowdsourcing, such as
FlightRadar24 [4]], our proposed network provides extensive
live insights into COSPAS-SARSAT data, potentially from
worldwide COSPAS-SARSAT distress beacons. Similarly, like
the OpenSky network [3]], [6]], our network stores the raw 406



MHz distress beacon data in its database, allowing for further
analysis and research, as well as enabling digital forensics and
historical tracking when needed.

The system architecture of the proposed crowdsourcing for
the COSPAS-SARSAT 406 MHz system is illustrated in Fig. 1.
The sensors/receivers deployed by volunteers receive distress
signals over 406 MHz frequency channels and forward them
to the central system via the Internet in real-time. The central
system manages all the registered sensors/nodes, receives,
processes, and decodes the distress beacons, and subsequently
makes the data available via the Web-UI dashboard and
OpenAPL

III. PRELIMINARY IMPLEMENTATION

For implementation, we proposed that each SAR sensor
node consists of a low-cost software-defined radio (e.g., RTL-
SDR, HackRF), hosted on a low-power device (e.g., Raspberry
Pi). The sensors continuously receive distress signals over
the 406 MHz channel. When connected to the Internet, they
forward the received distress data to the central system using
Internet protocols, such as secure MQTT. Local nodes do not
permanently store distress data, ensuring that data handling
is managed centrally. In our minimal proof-of-concept im-
plementation, we generated a bit stream of distress signals
(EPIRB) following the protocol specification defined in [13l].
We developed the GRC script to transmit the EPIRB distress
signals, using HackRF, and received the distress signals using
RTL-SDRs. For the experiments, we transmitted low-power
local-range COSPAS-SARSAT compliant messages within a
controlled environment using the 433 MHz unlicensed ISM
band to minimize any potential regulatory and interference
issues. To decode the received distress signals, we use
dump406 [L1], [14] and then show the distress locations on a
map using OpenStreetMap [15] (Fig. 2).

Regarding ethical and regulatory matters, our system works
entirely passively. It receives, collects, and decodes data with-
out interfering with critical SAR transmissions, and at no point
does the proposed system/network transmit distress signals.

IV. CONCLUSION AND FUTURE WORK

We presented the participatory crowdsourcing network for
COSPAS-SARSAT 406 MHz distress beacons, where sensors
deployed at volunteer locations receive and forward raw dis-
tress signals to the central system via Internet protocols. The
central system collects, processes, decodes, stores, and makes
the distress data available to the research community.

Future work aims to tackle several possible directions. One
main direction is to extend the OpenSky Feeders to support the
collection of COSPAS-SARSAT messages (i.e., from aircraft
ELTs). This would require code contributions to OpenSky
Feeder [16], and extensions to the setup instructions as well
as to the OpenSky Raspberry Pi packages and images [17].
Another direction includes deploying real 406 MHz receiving
nodes at volunteers’ locations and establishing resilient com-
munication channels to forward the received raw data from
volunteers’ receiving devices to the central system. This will

enhance coverage mapping and the availability of raw data for
further analysis and research activities. We plan to develop an
API and make it available to the community and researchers,
allowing them to access raw, aggregated datasets and thereby
foster research activities.
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Abstract

In this work, we present the crowdsourcing and mapping of COSPAS-
SARSAT 406 MHz distress signals, making distress data and informa-
fion openly available to researchers and practitioners. The standard
COSPAS-SARSAT 406 MHz distress system relies on centralized and of-
ficially operated satellites and ground stations, and no comparable (open-
science/open-data) crowdsourcing and mapping networks exist.

To complement this, we propose a decentralized and publicly available
crowdsourcing and mapping system for 406 MHz distress signals, en-
abling the Independent research community to investigate the capacity,
efficiency, applications, and security of these systems using real-world
distress signals.

Contributions

- Propose the first (to the best of our knowledge) crowdsourcing and
mapping system for COSPAS-SARSAT 406 MHz distress signals.

- |[dentify an essential gap to the COSPAS-SARSAT Threat Model by
Costin et al. [11], and extend the model.

COSPAS-SARSAT Threat Model Extension

NEW THREAT VECTOR: Global COSPAS-SARSAT interference by jam-
ming or spoofing CALBE and/or REFBE fixed beacons.

- COSPAS-SARSAT system relies on eight (8) fixed reference beacons
(REFBE) and five (5) calibration beacons (CALBE) to monitor SAR
performance and calibration.

- REFBESs assist in monitoring forward link service (FLS) and return link
service (RLS).

- CALBEs provide precise, continuous time and frequency calibration for
SAR/Galileo services.

Impact

- Targeted attack on CALBE and REFBE beacons can disrupt calibration,
degrade performance, or accuracy of SAR operations.

- Spoof distress signals by placing devices near targeted REFBEs or
CALBEs.

- Simultaneous attack on all fixed beacons would further exacerbate this
Issue.
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Figure 1. Proposed COSPAS-SARSAT crowdsourcing model

- Crowdsourcing network is a volunteer- or participant-based sensor
network designed to collect, analyze, store, and visualize 406 MHz
distress signals (Fig. 1).

- Central system manages all the registered nodes, receives, processes,
and decodes the distress beacons.

- Stores the raw 406 MHz distress beacon data in its database, allowing
for further research, digital forensics, and historical tracking.

Implementation, Evaluation and Results

- Each SAR sensor node uses low-cost SDR (RTL-SDR, HackRF), hosted

on a low-power device (Raspberry Pi).

- Nodes passively receive COSPAS-SARSAT distress signals over the

406 MHz channel, forward data securely (e.g., via MQTT) to a central
system.

- Proof-of-concept: Generated EPIRB signals, transmitted via HackRF,

and received via RTL-SDRs.

- Experiments conducted at low-power local-range using 433 MHz ISM

band in a controlled environment.

» Received data decoded with dump406 and visualized on

OpenStreetMap (Fig. 2).
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Figure 2. Demo of COSPAS-SARSAT 406MHz crowdsourcing

Ethical and regulatory matters: Fully passive system; does not transmit
distress signals over 406 MHz, ensuring no interference with operational
SAR services.

Applications

- Coverage analysis. |dentify blind spots, weak beacon receptions.

- Performance evaluation. Analyze channel performance, message loss

rate, RF interference, and bottleneck identification.

- Error and fault diagnosis. Detect errors, faults, or non-standard

compliance of distress transmissions.

- Security: Detect spoofing, ]amming, and interference; supporting

researchers in developing backward-compatible hardening solutions.

Future Directions

- Extend OpenSky Feeders to support collection of COSPAS-SARSAT
messages (i.e., from aircraft ELTs).

- Deploy real 406 MHz receiving nodes at volunteers’ locations and
establish resilient communication channels.
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