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Abstract—For all the immersive potential offered by Virtual
Reality (VR) headsets, the technology itself is also conducive
to perceptual manipulations. Altering user perception in VR
could negatively affect security behavior, as translating prior
experiences into an immersive environment might introduce
an atypical susceptibility to phishing. A case in point is the
routine evaluation of potentially suspicious emails for links or
attachments, a task that people might be proficient in traditional
interactive environments but fall for when doing so via a
VR headset. To explore VR’s potential for such manipulative
alterations, we devised a study exploring user assessment and
action on suspicious emails and warnings through virtual reality
(VR) headsets. A balanced set of (r=20) Apple Vision Pro users
and (n=20) Meta Quest 3 users were invited to evaluate their
own Gmail messages. Prior to doing so, we covertly sent a false
positive suspicious email — containing either a URL or attachment
— that contained a warning banner but was nonetheless legitimate.
Our observations showed that two Apple Vision Pro participants
clicked the link, and one Meta Quest 3 participant opened the
attachment. In all three cases, the susceptibility to phishing
was due to the headsets’ hypersensitive click response and poor
ergonomic precision during the email evaluation task. Although
the perceptual manipulation in these cases could be deemed as
unintentional, we nonetheless provide evidence of VR’s potential
to negatively affect users’ defenses against immersive social
engineering manifestations. Based on these findings and the
participation experience, we offer recommendations for imple-
menting suspicious email warnings tailored for VR environments.

Index Terms—VR, phishing, warnings, spam

I. INTRODUCTION

The commercial proliferation of virtual reality (VR) head-
mounted displays (or headsets) offered users the possibility to
participate in various activities in more immersive ways than
before [1]. Gaming was the go-to VR activity, though activities
such as social collaboration [2], clinical care [3]], education [4],
and shopping [35] quickly capitalized on the immersiveness.
The ability to interact with superimposed 3D virtual objects in
the real world, for example, has tempted 13% of US consumers
to acquire a VR headset [6] and at least 21% of the consumer
base to do so in the near future [7]].
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As interest in VR headsets grows strong [7]], companies
like Apple and Meta are looking for ways to accelerate the
adoption of their products, such as productivity [8|]. The Apple
Vision Pro is marketed as a productivity tool or a “workspace
with infinite space” [9], and the Quest offers the “Infinite
Office,” a full-fledged virtual workspace [[10]]. Though still an
experimental idea, the early adopters hailed the VR headsets
as “the ultimate work-from-home devices” that allow for
“peripersonal task organization,” “direct attention,” and “full-
body interaction” experiences [L1]], [12]], [13].

Transferring desktop and mobile interactivity into the virtual
reality environment, especially for work, is not a trivial task,
as immersive interaction is foreign to most people [8]. The
slow roll-out, so far, is focused on experiential tasks such as
Zoom meetings, individual tasks such as training, maintaining
interaction among physically distanced coworkers, and provid-
ing workers with private spaces in public settings [14]. Price-
waterhouseCoopers (PwC), for example, used VR headsets to
help employees combat Zoom fatigue and conduct soft-skills
training [15].

A task integral to any productivity-driven use of VR head-
sets is email correspondence. Emails are the key element for
a seamless transition to complete workplace immersion and
VR headsets have a particular advantage when it comes to
multitasking [16]. Dealing with emails, some of which are
phishing or spam, is a known problem affected not just by
multitasking [[17] but also by the general pressures of the
working environment [18], [19]. As such, a question arises
of how people would respond to suspicious emails when they
access them through VR headsets. VR headsets are conducive
to manipulative rendition of the immersiveness as the prop-
erties of spatiality and perception are shown to result in user
deception both intentional and unintentional [20], [21]. For
example, the VR platform could spatially place the email client
or a particular email message outside the predicted visual focus
area of the user, or the email sorting task could be implemented
using unfamiliar or unintuitive input gestures [22], [23].

In conventional desktop and mobile computing, people have
the aid of warnings in cuing about suspicious emails [24],
[25], so another question arises regarding how these warnings
render the necessary deception protection in virtual reality
environments. In the context of the perceptive manipulation
possibilities of VR, unfamiliar or misleading precision, sensi-
tivity, haptic feedback, sound, or color while interacting with



emails could lead people to ignore or second guess these
warnings [26]. Equally, one could block out just the warning
banner part of an email, exposing a user directly and only
to the phishing content itself [27]. Early evidence shows that
interactive user security and privacy interventions (e.g., pass-
word managers, permissions dialog windows, cookie banners)
do not intuitively transfer within an immersive environment
[28]], [29], [30]]. As suspicious email warnings are another type
of popular usable security intervention, we devised a study to
learn how immersiveness might affect users’ security behavior
when it comes to phishing URLs and attachments:

« RQ1: How do users assess suspicious emails sent to
their own email addresses in immersive environments, in
particular: (i) Meta Quest 3; and (ii) Apple Vision Pro
VR headsets?

e RQ2: How do immersive environments affect users’
actions related to suspicious emails sent to their own
email addresses when accessed through (i) Meta Quest
3; and (ii) Apple Vision Pro VR headsets?

¢ RQ3: What recommendations do users have for usabil-
ity and VR immersiveness/ergonomics improvements of
banner warnings about suspicious emails when accessed
through VR headsets?

Our findings indicate that the warnings were effective in dis-
couraging users from interacting with suspicious emails [26].
About 75% of participants who encountered a warning indi-
cated they would not interact with the email, whereas only
20% of participants who did not encounter a warning banner
chose not to interact with the email. Participants expressed
reservations about the way the warnings were formatted (see
Figure [5)), as they felt it failed to help people correctly decide
what action to take with an email through a VR headset.
The suggestions included implementing a color-coding sys-
tem [26], a detailed safety description (including a severity
indicator), and adding spatial pop-ups in the viewing focus
of the user. Having the option of using a VR headset for
productivity intrigued our participants, though many found that
the VR headset itself created additional challenges for routine
sorting and interacting with their emails.

Participants reported they were “spatially” distracted [20]
by seeing their physical surroundings and felt it would help if
their focus were better directed towards their email. Five, or
25% of the Apple Vision Pro participants complained about
how atypically “frictionless” it was to click on a link or any
button as an affordance perceived with a dose of friction in
traditional interactive contexts (conjecturing that this might
result in accidental phishing that, even if rectified, would result
in loss of productivity) [21]]. Four, or 20% of the Meta Quest
3 participants felt that they were not able to click with the
precision needed to perform a task such as inspecting a URL
or an attachment by hovering over it, underlying the ability
of VR to manipulate an otherwise routine task, even in the
presence of warnings [28]], [29]. These interactive hurdles led
two participants from the Apple Vision Pro group to click on

our test false positive link and one Meta Quest participant to
open the test false positive attachment.

II. BACKGROUND WORK
A. Deception by Immersion in VR

VR interfaces expand the attack surface through persistent
environmental sensing, novel input modalities, and the blend-
ing of physical and digital contexts—observations that extend
directly to modern VR headsets [31]. Recent work highlights
how sensory immersion in extended Reality (XR) environ-
ments can be exploited to introduce deceptive or manipulative
patterns that prompt users to make decisions or perform
actions that might not be in their best interest, or that they
would not otherwise make if fully informed. The combination
of immersive capabilities and extensive data collection enables
subtle yet powerful manipulation strategies, such as altering
user perception, influencing emotions, exploiting sensory im-
mersion, or distorting user memory or sense of reality, all of
which have severe implications for user autonomy, security,
and privacy [21]]. Gray et al. [32] characterize these practices
as dark patterns in UX design, which exploit asymmetries
in information, attention, and control—risks that may be
amplified in immersive systems.

Krau3 et al. [20] identified XR-specific properties that
facilitate deceptive patterns, including perception, spatiality,
physical/virtual barriers, and XR device sensing (e.g., eye
tracking, body movement, and location). These properties not
only allow for the integration of known deceptive patterns into
XR but also give rise to new manipulative strategies specific
to immersive environments. For example, perceptual manip-
ulations could involve photorealistic virtual objects, context-
aware stimuli, or sensor-driven personalization that renders de-
ceptive content more convincing. Spatial manipulations could
manifest as an imbalance of options — making one choice
easier to reach, closer, and more salient, while rendering
alternatives distant, awkward to reach, or effectively “hidden”
in 3D. Tseng et al. [33] further describe Virtual-Physical
Perceptual Manipulations (VPPM), in which XR systems alter
the human multi-sensory perception of our physical actions
and reactions to nudge the user’s physical movements.

B. VR Security Threats

Prior security evaluations of VR systems have largely
focused the threat evaluation concerning authentication and
leakage of private information. As immersiveness is seen as
an alternative interaction affordance to the conventional entry
of credentials, for example [1]], threats to VR headsets could
come from adversaries with and without access to the VR
headset. An adversary without access or a “shoulder-surfer”
might not be able to directly snoop on the credential-entering
process of VR users [34] but could craft a careful observation-
based attack that would enable deciphering approximately
between 75-80% of text inputs made in VR headset [35],
[36], [37], [38], [39], coming effectively close to conventional
keylogging attacks. Beyond such side-channel threats, recent



work shows that established authentication practices them-
selves, such as passwords and password managers, are poorly
suited to immersive environments. Cumbersome text entry in
VR, the absence of cross-application autofill, and the difficulty
of applying credential-management workflows designed for
desktop or mobile contexts all contribute to higher error rates
and reduced authentication reliability [28]].

To mitigate observational attacks that focus on variations in
users’ head pose and hand gestures, Apple Vision Pro relies
on an eye tracker to minimize the need for any movements
while authenticating or entering sensitive information. But an
adversary with access, particularly one able to exploit the
Apple Persona, is still able to infer eye-related biometrics from
the avatar image to reconstruct text entered via gaze-controlled
typing [40]. Or worse, an adversary with access could simply
launch an immersive hijacking attack on a Meta Quest 3, or
control a user’s interaction with their VR headset by trapping
them inside a malicious app that masquerades as the full VR
interface, effectively gaining access to all the users’ private
information, including credentials [41].

With the accelerated adoption of VR headsets for produc-
tivity, we see a third type of adversary that, regardless of
the type of access, can recondition the well-known approach
to stealing users’ credentials or installing malware through
phishing and spam emails. This adversary is not bound to a
particular VR headset type, nor does it need any specific and
complicated computational setup to be able to successfully
launch an attack. Granted, biometric authentication schemes
that do not depend on user input [34] might alleviate this threat
to an extent, though many of them might still not be integrated
with traditional productivity applications, and it will take some
time to do so.

C. Threat Vector: Suspicious Emails

Suspicious emails potentially contain malicious URLs and
attachments aiming to steal users’ credentials or install mal-
ware. Spotting a suspicious email is a delicate task that the ma-
jority of users have not yet fully mastered, as malicious URLSs
and attachments still get “clicked” in concerning numbers — the
average successful click rate for a phishing attack consistently
remains close to 20% over the years [42]. As email com-
munication allows for easy deception through impersonation
and influencing pretexts, users must rely on “warnings” or
cues that alert them about impending phishing emails, usually
generated by their email providers (when providers like Gmail
correctly detect phishing or a spam attempt; however, a non-
negligible amount of suspicious emails still manage to reach
users’ inboxes undetected, while some legitimate emails get
incorrectly flagged as suspicious [43l)).

Suspicious email warnings are thus implemented as in situ
interventions within user interfaces, presented while the user
is engaged in an email correspondence task, such as sorting,
reading, or responding to an email [44]]. The goal is to either
force the attention of a user to a suspicious element like a
URL or attachment (usually within an email client) [24] or
offer options for users to “go back to safety” or “proceed

to a website” (usually in a browser). This is done by placing
warnings in banner variants before the email subject lines [45],
[46], displaying warning signs in the graphical avatar icon of
the sender [47], or showing just-in-time, just-in-place URL
trustworthiness tips in the email body [25]]. Often, interactive
warnings are accompanied by additional informative messages
that communicate potential threats to “inoculate” users against
future suspicious email correspondence [48].

Evidence from user evaluations of interactive warnings
suggests that users tend to adhere to interactive warnings [44]],
provided the wording is comprehensible, and the design pre-
vents habituation. Adherence and phishing safety, however,
come at a cost — usually, the forced attention is distracting,
time-consuming, and tedious [49]], especially with the high
number of emails a user receives a day and the fractured
attention due to multitasking [50]]. There is also a difference
in effectiveness whether the warning “friction” happens within
an email client as a banner (the usual vector for delivery of
phishing attacks [42]) or in a browser as a splash screen,
with the latter implementation being better at preventing
participants from reaching phishing websites [24].

D. VR and Suspicious Emails

Virtuality itself is yet to be explored from an adversarial per-
spective in the context of phishing, spamming, or scamming.
So far, AR glasses have been evaluated for their potential to
help users analyze images of URLs displayed across devices
for improved phishing detection [S1]. A usability test showed
that the AR glasses helped users improve the correct identifi-
cation of phishing attempts compared to a baseline condition.
An educational “social engineering” VR game exists where
players perform voice phishing attacks [52]]. Similarly, a VR
social engineering game was developed to teach users about
cues of deception in phishing emails (e.g., anomalies in the
senders’ email address, grammar and spelling mistakes in the
email body, and principles of influence) [53]]. A preliminary
test involving five students showed that all of them scored
higher on the HAIS-Q scale after having played the game
compared to their scores previously.

III. STUDY
A. Study Methodology

We obtained approval from our Institutional Review Board
(IRB) to conduct a mild deception study with a sample of
n=40 participants (20 in the Apple Vision Pro group and 20
in the Meta Quest 3 group) who had previous experience
with VR headsets. As the Apple Vision Pro is prohibitively
expensive to purchase in bulk, we invited participants to join
a physical collaborative space and use this headset or the Meta
Quest 3 for the purpose of studying how users utilize virtual
reality headsets to interact with emails in general. We used this
“cover” in order to situate our study to allow participants to
interact with emails sent to their own email address and own
phone device, per the methodology guidelines outlined in [54].
Once they set up the VR headset and logged into their email
address (we used Gmail as a preferred provider), we asked



the participants a couple of preliminary questions to frame the
study in a broader suspicious email context (to avoid priming
effects). The first question was how familiar they are with VR
headsets, and the second was how they prefer to check their
emails. These answers allowed us to provide the opportunity
to frame the subsequent request to sort several emails from the
spam folders as a task towards the assessment of suspicious
emails that are not expected to be phishing or spam by default,
just because they have been filtered as such by Gmail.

The first task was to select several emails of their choice
in their spam folder and review only the subject line and
sender. We did this to ensure that these emails were not
dangerous (e.g., resembled standard spam or phishing), both
by checking for pretext and formatting patterns found in
databases of known spam/phishing emails [55] and using our
own assessment experience. If we were uncertain, we asked the
participant to proceed to the next one (during the debriefing,
we advised them that it was best to delete it). We then asked
the participants to open the email, assess the legitimacy of
the email (RQ1) (with a baseline established beforehand, as
described in Appendix [), and share with us what the most
likely action they would perform on it (RQ2) (without actu-
ally clicking any links or downloading any attachments). To
ensure that participants encountered both phishing and spam
banner warnings (appearing regularly in the spam folder), we
secretly sent a false positive phishing email to their own email
address — one that Gmail classifies as “phishing,” assigns a
phishing banner warning, and puts it in the spam folder —
but in reality, the email is legitimate. Once we completed the
assessment tasks, participants offered their recommendations
for improving the email correspondence experience relative
to immersive suspicious email warnings (RQ3). During the
study, we offered the participants to do other tasks in the VR
while sorting their emails to mimic their natural task-switching
behavior, such as browsing the news, typing a memo, or
exploring the VR settings.

B. Study Elements: Warnings

Gmail varies the warning banners per the type of suspicious
email. Figure [5] shows the banner for spam messages, in gray,
that, instead of signaling the danger of email [56], invites the
user to go through the suspicious email and “report it not
spam” if the user disagrees with Gmail’s classification (based
on the “similar passages identified in the past”). A variant
of this banner, also in gray, is shown in Figure [6] where
Gmail has taken action to “hide the images” as known phishing
elements that conceal suspicious URLs or malware, warning
the user that “this message might be suspicious or spam.” A
user here has the option to either “see the images” or help
with automated detection by confirming that the message is
actually spam. If a user has blocked a sender of suspicious
emails, Gmail also displays the banner shown in Figure [7| that
tells the user “subsequent emails would be sent in spam” and
offers the option to either “unblock the sender” or move the
existing messages from this sender to their spam folder.

Figure [§] shows the general banner for high certainty phish-
ing messages, in bright red, that not only alerts the user that the
email is “dangerous” but also explains the perils of “clicking
on a link or downloading an attachment” (personal information
stolen). If a user is certain that this email is “safe,” Gmail
offers an option for them to ignore the warning and report it
as a false positive. Figure [9] shows an alternative banner for
phishing messages where Gmail cannot determine with high
certainty that the email might be phishing and urges the user
to be “careful with the message.” If the user, presuming they
are versed in spotting phishing cues, determines the email is
indeed phishing, then the warning offers the option to report
it as such. Otherwise, the user could proceed and deem the
message safe.

C. Study Stimuli: Emails

While a prior check of multiple researcher-controlled email
addresses revealed to us that encountering spam messages with
the associated banner variants would not be a problem, that
was not the case for encountering a phishing email in the
participants’ spam folders. To ensure that this would happen
for the purpose of the study, we have prepared a couple of
false positive suspicious emails — one with a suspicious URL
and one with a suspicious attachment that we knew the filters
would assign some of the aforementioned warnings and move
them to the spam folder. We decided to use false positive
suspicious emails, that is, an email which was not suspicious
but was classified as such by Gmail, to avoid exposing our
participants to greater than minimal risk with other, true
positive spam or phishing emails.

This means the emails could not cause any harm to users
as they did not actually contain malicious links (the actual
URL included resolved to a legitimate Amazon Web Services
— AWS page), and the attachment was just a blank Word
document. We created the first false positive suspicious email
by initiating an AWS account creation verification email,
shown in Figure We chose to randomly target half of our
participants with this false positive email (10 in the Apple
Vision Pro group and 10 in the Meta Quest 3 group). The
other half we randomly targeted with another false positive
suspicious email that contained a blank Word document that
was part of a “here is your invoice” pretext that “confirms
a recently placed order,” as shown in Figure Both false
positive suspicious emails were directed on the day before
participation to the participants’ emails they used to sign up
for the study (we did not want to tip them off that something
might be amiss if we sent the email right before their session).

We chose these emails as we encountered similar ones in
our own spam folders. We refer to it as “mild deception,” as
our participants did not know we were the ones who “sent” this
email to their addresses. We assumed the participants might
already have spam, but we were less sure about them having
suspicious emails containing links and attachments sitting in
their spam folders, so that we could test all the interactive
warning banner variants. Both of the false positive emails were
necessary to invoke a realistic scenario where our participants



access either a spam or a phishing banner warning assigned
to an email because such an occurrence might not happen
frequently enough to be reasonably observed as part of the
email correspondence sorting task during the study.

We were aware that the classification of untrustworthy
emails was predicated on the individual’s email correspon-
dence and behavior, and we expected that we might encounter
a case where the false positive suspicious emails might not end
up in participants’ spam folders or get assigned any interactive
warning. For those cases, we decided to proceed only with
what they had in their spam folder as emails addressed to
them without going to their primary inbox or attempting to
ask them to perform additional steps. Our IRB has approved
the study, and we used an extensive debriefing (see Appendix
[E) in which we pointed out our methodology, discussing any
events during the interviews that might affect the participants’
future engagement with suspicious emails.

We believe that our methodological approach is appropriate
because it strikes a good balance between the acceptabil-
ity/manageability of our participants’ participation under real-
istic conditions while we grasp their real-time experiences with
their personal email correspondence through a VR headset.
Participants were randomly assigned to two groups, in which
they either used the Apple Vision Pro device to check their
emails via Apple’s web application, shown in Figure [I] or
the Meta Quest 3 device to check their emails via the Gmail
Chrome web browser, shown in Figure |Zl As of the study,
Meta did not offer a dedicated email application available to
use on the Meta Quest platform, so we decided to use the
standard browser access to Gmail.

Fig. 1: Apple Vision Pro Email Application [9]

D. Farticipant Recruitment

We recruited participants who have used a VR headset and
regularly use web/email clients. They had to be individuals 18
years of age or older, with internet access on their own device,
client, and browser, and were English-speaking and literate.
We recruited potential participants through the university’s
research participant system. We choose to work with students
in our university for several reasons. First, students use emails
regularly for productivity and might adopt VR for such tasks
in the future [37]. Second, across the entire population in

e

Fig. 2: Meta Quest 3 Gmail through Chrome Browser

the US, college students are in the age group that mostly
uses or has used VR before (gaming, for example) [6]. And
third, we were limited to using the (expensive) VR sets in
a physical collaborative space so we could reasonably invite
students to such a place on our campus. We had no access
to the participants’ email, and we did not record any of their
authentication credentials. The interviews were confidential,
recorded through an audio-only Zoom session (for the purpose
of generating a transcript), lasted on average 30 minutes,
and students were provided with extra credit for a class that
participates in our university’s participant pool program.

E. Trust and Ethical Considerations

As this was a study concerning the participants’ own email
addresses, during the consent process, we offered them the
option to choose not to participate and to choose which email
address they would use, if they had multiple ones. We noted
they could select any email they wanted to communicate to us
from their spam folder, and they were free to stop and abandon
any question at any point in time if they felt like doing so.
Prior to doing any of the tasks and the interview, we told them
they could ask us to stop the interview, stop the recording, or
remove any answers or readings at any point in time. As the
VR headsets might also cause uneasiness or mild dizziness,
we also allowed the participants to stop, take off the headset,
take a break, and continue when they were ready. We also
offered inserts for participants wearing glasses if they needed
them for better comfort in using the VR headset, particularly
the Apple Vision Pro, in case they wore glasses.

We pointed out to our participants that they could act on the
emails from the study as they ultimately wished (e.g., delete,
move to inbox, report, etc.). After we collected their answers,
we verbosely debriefed them about the mild deception we
used and that we were the ones who initiated a false positive
suspicious email to their spam folder (if they received one or
chose to verbalize one during the study). We pointed partic-
ipants to general suspicious email resources if they wished
to further raise or check their awareness [58]. We employed
lengthy explanations to reassure our participants that we were
not involved with the filtering nor with the formatting and



implementations of the email banner warnings they saw during
the study or in the past. We were also careful not to appear
in favor nor support of particular types of warnings in order
to maintain full researcher impartiality. We communicated that
our ultimate goal is to create meaningful detection of phishing
when these banner warnings are present in VR headsets. We
pointed out that this goal, however, does not prevent from mis-
using or misinterpreting our findings in making compromises
for suspicious email detection, implementation of VR-specific
email productivity applications, or abandoning the use of VR
for productivity altogether.

FE. Data Collection and Analysis

Each interview was done with open-ended questions listed
in the interview script (see Appendix [C). Due to the nature of
the study, not all the participants used a similar set of emails,
and in some cases, Gmail either entirely filtered out the false
positive suspicious emails (shown in Figures [I0] and [TI) or
moved them to the main inbox without any warnings assigned.
The responses from participants conveyed their experience,
and we set out to conduct a thematic analysis to offer a
“compelling, coherent, and useful story” [S9]] about the inter-
section between emails, warnings, and immersive interfaces.
We pragmatically judged the completion of our data collection
by the information power of the data collected, instead of
judgments based on data saturation [60]. Information power
suggests that the adequacy of qualitative data depends on its
relevance, richness, and specificity to the research questions,
such that datasets with higher informational value may require
fewer participants. Accordingly, data collection was concluded
when the accumulated data were deemed sufficiently robust to
address the study objectives comprehensively. As we aimed
on a specific case of suspicious emails, with a specific
target group in mind (VR headset users), and interpretive
engagement underpinned by prior theoretical work on sus-
picious email assessment in the presence of email banner
warnings [44], we deemed a sample of around 40 participants
(20 per VR headset) with varying experiences and exposures
to suspicious emails sufficient to provide information power
for our empirical study. The sample demographics are given
in Table [

To analyze the participants’ responses, we followed the
steps of the practical guide for doing thematic analysis outlined
in [59]. Each of the research members situated themselves
both as insiders (in the sense that we also had experiences
with email sorting through VR headsets) and outsiders (in the
sense that we have experiences related to how users deal with
suspicious emails). Two researchers from the team engaged in
a mostly deductive coding process, through multiple rounds,
for the purpose of collaboratively gaining richer or more
nuanced insights. Whenever necessary, they added new codes
for concepts not yet covered by the codebook. Instead of
reaching an agreement about every code (codebook listed in
Appendix [D). Whenever necessary, they added new codes for
concepts not yet covered by the codebook. We specifically did
not include inter-rater-reliability calculations in our process, as

TABLE I: Survey Demographic Distribution

& Vision Pro ©0 Quest 3
Gender Distribution
Male 11 16
Female 9 4
Race/Ethnicity
Asian 12 14
White 1 5
Latinx 3 1
Black 3 0
More than One 1 0
Age
18-19 1 0
20-24 12 14
25-29 6 2
30-34 1 3
35+ 0

our goal was to freely explore diverse topics associated with
user experiences with suspicious email while using the VR
headsets.

We then shifted our focus from codes to themes in order to
develop the patterns or meaning across our dataset and cluster
the codes around central organizing concepts about email
sorting through VR headsets. We first generated initial themes,
then, working through a thematic mapping, we developed
and reviewed the resultant themes. The continuous analytical
refinement enabled us to define and name the themes. Lastly,
we wrote our results around the themes, selecting data extracts
(in order of participation and A denoting Apple Vision Pro;
M denoting Meta Quest 3) to evidence our claims and allow
one to independently judge the fit between the data and our
understanding and interpretation of them.

IV. RESULTS

The goal of our study was not to quantitatively measure
the success rate of phishing or spam but more so to bring
the outcomes of the email correspondence task sorting into
conversation with how VR headset users access emails and
decide upon them from an immersion point of view, given
that the email interface — including the banner warnings — is
naturally designed for traditional desktop or mobile computing
experiences. Therefore, we developed three themes with their
own central organizing concepts, corresponding to each of our
three research questions.

A. RQI: Immersive Email Assessment

1) Suspicious Email Warnings Encounters: The full break-
down of the suspicious email warning encounters per VR
headset type is shown in Table More than half of the
participants in each group encountered the general spam
banner warning (Figure [5) as they sorted through emails in
their spam folder. The “invoice attachment” email was flagged
as a potentially dangerous phishing email (Figure [8) for one
participant using the Apple Vision Pro and one using the Meta
Quest 3. One Apple Vision Pro participant and one Meta



Quest 3 participant encountered the email banner warning that
notified users about hidden images in the message (Figure [6).

One of the participants who encountered the “invoice attach-
ment” email saw the report phishing banner instead (Figure J).
Another participant blocked the email address that the false
positive suspicious email (Figure [10) came from prior to the
interview. When sorting their email, they observed a blocked
sender warning, as shown in Figure[7] Referring to the service,
P15M stated: “I did block them because I didn’t need them
(AWS), but my email didn’t get released from their data, I
guess; It says because you have blocked that site, so it’s in
the spam folder, and it gives me the option to unblock the
sender.”

TABLE II: Suspicious Email Warnings Encountered

Warnings & Vision Pro ©0 Quest 3
® Spam Email 11 13
@ Phishing Email 1 1
@ Images Hidden 1 1
A Report Phishing 1 0
@ Block Sender 0 1
No warning 6 4

Ten participants were presented but nonetheless failed to
notice the interactive banner warnings in the first place
for both of the false positive suspicious emails. To protect
participants’ privacy, we were not able to see what they were
seeing through the VR headsets, access their Gmail settings,
or view any rules they may have set up. This limited our
ability to determine why the participants were not getting the
interactive banner warnings in these cases or if they only failed
to notice the warning. Some of the participants were confused
by the inconsistency of the warning banners and the fact that
not all emails in their spam folders have warnings assigned to
them. For example, P11A encountered a marketing email that
they “wanted it to go to spam; Usually, I get a warning, but
now there is none.” Even though they found the false positive
suspicions email with an attachment in their spam folder,
P13A commented, “it doesn’t have any warnings, and I'm
glad it went here; I wouldn’t have really opened it, anyway.”

2) Cues for Accessing Suspicious Emails: Our participants
said they usually relied on elements in the email itself to
determine if it was spam or phishing, as shown in Table [[II
(further broken down in Table [[V). The context of the email
(the pretext and the circumstances in which it was sent)
was the most dominant cue that our participants relied on
when sorting suspicious emails without being affected by the
immersiveness or the type of VR headset they used. Here,
participant P7A stated that emails where “the subject line
has too many exclamations, or the message required urgent
attention to something” are dead giveaways of a phishing
email. The second most cited cue was the unknown sender,

in addition to other cues. For example, P15SM pointed to
“the sender’s email address, and also the subjects and the
attachments” as the three elements that indicate deception.

TABLE III: Dealing with Suspicious Emails

Assessment Method Structure Logic Grammar
€ o & o0 & oo
Spam Email 10 11 5 6 5 6
Phishing Email 1 1 0 0 0 0
Images Hidden 1 0 0 1 1 0

Report Phishing 1 0 0 0 0 0

Block Sender 0 1 0 0 0 0

@
©
(o]
@

No warning 6 3 3 3 0 1

The third most dominant cue was the interactive warnings
themselves. P20M indicated that the banner “gets me right into
the mindset to think about whether or not the email is spam.”
Our participants also relied on the presence (or absence) of
images in the email body to determine if an email could be
spam or phishing. Participant P2A was concerned that an email
may be dangerous when “it appears that the sender did not
finish putting in all the images.” Participants also used the
Jormatting of the email body or “the way sentences were
structured, written, and organized” (P9A) to notice that a
suspicious email deviates from a usual message format with a
greeting, a main part, and a signature element. Some indicated
that they assess the links in an email in detail. For example,
participant P11M felt that an email containing a link with a
domain that seems “random, long, and has dispersed special
characters” is a clear sign of phishing.

They identified scenarios with improbable situations, indi-
cating they considered an email phishing if the sender said,
“I'm in danger; I need money; I'll loan you money first; They
randomly want to give away things” (P5SM). Other partici-
pants found an email concerning when these two deception
components were used together, for example, “the emails are
like really pushy saying you’re pre-approved for a credit card,
or you are automatically entered in this competition” (P9A).
Participants who encountered no warning used logical cues as
often as email elements, identifying an email as suspicious as
it was “pushing urgency by saying that something happened,
even though it didn’t” (P9M).

Our participants also found grammatical cues as helpful
as logical ones. They encompassed not only grammatical
mistakes, but misspellings and out-of-order symbols. Those
who used grammatical cues scrutinized the details of the text
within the email for “spelling, font, things like that, special
symbols” (P17A) and were tipped off “if there’s typos, that’s
a big red flag” P12M. Others generalized that they “don’t
think the hackers have good grammar” (P3M) and saw this
as a way to determine if an email sender was attempting to



TABLE IV: Suspicious Emails — Cues

Cues Context Sender Warning Images Formatting  Attachments Links
[ ©o [ ©o [ ©o [ ©o [ ©co [ ©o [ ©o
® Spam Email 9 12 4 4 2 5 6 4 3 5 0 0 1 1
@ Phishing Email 1 1 1 1 1 1 0 0 0 1 0 1 0 0
@ Images Hidden 1 0 1 0 1 1 1 1 1 0 0 0 0 0
A Report Phishing 1 0 1 0 1 0 1 0 0 0 0 0 0 0
@ Block Sender 0 0 0 1 0 1 0 0 0 0 0 0 0 0
No warning 5 2 3 0 0 0 0 0 0 0 2 0 0 0

be deceitful.

B. RQ2: Immersive Email Action

1) Avoiding a Phish/Spam: During the session, participants
were asked about the actions they would take with spam
emails. Because the false positive suspicious email in either
variant was sent prior to their participation session, some
participants had already taken action on this email, but they
recalled what action they took. For example, P10M knew
they had deleted our email because they “make sure that all
spam and all my junk is emptied regularly.” Table [V] shows
the actions they took based on the warning banner message
they encountered. Upon reviewing the false positive email,
the majority were satisfied with the email going to their spam
folder. Some participants who encountered the spam warnings
conducted a cursory investigation, saying they would “open
up an email, but [they] won’t really dive too deep into it if
there’s something sketchy or off with it” (P14M).

The participants who encountered the phishing email warn-
ing took additional precautions when evaluating the emails and
elected not to interact with them. One of these participants,
P11M, stated that when they see that banner, “usually [they]
don’t click on it; [they] just ignore the email altogether.” The
participants who encountered the “hidden images” warning
indicated that they wouldn’t interact with the email, and they
found it convenient. One of them, P17A stated, “I like that
the banner makes you have to opt-in to view images; No skin
off my back to click the little button if I think it’s a legitimate
email.” The participant who encountered the report phishing
banner warning indicated that they “would say it makes you
think twice about logging or clicking on any links” (P19A)
and opted not to interact with the email as well. In both VR
groups, the participants who did not encounter any warning
during the sorting task indicated that they would be more likely
to closely inspect and interact with the elements of the email
in order to “check to see how legit it is” (P9M).

2) Falling for a Phish: Three of the participants who
encountered our test false positive suspicious emails clicked
on the link or opened the attachment. Two Apple Vision Pro
participants clicked on the link in the email, which brought
them to a legitimate Amazon Web Services (AWS) page (as

the email was legitimate in nature). They acknowledged that
they did so and stated shortly that they did it “unintentionally”
(P15A), but both of them were hesitant to go into more
detail. We did not probe them further as both of them felt
uncomfortable that they fell for the phish (we observed their
body language, avoiding eye contact, and looking to proceed
with the other questions in the interview). Instead, we shared
our experience pilot testing the Apple Vision Pro headset,
feeling it very hypersensitive when clicking on links in
general. Both participants acknowledged that this is the reason
why they might have fallen for the phish, adding that “getting
used to i’ as an interface might help, but to be on the safe
side, they noted that they would “probably use the phone for
emails as a fallback while using the VR” (P8A) for now.

One Meta Quest 3 participant erroneously opened our
blank Word document attached to the email, vocalizing what
appeared to be an accidental misclick as “Oh, sh*t! I actu-
ally opened the document!” (P2M). Discussing the specific
immersive experience that led them to fall for the phish, the
participants referred to the lack of ergonomic precision of
the VR headset when navigating the Gmail web interface.
Reflecting that “it doesn’t happen that often to click by mistake
on a routine action such as checking an email,’ the participant
pointed to the spatial vastness characteristic of immersive
environments as “a lot of space where one could misclick when
doing multiple things at once” as the looking and tapping is
yet in perfect, seamless synchronization.

C. RQ3: Immersive Usable Security

1) Warning Banner Usability: While most participants
heeded the banner warnings, many said they found them to
be only partially usable. Half of the participants indicated that
they had to go into their spam folder to look for important
emails, including one-time passwords, newsletters they opted
in for, and contacts from potential employers, resulting in
a need to assess the legitimacy of the emails in their spam
folder. They thought it was helpful to get some kind of
warning but the warning banner could be improved to help
users better understand what elements of the email to look
at and what actions to take with the email, especially when



TABLE V: Actions Taken During Email Sorting

Actions Ignore Investigate Unsubscribe Delete Report Block
“ ©o “ oo “ o @ ©o ™ ©co ™ oo
@® Spam Email 8 8 2 2 1 2 0 1 0 0 0 0
@ Phishing Email 1 1 0 0 0 0 0 0 0 0 0 0
@ Images Hidden 1 1 0 0 0 0 0 0 0 0 0 0
A Report Phishing 1 0 0 0 0 0 0 0 0 0 0 0
() Block Sender 0 0 0 0 0 0 0 0 0 0 0 1
No warning 1 0 2 1 1 1 0 2 1 0 1 0

multitasking in an immersive context. Table shows the
usability recommendations made by our participants.

Participants who encountered the general spam warning
were underwhelmed by the message and color coding they
encountered. For example, P8M reflected that the warning
should be more alerting or “say, ‘this is definitely spam.
because [they] didn’t feel that [they] have to be careful”’
with the email. Participants also said that the color of the
banner could be updated to fit the immersiveness of the VR,
as colors could be used as a risk indicator. Participant P16M
suggested “that the color coding would definitely help because
it can be tough to see the difference in there, especially
during multitasking.” Here, participant P17A felt that in a VR
environment, it would be fitting and useful to have a full palette
of warnings, for example, include a “green indicator about
legitimate emails that’s not necessarily a banner but something
small that people won’t ignore over time.” Participant P13A
worried about vulnerable populations, as the color coding
would help “make the suspiciousness more obvious, maybe
because I know a lot of people, especially my dad, who’s old,
so he would definitely press something if he had to open an
email through a VR headset” (P13A).

The overall satisfaction with Gmail’s sorting and assignment
of banners was low. Most of the participants indicated that they
regularly had spam go to their inbox or important emails go
to their spam, and most felt that the banner warnings were as-
signed inconsistently. Participant P20M suggested that anyone
wanting to use their email through a VR headset should go
through an “explicit training period so they train the engine to
respond according to their interactions.” As the immersiveness
is the key feature that would accelerate the adoption of VR
headsets, participant P18M reasoned that such training could
be good in the context of “allowing people to maneuver email
messages with gestures like they would do with real mail’
(alluding to the action of tearing spam mail or physically
discarding it). Some thought that a “three-dimensional pop-
up in the VR headset would help” as it would be helpful
to add the ability to drag, scale, position, and orient various
windows simultaneously with both hands (P7M). Participants
were unsure if it the warning multidimensionality was the

responsibility of Gmail, the VR headset, or a shared one. Here,
participant P11M surmised that “if something is labeled as
spam in my inbox, I can see there would be ways, scaling
or immediate decluttering for the headset to make it harder
to click on something in the spam or bring your focus that
you’re about to click on something.”

2) Virtual Reality Usable Security: While performing the
email sorting tasks, participants in both groups worried about
the hypersensitivity and precision involved in clicking using
a VR headset, accurately predicting the accidental misclicks
that actually occurred. As shown in Table there were
differences between the Apple Vision Pro and the Meta Quest
3 recommendations based on the device used. The Apple
Vision Pro uses vision tracking, and to click on something
using this VR headset, the user looks at the object they would
like to select and then taps their index finger and thumb
together to select it. The Meta Quest 3, on the other hand, has
two controllers with buttons. The user holds the controllers in
their hands, points the cursor at the object , and then clicks
the trigger button on the controller to make a selection.

The Apple Vision Pro participants stated that “the touch
is a little too sensitive” (P8A) and that perhaps even after
calibration, it would create situations where, in the words of
participant P1A, it’s “hard to zero-in on a single button, and
I would probably accidentally move my head and click on
another thing I don’t mean to.” The Meta Quest 3 participants
commented on the noticeable glitches with the precision
fix of the VR headset. Participant POM confessed, “[they]
almost clicked three times on random other buttons out there.”
Speaking for the overall experience with the Meta Quest 3,
participant P11M explained that...:

“...you have to move the cursor around with your
hand, and sometimes that’s not as accurate as using
a mouse or your finger, so I can see that you
could actually then maybe click a bad link from a
spam message accidentally. I suppose there must be
ways to make the friction, feedback, and response
configurable so it feels more natural.”

Two participants from each group said that the screen
setup is too distracting to be able to trust themselves when



TABLE VI: Warning Banner Usability Recommendations

Recommendations Color Coding Algorithm Control = Message Content Pop-up Risk Indicator
“ ©co [ ©co “ ©co [ o [ co
@® Spam Email 4 2 2 2 1 5 0 1 0 1
@ Phishing Email 1 0 0 0 1 0 0 1 1 0
@ Images Hidden 1 0 0 0 0 0 1 0 1 0
A Report Phishing 1 0 0 0 0 0 0 0 0 0
() Block Sender 0 0 0 0 0 0 0 0 0 1
No warning 0 1 4 1 1 0 0 0 0 0

determining phishing emails while performing other tasks. For
example, P1M said, “with a VR headset you have more going
on, so it’s easier not to read a warning as thoroughly, as your
focus might be on another task or orientation.” In response to
the multitasking, participant P1M recommended:

“When you open your browser or email client,

everything else should be dimmed down by default,

so it creates kind of a place where the focal point of

your attention should be just the email. When I was

going through my emails, everything else remains in

full focus and brightness, so I was easily distracted

and could have very much clicked on something.”

TABLE VII: Virtual Reality Usability Recommendations

Sensitive Precise . . Email

Clicking Clicking Multitasking App
& Vision Pro 5 0 ] 0
OO Quest 3 0 4 : 3

While the Apple Vision Pro has a dedicated email applica-
tion (Figure [T)), Meta Quest 3 offered only the Gmail Chrome
web browser to access participants’ inboxes (Figure 2). We
did not observe any specific differences between the app and
the browser, but we probed the participants in the Meta Quest
3 group about the experience of sorting the correspondence
through a browser. Three of them felt that their challenges
with navigation and the potential to misclick might be resolved
with “an application which is specifically designed for this
kind of space, both for work and especially for gaming”
(P8M), alluding to natural multitasking productivity scenarios
envisioned by Apple and Meta.

V. DISCUSSION

Our study provides empirical evidence that VR’s perceptive
manipulation possibilities could be misused against victims
and lead them to “misclick” on a phishing link or attachment.
This is consistent with similar findings regarding the lack of
intuitive transfer of usable security and privacy interventions
within an immersive environment [28]], [29], [30]. The per-
ceptive manipulation possibilities of VR, in the context of
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resilience, are hindered due to the need for users to extend
their mental models developed for interactive resistance to
security and privacy threats [61]. The gesture discoverabil-
ity, the elicitation of spatial dimension in the interactive
sequence of actions when sorting emails, and the shifting
focus between detecting deception and avoiding accidental
clicking while multitasking [62]] are some of the new and
unfamiliar affordances that users need to first internalize for
full immersion and then conceive as possible avenues of social
engineering victimization. The immersive multitasking also
plays a part in the sudden exposure to security threats as the
task representation, spatial and multimodal switching, and the
ability for frictionless passthrough parallel tasks (e.g, using a
voice assistant to open an email attachment while the user’s
focus is on another task) [63]] also requires security-aware
reconceptualization. The traditional security mental models,
though, should not just be subject to an unidirectional exten-
sion. The natural cross-reality tasks — where users switch
between VR and desktop or mobile environments [64] —
also could lead to user deception (emails combined with text
messages etc, links transferred in VR, and so on) so the
“fallback” approach noted by our participants are worthy of
consideration for coordinated, user-centered protection across
interactive contexts.

A. Implications: Suspicious Email Warnings

For long, the interplay between phishers/spammers and first-
line email detection has been defined by the ability of adver-
saries to craft emails with clever formatting, spelling, keyword
selection, and sender spoofing [42]. We expect these tactics
to remain, but the immersiveness itself offers an opportunity
to expand the space for experimenting further with deceptive
affordances. For example, adversaries could include images,
fonts, and animation in emails that might distract a user away
from the warning, the link, and the overall email. The concept
of external distractions is already available in medical VR
applications aiming to reduce patients’ pain and anxiety [65]],
and we believe that it is not unlikely that an adversary would
resort to internal distractions as a means of deception. Distrac-
tion is such an important susceptibility factor that advanced



suspicious email warnings incorporate a temporal component
or a delay of a few seconds in rendering the email content
in order to eliminate possible in-situ distractions [30]], [66].
In a multitasking environment such as VR, such delays might
not be possible to prevent phishing/spamming distractions, or
worse, they could be of an adversarial advantage.

B. Virtual Reality Deceptive Patterns

To operationalize our findings in the context of the decep-
tive possibilities of VR, we cross-evaluated the themes and
manipulative mechanisms identified by both Hadan et al. [21]]
and KrauB et al. in Appendix [F

Regarding the adverse effects on user experience, the use
of a VR headset for multitasking involving email sorting tasks
could be misused when spatially presenting a link or attach-
ment preview that obscures traditional phishing cues [67], even
if users — like participant P9M — habitually check the links
in emails in a traditional interactive context. These effects are
equally relevant for deception as they could convey a height-
ened realism of the email communication. For example, in VR,
a QR code send in an email could be decoupled from the email
body and spatially present to the user in the 3D environment
corresponding to the pretext (a document signature, a credit
card payment, etc [68]) so users pay attention to completing
this task instead of inspecting the potentially phishing URL
embedded in the QR code [69], [[70].

In terms of obscuring reality and disguising risks, other
tasks might be placed in a way that obscures only the suspi-
cious banners or even manipulates the usual color schemes of
the banners themselves [26]]. For example, the current palette
of banner warnings shown in the Appendix [A] could be either
replaced by a green overlay color, or, even more convincing,
with a green glow to indicate the safety of an email. Gesture-
wise, the data fuels privacy risks and manipulation, i.e., the
very interaction with emails that mimics balling up and tossing
away an envelope in a bin, could reveal the current focus of a
user — for example, cleaning up their spam inboxes, like many
of our participants indicated — and offer an opportunity for a
timed follow-up spear phishing email. Our results offer the first
evidence of the interaction insecurity increases manipulation
risk threat as a possibility where an adversary — in the absence
of VR-specific warnings — could intentionally manipulate input
sensitivity and gesture precision to force users to open a
suspicious link or attachment.

This form of ergonomic vulnerabilities amplify manipula-
tion, could create a multiplying effect in immersive email inter-
actions. Adversaries could not just manipulate the interaction
with links/attachments but also manipulate any email-specific
gestures and affordances in a similar way. This is evident
considering the possibility of a pervasive perception hacking
and imbalancing options where an adversary launches a ‘ges-
turejacking’ and ‘pixelnapping’ attack in VR by embedding
the malicious payloads behind seemingly innocuous interactive
renditions [71], [23]. Regarding hyperpersonalization in the
context of email deception, a conceivable threat is the potential
use of email personification with holographic recreations of
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| This message seems dangerous.

Similar messages were used to steal
peaple’s personal information. Avoid
clicking links, downloading attachments, or
replying with personal information.

®

[ Lookssafe |

Fig. 3: 3D phishing warning

senders or pretexts used in the email to render more persuasive
conditions under which the user might be more inclined to
follow through with the email’s request for login or opening
an attachment.

C. Countering Suspicious Emails in VR

The warning banners we evaluated, and are currently avail-
able to the users of Gmail, are effectively two-dimensional
superimposed images when displaying the email header and
body. The availability of a third dimension in VR offers an
opportunity to explore designs of suspicious email warnings
that make use of the space as well as the multimodal nature
of immersiveness. Based on our participants’ recommenda-
tions and the nascent work on usable security warnings for
immersive interactions, we offer a couple of proposals, we
intend to implement and evaluate with VR users in our follow
up work: (i) a 3D warning banner with an integrated auditory
feedback; and (ii) a 2D warning banner with glow and scale up,
per the affordances proposed in [26]]. The first one is shown
in Figure 3] (for demonstration, we used the phishing email
banner). We envision any banner warning to materialize as a
three-dimensional box (other shapes are possible) that, instead
of a “pop-up” action, slides out as an extension in space to
draw the user’s attention (directions and spatial positions are
subject to configuration). Users here would have the option
to allow 3D banners only, or pair them with a particular
warning sound (e.g., a beep, alert, or a tone) or a
custom speech as a warning (for example, warning, this email
needs attention). This design, per our participants’ suggestions,
could well be customized to replace the banners with simple
3D indicators or tooltips incorporating the standard warning
signage (e.g., check marks, exclamation marks, stop signs,
etc.) that are shown to work in the context of avoiding
suspicious emails [25]].

The second design proposal is shown in Figure [ The
two-dimensional rendition of the email display is retained
here for the sake of minimizing distraction in a productivity-
oriented multitasking environment, and instead, the warning is
conveyed through a red encircling glow, shown to effectively
alert users on potential deception in VR [26]. An optional
implementation of this approach is to position a suspicious
email in VR at a different distance from regular emails.



One option is to scale it up and place it closer to the focal
point of the user to implicitly draw their attention away from
other concurrent tasks, though coming with the trade-off of
interrupted immersion on the account of more mindful decep-
tion evaluation. If the immersion warrants, then an opposite
configuration is also possible where the glow is retained, but
the email itself is scaled down and positioned farther from
the focal point, but with a ratio to nevertheless allow for
noticeability on the user side [73]].

Both of the proposed designs come with slightly slower-
than-the-usual sensitivity and affordance precision (towards
focused previews) for opening the suspicious emails’ URLs
and attachments compared to emails deemed safe as a deliber-
ate episodic friction shielding from the VR-specific ‘misclick-
ing’ susceptibility identified in our study. This is an open
design choice that allows for incorporating various gestures
in addition (or replacing) the usual clicking or tapping, in a
VR specific email client, so users are ‘nudged’ to interact in
varying ways with different types of emails (e.g., a tossing
mail gesture for spam, tearing a paper mail, hand zooming for
a link preview).

Your_Order Has_Been_
Confirmed_068207494 ®

nbo

Billing_Service_ Order_... w04 am

®

1 ME

Fig. 4: Red glow phishing warning

D. Limitations

The use of a realistic scenario imposes several limitations
pertaining to our study, coming from the sample size, the VR
headset chosen, Gmail as an email provider, and the format
of the warnings, all of which prevent the generalization of
the results. Our participants were university students, and we
see this as an expected limitation imposed on any empirical
VR research, at least for the time being, due to the need to
manage expensive VR headsets, especially for mild decep-
tion and observational studies like ours that demand close
proximity of the researchers for the purpose of safeguarding
and prevention of harm. Students also may also be more
proficient with VR technology and may be more aware of
the risks of phishing emails than the average user. The time
and space of participation were also a limitation, as we used
a shared collaborative space. The use of this controlled space
with a researcher present has the potential to introduce an
observer effect and influence the participants’ behavior. The
research setup might have primed our participants, but it was
a necessary compromise to introduce and test a methodology
adapted to the immersiveness of the VR environments. The
use of Gmail as an email provider created limitations because
we cannot fully generalize our results to other email platforms.
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A structural limitation is the choice of using the participants’
spam folders instead of their inboxes. We were not permitted
by our IRB to phish, spam, or tamper with Gmail’s filtering
rules due to greater than minimal risk to them. Another
limitation comes from the choice of the false positive emails
we used. Similarly, a limitation comes from the choice of spam
emails our participants arbitrarily selected in our study.

VI. CONCLUSION

To the best of our knowledge, this study is the first to em-
pirically investigate user interaction with suspicious emails in
VR. Using an innovative methodological approach that allows
for results with high ecological validity (i.e., users evaluated
suspicious emails sent to their own email address, and in
their own inboxes), we found that the immersive interaction
itself is conducive to deception susceptibility for suspicious
emails that users might otherwise avoid on a smartphone or
computer. In our study, 20 Apple Vision Pro users and 20
Meta Quest 3 users sorted their own Gmail spam folders via
a VR headset. While our participants utilized the warning
banners, they felt they needed improvements to be fully trans-
ferable in an immersive context. Participants also experienced
unique VR-related interaction perception manipulations, which
although unintended, led three of them to fall for our test
suspicious email by clicking a link or opening an attachment.
We operationalized this evidence to offer a comprehensive take
on the deceptive patterns associated with VR that could be
utilized for immersive social engineering. Using the feedback
from our participants’ interactions, we offer several design
recommendations for dedicated VR-based suspicious email
warnings specifically tailored to counter immersive phishing
and spamming threats.
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STUDY STIMULI
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Fig. 6: Hidden images warning banner
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Fig. 7: Block sender warning banner
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Fig. 8: Phishing warning banner
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Fig. 9: Report phishing warning banner
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Fig. 10: The false positive AWS sign-up email
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Fig. 11: The false positive invoice attached email



APPENDIX B
RECRUITMENT EMAIL

From: Researcher’s Email
Subject: Research Study Participation
To: Potential Participant

Hello,
.. -

My name is professor at

I am conducting a research study about the experiences with
email sorting through Virtual Reality (VR) headsets.

The purpose of the research is to learn more about how people
utilizing virtual reality headsets to interact with emails general.
I am recruiting only volunteers for this research study and
you can participate on your own volition. You are eligible to
participate if you are 18 years or above old, you are from
United States, you are able to understand and converse in
English language, are able to use a VR headset, and you are
actively using emails as a mode of communication.

I will ask you several open-ended questions and collect some
personal information about you such as age, gender, ethnic-
ity/race, education, computer, and VR headset proficiency. If
there is a question you do not want to answer, you may ask
us to skip it. Your information will be kept confidential and
stored in a secured computer under password protection and
with encrypted files. The data will be kept de-identified. The
participation will take about 30 minutes. You will receive an
extra credit for a successful participation in a class of your
choice (selected in Il during the sign-up). You must have
an email client and internet connection on your phone. You
must be able to understand and converse in English.

If you are interested in participating, please respond di-
rectly to this email expressing your interest in the study
and your familiarity with virtual reality headsets. My email

is NN :1d my ccll phone number is
I O:cc ] have ascertained your eligibility, we
will agree for a timeslot for your IN-PERSON participation

in the NG
Thank you for your time.
APPENDIX C
INTERVIEW SCRIPT
Announcement

This interview is being audio-recorded for research pur-
poses. You may stop the recording at any time. Do you consent
to being audio-recorded? Recording starts now.

Questions and Tasks

1) Which statement best describes your level of experience
with virtual reality headsets?

« I have tried one out, but never operated it alone.

o I have used a headset for gaming.
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« I have used a headset for functions outside of gaming
(ask for types of tasks performed).

2) What device do you prefer to read your emails on?
o Phone (ask for make and OS)

o Desktop/Laptop (ask for make and OS)
o Tablet (ask for make and OS)
e VR Headset (ask for make and OS)

3) Can you please check your spam or junk folder. Can you
please go over the most recent few emails — one by one
— you have received in this folder.

4) Carefully open each of these emails and just review the
contents. We would like to ask some questions about this
particular experience:

1.1 Have you noticed anything unusual about these emails?
Please specify in as many details as you can.

1.2 Have you noticed any warnings, notifications, or labels
about these emails? Please specify in as many details

as you can.

1.3 How do you usually review and decide what to do with

these emails?

1.4 How do these warnings, notifications, or labels affect
your opinion about the safety of the email they were
substantiated to (e.g. email phishing or not, spam or

not, scam or not)?

Note: A baseline of “suspicious” and “safe” (le-
gitimate) is established, based on the participant’s
interpretation of what they think is suspicious (or safe).
In case this interpretation differs from the definition of
phishing/spam suspiciousness/legitimacy provided by
CISA (https://www.cisa.gov/news-events/news/avoid
ing-social-engineering-and-phishing-attacks), a brief
explanation of “suspicious” and/or “safe” (legitimate)
is provided. This is done as such to minimize the
probability of priming participants for the subsequent
tasks.

1.5 What cues do you usually use to assess the legitimacy

of emails?
1.6
1.7

How often do you see suspicious emails in your inbox?

How often do you see legitimate emails in your spam
folder?

5) What is your opinion on how your email provider handles
suspicious emails?

6) Have you received any phishing, spam, scam or danger-

ous email training?

7) Have you ever been a victim of a successful phishing,
spam, or a email scam campaign? If you are comfortable
with, please share your experiences with this event(s).
[What lessons you have learn from here and how this
episode affected your way of dealing with emails after-


https://www.cisa.gov/news-events/news/avoiding-social-engineering-and-phishing-attacks
https://www.cisa.gov/news-events/news/avoiding-social-engineering-and-phishing-attacks

wards]

8) Have you seen any other types of phishing, spam, scam
campaigns delivered over other types of communication
than email (e.g. SMS, social media, Discord)?

9) What would you recommend about how these email
warnings, notifications, labels should be made to work
for individuals utilizing virtual reality headsets?

10) Anything else you want to add on this topic or your
experience with warnings about emails?

11) Demographic Questions
a) How old are you?

b) What race/ethnicity do you identify as?

¢) What is your gender?

APPENDIX D
CODEBOOK

A. Reflection

1) Banner Message Received Codes pertaining to the warn-
ings and indicators the participant observed on their spam
emails.

o Why is This in Spam The participant expressed their
spam emails contained a warning indicating that the
email was spam and they had to opportunity to report
that the email was not spam

o Images are Hidden The participant expressed their
email contained a warning that the images are hidden
for their safety

o Dangerous Email The participants expressed that their
spam email contained a warning that the email or
attachment was potentially dangerous

« Unblock Sender The participants expressed that their
spam email contained a warning that the sender had
previously been blocked

e No Warning The participant expressed that their
emails did not have any warning message

2) Cues Codes pertaining to the cues noticed by the par-
ticipant during their experience with the emails in their
spam folder.

o Warning The participant expressed their spam emails
contained a warning indicating that the email was spam
or phishing

o Unknown Sender The participant expressed that the

email was from an unknown sender

« Context The participant expressed that the email was
unsolicited or inapplicable

o Attachment The participant expressed that there was
an attachment that did not fit with the content of the
email

o Formatting The participant expressed that the email
contained characters or grammar inconsistent with their
expectations for an email in English

o Images The participant expressed that the images did
not load properly or were missing

3) Action Codes pertaining to the actions taken by the
participant during their experience with the emails in their
spam folder.

o Leave The participant indicated they would leave the
email in their spam folder and ignore it

« Investigate The participant indicated that they would
further investigate the elements of the email to deter-
mine if it is legitimate

« Delete The participant indicated they would delete the
email

« Report The participant indicated that they would report
the email as spam

o Unsubscribe The participant indicated they would use
the unsubscribe option within the email to prevent
future emails

e Block The participant indicated they would block the
sender

B. Email Assessment, Training, Past Experience

1) Dealing with Unsolicited Emails Codes pertaining to
cues, criteria or rules of thumb used to determine a
legitimacy of an email.

o Grammatical Cues The participant expressed that they
relied on cues such as grammatical inconsistencies,
typos, misspellings, out-of-order symbols

« Logical Cues The participant expressed that they relied
on logical cues such as the improbability of an email
request

o Elements in the Email The participant expressed that
they relied on cues in the email structure such as the
subject, email sender, timestamp, and body without
attachments

2) Email Provider Sorting Codes Pertaining to the partici-
pant’s opinion of how well their email provider is sorting
their emails based on if they are spam or not.

« Spam Going to Inbox The participant reported that
they had spam emails coming to their inbox frequently

o Important Emails Going to Spam The participant
reported that they had an experience where an impor-
tant email (job, school, requested materials, one-time
password) went to their spam

C. Usability and Improvements

1) Email Usability Improvements Codes pertaining to
banner warning improvements



Severity/Risk Level Indicators The participant rec-
ommends for the banner warnings to include sever-
ity/risk level indicators to better discriminate between
various levels of threats and risk exposures based on
the email type

Color Coding The participant recommends for the
banner warnings to be color coded to allow for better
discrimination between various levels of threats and
risk exposures based on the email type

Pop-up The participant expressed that a warning be
implemented as a pop-up that must be accepted before
a suspicious link or attachment is opened

Message Content The participant expressed that the
content of the warning message could be more descrip-
tive

Algorithm Control The participant expressed that
users should have a more active role in what is de-
termined to be spam and the warnings received

2) VR Usability Codes pertaining to the ability to detect

phishing and spam using a VR headset.
o Misclicks The participant expressed that it is too easy
to click on phishing links or attachments

« Distractions The participant noted that there were too
many distractions that they wouldn’t give the task the
same level of focus

3) VR Usability Improvements Codes pertaining to sug-
gestions to improve user’s abilities to detect spam and

phishing when checking emails using a VR headset.

o Screen Takeover The participant expressed that the
email browser/app should take over the full screen to
reduce distractions

« Navigation The participant expressed that the naviga-
tion should be different when doing productivity tasks
instead of gaming

APPENDIX E
DEBRIEFING

Thank you for participating in our research on how users who
are utilizing virtual reality headsets experience and utilize
email warnings. This study aimed to examine whether people
pay attention to warnings as a cue before they proceed to the
website or not. So far, no research exists on how users are
experiencing and utilizing emails warnings while utilizing
virtual reality headsets. This is why we asked you to select
and examine one email from your spam folder.

It was necessary for the researchers to withhold this
information from you regarding the purpose of the study to
ensure that your actions and answers to questions accurately
reflected your cybersecurity hygiene, perceptions, and beliefs.
Your participation in the study is important in helping
researchers identify the best ways to address the accessibility
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of the warnings assigned by the email provided to the emails
in the spam folder. Since we did not collect any personal
information, we would not able to remove your entry from
the data bank of our research interviews enforced once you
leave the research site.

The final results of this study will be published in a
peer-reviewed journal. Your results will not be available
individually and your participation will remain confidential.
We do not keep, record, or collect any personal credentials.
If you have any additional inquiries please contact

. If you
have questions about your rights as a research subject, you
may contact [ IIIIIIIllM in the Office of Research Services
at G o via cmail 2t TG You
may also contact IINIlllll Office of Research Services if your
questions, concerns, or complaints are not being answered by
the research team, you cannot reach the research team, or
you want to talk to someone besides the research team.



APPENDIX F

DECEPTIVE PATTERNS THEMES AND SUBTHEMES

TABLE VIII: Deceptive Patterns Themes and Subthemes

Themes/Subthemes Presence  Description
Adverse Effects of User Experience
Present ° The use of a VR headset as a productivity tool is intended to enhance user experience, yet participants
found that it introduces new barriers that reduce their ability to detect and address phishing emails.
Malicious emails have the potential to exploit the heightened realism of VR environments, making
Inferred (D) . .. ? [P
phishing attempts more convincing as products, branding, and logos appear more lifelike [22].
Exacerbated User Manipulation
Determining whether an email is malicious can require cross-checking information, yet VR may
Obscuring reality, disguising risks () limit access to external devices and create layered interface elements that could prevent users from
hovering over URLSs or clearly seeing security banners [22].
Data fuels privacy risks and manipu- © Checking email within a VR environment may expose behavioral data such as hand-gesture inputs,
lation that a phishing attempt could potentially exploit to gather more detailed user information [36].
. . Lo Participants identified that current VR technology is not well equipped to handle email and phishing
Interaction insecurity increases ma- b . > . o e
. . . o scenarios, noting that the lack of a purpose-built VR email application creates vulnerabilities that
nipulation risk Do .
allow phishing emails to bypass user defenses.
Physical, cognitive, perceptual, and interaction ergonomic vulnerabilities, such as fatigue from
sustained headset wear, divided attention, spatial distraction, imprecise hand or gaze tracking, and
Ergonomic  vulnerabilities amplify © hypersensitive selection mechanisms can negatively affect users’ decision-making processes and
manipulation thus create exploitable conditions. Using VR for productivity may lead to prolonged headset use,
potentially increasing the number of phishing-related decisions users must make each day and
contributing to repeated exposure and attention fatigue [22].
User Perception Tricking
Participants reported imprecise clicking and frequent mis-selections in VR, indicating that email
Perception hacking () review may be especially vulnerable to clickjacking or cursorjacking that causes users to select
unintended options [23].

. . VR navigation and input challenges may make certain options within a phishing email appear easier
Imbalancing options © to select or require less effort, potentially steering users toward harmful actions [20].
Psychological Manipulation
Hyperpersonalization © The personalized nature of VR experiences could make phishing emails appear more tailored to the

user, potentially reducing their ability to identify unsolicited or suspicious messages [[74].
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