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Abstract—Interacting with Large Language Model (LLM)
chatbots exposes users to new security and privacy challenges,
yet little is known about how people perceive and manage
these risks. While prior research has largely examined technical
vulnerabilities, users’ perceptions of privacy—particularly in the
United States, where regulatory protections are limited—remain
underexplored. In this study, we surveyed 267 U.S.-based LLM
users to understand their privacy perceptions, practices, and
data-sharing preferences, and how demographics and prior LLM
experience shape these behaviors. Results show low awareness of
privacy policies, moderate concern over data handling, and reluc-
tance to share sensitive information like social security or credit
card numbers. Usage frequency and prior experience strongly
influence comfort and control behaviors, while demographic
factors shape disclosure patterns of certain personal data. These
findings reveal privacy behaviors that diverge from traditional
online practices and uncover nuanced trade-offs that could
introduce security risks in LLM interactions. Building on these
lessons, we provide actionable guidance for reducing user-related
vulnerabilities and shaping effective policy and governance.

I. INTRODUCTION

In recent years, both individuals and organizations have
increasingly adopted large language model (LLM) chatbots
to routine practices. These chatbots interact through multiple
modalities with the ability of modeling the user needs. Text
interactions, in particular, have grown substantially with the
development of LLM chatbots [1], [2]. By consistently align-
ing with the user’s perspective, users build trust over LLM
chatbots. However, this increases not only the frequency of
personal data disclosure [3], [4], [5], [6] but also the reliance
on these chatbots for decision-making across diverse aspects
of their lives [7], [8].

Prior research has extensively examined LLM technical
vulnerabilities, including data leakage [9], [10], [11], [12],
[13], memorization [14], [15], [16], and malicious attacks
[17], [18], [19], [20], [21]. In contrast, relatively few studies
have addressed user-centered privacy concerns in LLM chatbot
interactions and mostly are related to OpenAI’s ChatGPT
[22], [23], [24], [25]. However, these studies may not reflect

the broader population and regional practices and expecta-
tions. Recent work has begun to investigate UK-based LLM
conversational agent users’ privacy behaviors, self-disclosure
boundaries, and awareness of LLM-specific privacy issues
[26].

Furthermore, as LLM chatbots cause complexities in obtain-
ing users’ informed consent at every stage of data collection
and storage processes [27], transparency issues in model train-
ing further hinder users’ ability to evaluate potential benefits
and risks [28]. These issues are compounded by a complex
and evolving regulatory landscape. In the European Union
(EU), the General Data Protection Regulation (GDPR) [29]
mandates lawful, fair, and transparent processing of personal
data1, requiring explicit consent and robust user rights, while
the EU Artificial Intelligence (AI) Act [30] imposes additional
obligations on high-risk in these AI systems, including risk
assessments, transparency, and human oversight. In contrast,
in the United States (U.S.), AI and data privacy are governed
by a fragmented mix of federal and state regulations, and at the
federal level, there is no comprehensive AI or data privacy law.
President Trump’s January 23, 2025 Executive Order 14179
on “Removing Barriers to American Leadership in Artificial
Intelligence”[31] further shape federal priorities and procure-
ment requirements, but also create compliance uncertainties
for private-sector developers. State-level initiatives add further
layers, creating unequal protections where some citizens are
safeguarded while others are left vulnerable. Several states
have introduced laws and frameworks addressing AI trans-
parency, accountability, bias mitigation, high-risk systems, and
consumer data privacy [32].

While these measures represent significant progress, the
fragmented, rapidly evolving, and sometimes inconsistent reg-
ulatory landscape complicates compliance, enforcement, and
cross-jurisdictional application. Most importantly, this regula-
tory gap leaves U.S.-based users more vulnerable to unfair
or unethical practices in AI, including privacy violations in
LLM chatbots and there is limited understanding of privacy
sensitivities across different user groups in the U.S., where
fragmented and inconsistent regulatory frameworks leave pop-

1The CCPA, as amended by the CPRA, defines personal data as “infor-
mation that identifies, relates to, describes, is reasonably capable of being
associated with, or could reasonably be linked, directly or indirectly, with
a particular consumer or household.” In this paper, we adopt this definition
when referring to personal data.

Symposium on Usable Security and Privacy (USEC) 2026
27 February 2026, San Diego, CA, USA
ISBN 978-1-970672-07-7
https://dx.doi.org/10.14722/usec.2026.23005
www.ndss-symposium.org, https://www.usablesecurity.net/USEC/



ulations more vulnerable to privacy risks and harms. As
a result, there is no comprehensive understanding of U.S.
populations and perspectives, which poses challenges for de-
veloping privacy-aware, user-centered LLM chatbot systems.
Thus, this study investigates U.S.-based chatbot users to better
understand these dynamics, with a particular focus on their
privacy awareness, comfort, and decisions to disclose personal
data [33], [34], [35].

To investigate U.S. LLM chatbot users, this empirical study
organizes the research questions:

• RQ1. To what extent do U.S. LLM chatbot users read
privacy policies, and how transparent do they find them?

• RQ2. How do LLM chatbot privacy practices influence
U.S. LLM chatbot users’ perceived privacy concerns and
potential risks?

• RQ3. How likely are U.S. LLM chatbot users to exercise
control over their privacy preferences based on their
perceived privacy concerns and comfort levels?

• RQ4. How comfortable are U.S. LLM chatbot users
to disclose personal data when interacting with LLM
chatbots?

• RQ5. What types of personal data do U.S. LLM chat-
bot users consider sensitive when interacting with LLM
chatbots?

We conducted a large-scale survey of 267 U.S.-based LLM
chatbot users to examine privacy awareness, perceptions, and
data-sharing behaviors. Our findings reveal that users gener-
ally have low awareness of privacy policies and read them
sparingly. Notably, males, frequent chatbot users, and those
with moderate technical experience exhibited slightly higher
awareness. Participants reported moderate perceived privacy
risks but expressed skepticism about chatbots’ responsible
data handling. Younger, heterosexual, less experienced, and
frequent users tended to perceive higher risks. Engagement
with privacy settings varied: some users proactively adjusted
settings, while others were indifferent or hesitant. Frequent
chatbot users were more likely to manage settings, whereas
demographics, technical experience, and confidence had mini-
mal impact. Comfort with sharing personal data was generally
low and influenced primarily by prior chatbot experience rather
than demographic factors. Users were highly cautious with
sensitive information, such as credit card numbers, social
security numbers, and phone numbers, but more willing to
share less sensitive preference- or relationship-based data.
Data disclosure patterns varied: LGBTQ+2 users were more
likely to share certain sensitive information, while frequent
or experienced users tended to share only less sensitive data,
reflecting selective and cautious behavior.

In this work, we make the following contributions:
• We present the first empirical U.S.-based study on user-

perceived privacy sensitivity, including measurements of
various types of personal data sensitivity among U.S.

2LGBTQ+ indicates standardization to uppercase, treating the term as an
acronym for lesbian, gay, bisexual, transgender, queer/questioning identities,
with “+” encompassing other related identities.

LLM chatbot users, with a focus on the role of prior
chatbot experience.

• We show that among U.S. LLM chatbot users, privacy
awareness often exists without actionable understanding,
leaving users uncertain about how to protect themselves.

• We reveal that consistent privacy concerns observed in
traditional online users also apply to LLM chatbot inter-
actions, highlighting increased user vulnerability.

• We provide actionable recommendations for privacy-
enhancing technologies, as well as policy and governance
guidelines.

II. BACKGROUND AND RELATED WORK

A. LLM Architecture Challenges

Recent literature has addressed security and privacy risks in
LLMs [36], [37], especially in model architectures [38], [39],
[40], [41], [39], [42]. For example, Staab et al. [9] demon-
strated that pretrained LLMs could infer personal data, such as
geographic location, income levels, and gender, by leveraging
publicly available data combined with user prompts. Tong et
al. [10] showed that model outputs could inadvertently expose
user-related details. The method of model adaptation also
affects privacy vulnerability. Mireshghallah et al. [15] found
that full model fine-tuning, particularly targeting the model
head, makes LLMs more susceptible to inference attacks
than parameter-efficient techniques like adapter-based tuning.
Building on this, Lukas et al. [11] introduced more effective
extraction strategies, significantly increasing the amount of
personal data that can be recovered. Carlini et al. [14] high-
lighted that models such as GPT-2 could regenerate specific
training examples in response to carefully designed prompts,
potentially leaking sensitive content to unintended parties.
Huang et al. [16] focused specifically on email addresses,
showing that LLMs might reproduce them when context cues,
such as names, are present in the input. Zanella-Béguelin et al.
[12] examined the impact of model updates on privacy leakage,
proposing metrics to measure how prior training data continues
to influence model outputs over time. Additionally, Jagannatha
et al. [13] explored susceptibility across architectures like
BERT and GPT-2, highlighting consistent risks of information
leakage.

B. Malicious Usage of LLMs

LLMs can be misused for malicious purposes. Falade
[43] discussed scenarios where attackers exploit LLMs for
impersonation and psychological manipulation. Other studies
[44], [45], [46] noted that content filters based on censor-
ship policies may unintentionally introduce biases in retrieval
and code-generation tasks. Yin et al. [18] and Monje et al.
[19] demonstrated that GPT models could be misused to
create malware, including ransomware, keyloggers, and other
malicious tools. Wan et al. [47] showed that even a small
number of poisoned examples can significantly disrupt model
performance, while Yao et al. [48] proposed a backdoor attack
combining triggers with prompt tuning. Meisenbacher et al.
[49] also showed that LLMs can reliably assess how private
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or sensitive text is, even though humans often disagree on what
counts as private.

Addressing these challenges, recent work has begun ex-
ploring privacy-preserving techniques. For instance, Wang et
al. [50] proposed the RewardDS framework, which aims to
minimize the memorization of sensitive personal data during
model fine-tuning, offering a promising direction for safer
LLM deployment. Wu et al. [51] emphasized the importance
of auditing and adversarial testing to ensure fairness, and Hui
et al. [52] introduced PLeak, a framework for optimizing
adversarial prompt attacks. Su et al. [53] developed a user-
centric approach using the PA-BERT-BiLSTM-CRF model
to automatically detect privacy leaks in LLM user inputs,
demonstrating superior performance on real-world and custom
privacy datasets. Despite these efforts, there are still few
approaches that consider users’ privacy needs and adapt LLMs
accordingly.

C. Factors Affecting User Privacy Behaviors in LLMs

Chatbots that incorporate LLMs and advanced user interface
features introduce novel risks regarding user privacy. Gumusel
et al. [23] conducted semi-structured interviews with 13 par-
ticipants to perceive harms and risks in LLM chatbots. Ali et
al. [25] investigated user behavior on Reddit, focusing on their
privacy awareness with engaging with ChatGPT, and provided
insights into how users publicly discuss and reflect on their
interactions with the model.

Studies show that user privacy shape user privacy deci-
sions in chatbot interactions including willingness to initiate
and sustain conversations and to share personal information.
Sannon et al. [54] surveyed 385 users and found that users’
perceptions of privacy-related behaviors during these interac-
tions could influence their willingness to disclose personal
data, thereby exposing potential privacy risks. Agnihotri and
Bhattacharya [55] conducted a qualitative study 18 users and
found that anthropomorphic chatbot increase user trust and
encourage the sharing of more information. Bouhia et al.
[56] emphasized that feelings of creepiness and perceptions
of risk play a key role in influencing users’ privacy concerns,
especially when handling sensitive information. Pizzi et al.
[57] indicated that users’ warmth and competence perceptions
of chatbots can influence users’ decisions about disclosing
personal information. Zhang et al. [22] thematically analyzed
user-ChatGPT interaction logs to examine patterns of personal
data disclosure and revealed limited user understanding of
privacy implications in such interactions. Ischen et al. [4]
compared users’ comfort in sharing personal information with
human-like chatbots, machine-like chatbots, and websites,
employing an experimental design to analyze the relationships
between privacy concerns, attitudes, and comfort levels. Belen-
Saglam et al. [58] found that users have different sensitivity
over sharing some personal data types if the context is ir-
relevant, particularly for sensitive domains such as healthcare
and finance. Kwesi et al. [59] also investigated the mental
health context, finding that U.S. users often misunderstand
the privacy and security of LLM chatbots, conflating human-

like empathy with accountability and exposing an “intangible
vulnerability” in the protection of emotional disclosures.

Recent work have shown that user privacy in LLM chat-
bots can vary based on demographic background and prior
experience. For example, research on Chinese users’ privacy
awareness and expectations regarding LLM-based healthcare
chatbots [60], UK-based LLM chatbot users [26], [61], and
Black older adults’ perceptions of U.S.-based text chatbots
[62] indicates that certain groups may be particularly vulnera-
ble. Yet, no study has directly examined the privacy attitudes
of general U.S. users or how these relate to prior chatbot
experience. This work addresses that gap by exploring how
U.S. users’ characteristics influence their privacy attitudes in
LLM chatbots.

III. METHODOLOGY

A. Survey Instrument

We conducted a within-subject survey using Qualtrics3. The
survey was developed by researchers from diverse disciplines
and backgrounds in the U.S., including security and privacy,
human-computer interaction, cognitive science, information
science, law and policy, and statistics. The online survey
was developed using insights from prior work [35], [60],
[26] and included both participant-reported and participant-
perceived questionnaire items. Followed by obtaining con-
sent and confirming participants’ prior experience with LLM
chatbots—defined using Stanford’s AI teaching guide4—the
survey consisted of seven parts. Part I collected participants’
demographic information. Part II assessed participants’ prior
experience with LLM chatbots. Part III measured participants’
perceived informativeness and their experiences reading pri-
vacy policies (RQ1). Part IV included five items evaluating
perceived privacy concerns and potential risks associated with
LLM chatbots (RQ2). Part V examined participants’ abil-
ity to exercise privacy-control behaviors, such as adjusting
privacy settings in LLM chatbots (RQ3). Part VI measured
participants’ comfort with disclosing personal data (RQ4). Part
VII asked about participants’ preferences for sharing different
types of personal data with LLM chatbots, distinguishing be-
tween sensitive information and preference-based information
(RQ5), following distinctions used in traditional online privacy
studies from the dot-com era [63], [64].

Parts III–VI were assessed with questions participants rated
their answers in a five-point Likert-scale, whereas Part VII
was a multiple choice items allowing participants to indicate
their personal data–sharing preferences among given situa-
tions. Table I summarizes the privacy measures items in the
questionnaire. The complete set of survey questions can be
found in Appendix A-B.

3https://www.qualtrics.com/
4We adopted Stanford’s AI teaching guide: https://teachingcommons.

stanford.edu/teaching-guides/artificial-intelligence-teaching-guide/
defining-ai-and-chatbots. The term “chatbot” explicitly includes LLMs,
defined as: “A computer program that uses an LLM to simulate a
conversation with human users, typically through typed text in a software
application.”

3

https://www.qualtrics.com/
https://teachingcommons.stanford.edu/teaching-guides/artificial-intelligence-teaching-guide/defining-ai-and-chatbots
https://teachingcommons.stanford.edu/teaching-guides/artificial-intelligence-teaching-guide/defining-ai-and-chatbots
https://teachingcommons.stanford.edu/teaching-guides/artificial-intelligence-teaching-guide/defining-ai-and-chatbots


1) Part I: Demographics: The first part of the survey
is provided to collect the basic demographic information,
including age, gender, sexual orientation, and education level.
These variables were later used as predictors in the quantitative
analyses to examine potential differences in privacy percep-
tions and behaviors across demographic groups.

2) Part II: Prior LLM Chatbot Experience: Participants are
asked about their prior experience with LLM chatbots, includ-
ing length of use, confidence in using LLMs, and frequency
of daily interactions. These measures are included to assess
how familiarity and experience with LLM chatbots relate to
privacy attitudes and behaviors. Importantly, we here focus on
participants’ self-reported experience and confidence, rather
than data from third-party application usage (e.g., ChatGPT,
Character AI, etc.).

3) Part III: Reading Privacy Policies: Participants report
the extent to which they engage with privacy policies and terms
of service for LLM chatbots. Items include:

• “I review the privacy policy or terms of service provided
by LLM chatbots.”

• “I feel well-informed about privacy measures and data
handling practices of LLM chatbots before starting to use
it.”

Responses are recorded on a five-point Likert scale (1 =
Strongly Disagree, 5 = Strongly Agree). Higher scores indicate
greater engagement with privacy policies. These items are
primarily included to address RQ1, examining the extent to
which users read privacy policies and perceive transparency.
However, these items were measured separately to assess
users’ review behaviors and their perceived informativeness
of privacy policies.

4) Part IV: Perceived Privacy Concerns and Potential
Risks: Participants rate their concerns and perceptions of
privacy risks related to LLM chatbots using a five-point Likert
scale (1 = Strongly Disagree, 5 = Strongly Agree). Items
include:

• “I am concerned about the potential privacy risks associ-
ated with interacting with LLM chatbots.”

• “I am confident that my personal data is handled securely
and responsibly by LLM chatbots after our interaction.”

• “LLM chatbots always explain how they use and store
the information I provide during the conversation.”

• “LLM chatbots respect my privacy by not asking for
unnecessary personal information during the interaction.”

• “LLM chatbots demonstrate a commitment to safeguard-
ing my privacy after the interaction has ended.”

• “LLM chatbots successfully balance user experience with
privacy considerations throughout the entire interaction
process.”

These items were guided throught the prior studies [26], [35],
[65] to address RQ2 and assess how users’ perceptions of
LLM chatbot privacy practices influence their perceived risks
and trust. These items were assessed using Cronbach’s alpha,
which yielded a reliability coefficient of α = 0.77 for the
Perceived Privacy Risks subscale (95% CI [0.71, 0.80]).

5) Part V: Exercise Control over Privacy Preferences:
Participants indicate how likely they would be to review or
adjust their privacy settings after interacting with an LLM
chatbot (1 = Very Likely, 5 = Very Unlikely). This measure
captures perceived control over personal information and are
included to address RQ3, examining the relationship between
perceived privacy concerns, comfort, and proactive privacy
behavior.

6) Part VI: Comfort of Disclosing Personal Data: Partic-
ipants reported their comfort with sharing personal informa-
tion on a Likert scale (1 = Very Uncomfortable, 5 = Very
Comfortable). Higher scores indicate greater willingness to
disclose information. This measure are included to address
RQ4, focusing on user comfort during LLM interactions.

7) Part VII: Disclosing Personal Data Type Preferences:
The final part of the survey asks participants which types of
personal information they are most hesitant to share via two
“select all that apply” questions. The first question included
sensitive information (e.g., social security number, credit card
number, medical data), and the second included preference-
based information (e.g., favorite snack, favorite TV show).
These data types were adopted directly from prior studies [63],
[64]. These items address RQ5, identifying which types of
personal data users consider sensitive when interacting with
LLM chatbots.

B. Data Collection

1) Pilot Study and Reliability Check: Before distributing
the survey, we conducted a pilot study to evaluate the research
procedures, estimate the average survey completion time, and
assess the reliability and consistency of the survey questions.
12 active U.S.-based LLM chatbot users (7 women, 4 men, and
1 non-binary) whose ages ranging from 18 to 55+ participated
in the pilot study. They provided detailed feedback on question
comprehension, interpretation, and response processes. Based
on their input, we refined the wording of questions, scale
descriptions, and instructions to ensure clarity and consistency,
and shortened the questionnaire. We then performed prelimi-
nary statistical analyses, including internal consistency checks
and item-level correlations.

Following these refinements, we conducted a second pilot
with 7 active U.S.-based LLM chatbot users. We assessed
their understanding and ability to complete the survey, which
took approximately 10 minutes. The results indicated that
the majority of participants could successfully comprehend
and complete the survey, after which we proceeded with full
distribution to the target population.

2) Recruitment: The survey was conducted over four
months. Using convenience sampling approach, the re-
searchers first posted recruitment information and the online
survey link (Appendix A-A) on various popular social media
platforms, including LinkedIn, X, and Reddit, and later asked
friends and colleagues to further share the survey through
their social networks. This approach allowed us to collect data
beyond the researchers’ immediate social circles and capture
responses from a diverse range of U.S.-based LLM chatbot
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TABLE I: Summary of Survey Privacy Measure Items

Survey Privacy Measures and Items
Part III: Reading privacy policies [29], [66]
I feel well-informed about privacy measures and data handling practices of LLM chatbots before starting to use it.
I review the privacy policy or terms of service provided by LLM chatbots.
Part IV: Perceived privacy concerns and potential risks (e.g., data handling practices, breaches, transparency) [26], [35], [65]
Cronbach’s alpha for the Perceived Privacy Risks subscale = 0.77 (95% CI [0.71, 0.80])
I am concerned about the potential privacy risks associated with interacting with LLM chatbots.
I am confident that my personal data is handled securely and responsibly by LLM chatbots after our interaction.
LLM chatbots always explain how they use and store the information I provide during the conversation.
LLM chatbots demonstrate a commitment to safeguarding my privacy after the interaction has ended.
LLM chatbots successfully balance user experience with privacy considerations throughout the interaction process.
Part V: Exercise control over privacy preferences [26], [35], [65]
“How likely are you to review or adjust your privacy settings related to a LLM chatbot after concluding the conversation?”
Part VI: Comfort of disclosing personal data [63], [64], [35], [65]
“How comfortable are you with sharing personal information with LLM chatbots?”
Part VII: Disclosing personal data type preferences from prior studies [63], [64]
Sensitive information: Social security number, credit card number, phone number, income, medical information, postal address, full
name, computer information (e.g., device ID, IP address, password), email address, gender, sexual orientation, education, political
affiliation, religion, race, social media profiles
Preference-based information: Favorite snack, favorite TV show, favorite movie, favorite pet, favorite sport, favorite brand, favorite
restaurant, favorite city, favorite artist, favorite friend, favorite family member, favorite teacher

users. During recruitment, we deliberately avoided mentioning
that the study focused on privacy and security to reduce
potential sample bias. Participants were required to meet the
following criteria: (1) 18 years or older, (2) residing in the
U.S., (3) proficient in English, and (4) having prior experience
with text-based LLM chatbots. All participants were volun-
teers and provided informed consent prior to participation.

3) Sample Size: Of the total of 311 survey respondents,
12 respondents did not provide consent, 3 had never used
text-based LLM chatbots, 2 did not reside in the U.S., and
29 exited the survey before completion. After excluding these
invalid responses, 267 participants successfully completed the
survey. Our sample represented a diversity in terms of age,
gender, sexual orientation and prior LLM chatbot experience.
The demographic distribution also aligned with prior research
on Internet privacy attitudes [35], [67], [64] and supported
meaningful insights into the current U.S. LLM chatbot user
population. The average survey completion time, including the
consent form, was 8.14 minutes.

With 267 valid responses, the study was adequately powered
to detect medium-sized effects. Although smaller subgroups
(e.g., participants aged 55+, n = 18) might be underpowered
for small effects, the overall sample is sufficient for meaningful
analyses of LLM chatbot experience, user confidence, and
privacy attitudes. In other words, we excluded only education
level from the demographics due to limited statistical power.

4) Participants’ Background: A total of 267 participants
completed the study, providing a diverse sample of LLM
chatbot users in the United States. Table II summarizes partic-
ipant demographics alongside 2020 U.S. Census comparisons,
as well as prior experience with LLM chatbots. The sample
skews younger than the general U.S. population, with 60.7%
of participants aged 18–34 compared to 23.1% nationally.

Older adults (45+) are underrepresented. Gender distribution
is roughly balanced, with slightly more females (47.2%) than
males (42.5%), and 10.1% identifying as LGBTQ+. In terms
of sexual orientation, 65.5% identified as heterosexual and
34.5% as LGBTQ+. Education level is higher than the national
average. Nearly three-quarters of participants hold at least a
bachelor’s degree, reflecting the tendency of early adopters of
emerging technologies to have higher education levels.

In addition to the demographics, participants reported varied
prior experience with LLM chatbots. Most had used these
systems for less than one year (56.9%), though a substantial
portion (30.0%) reported one to three years of experience.
Confidence in using LLMs was generally high, with 46.1%
indicating they felt “very” or “extremely” confident. Daily
interaction frequency varied, with 29.2% using LLMs rarely
and 13.9% interacting multiple times per day.

C. Data Analysis

1) Quantitative Analysis: Our independent variables were
the participants demographics (age, gender, sexual orientation)
and prior LLM chatbot experience (length of use, confidence,
and daily interaction frequency), while our dependent vari-
ables were privacy measures (Table I). We first descriptively
analyzed means, standard deviations, and distributions for
each privacy-related item in Parts III to VII of the survey
(Table I). Then, we examined the influence of demographic
factors (age, gender, sexual orientation) and prior LLM chatbot
experience (length of use, confidence, and daily interaction
frequency) on privacy perceptions by using generalized linear
models (GLMs). Because the privacy items in Part III–VI were
assessed using a five-point Likert scale, we treated these items
as continuous dependent variables. Personal data types in Part
VII were treated as categorical variables for the subsequent
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TABLE II: Participants’ Background: Demographics, Census Comparison, and LLM Chatbot Experience

Characteristic Participant (%Sample) U.S. Census
Age
18–24 54 (20.2%) 9.5%
25–34 108 (40.4%) 13.6%
35–44 59 (22.1%) 12.5%
45–54 28 (10.5%) 12.6%
55+ 18 (6.7%) 14.5%
Gender
Female 126 (47.2%) 50.8%
Male 114 (42.5%) 49.2%
LGBTQ+ 27 (10.1%) –
Sexual Orientation
Heterosexual or straight 175 (65.5%) –
LGBTQ+ 92 (34.5%) –
Education Level
Less than high school 1 (0.4%) 10%
High school or equivalent 8 (3.0%) 28%
Some college/Associate’s 33 (12.4%) 30%
Bachelor’s degree 102 (38.2%) 36%
Master’s degree 91 (34.1%) 14%
Professional/Doctoral degree (Master & Higher) 32% (12.0%)
LLM Chatbot Experience: Length of Use
Less than 6 months 66 (24.7%) –
6 months–1 year 86 (32.2%) –
1–3 years 80 (30.0%) –
More than 3 years 35 (13.1%) –
LLM Chatbot Experience: Confidence
Extremely Confident 33 (12.4%) –
Very Confident 90 (33.7%) –
Moderately Confident 81 (30.3%) –
Slightly Confident 47 (17.6%) –
Not Confident 16 (6.0%) –
LLM Chatbot Experience: Daily Interaction Frequency
Rarely 78 (29.2%) –
Few times a month 64 (24.0%) –
Few times a week 68 (25.5%) –
Once a day 20 (7.5%) –
Multiple times a day 37 (13.9%) –

GLMs. These items and the other categorical predictors (de-
mographic factors and prior LLM chatbot experience) were
dummy-coded. Predictor significance was evaluated using
Wald χ2 tests, with 95% confidence intervals computed for
all coefficients. Interaction terms between demographics and
prior chatbot experience were also explored to assess whether
the effect of LLM use on privacy attitudes varied across
subgroups. This approach allowed us to quantify both the
independent and interactive effects of demographics and prior
chatbot experience on multiple dimensions of privacy behavior
and perceptions.

2) Qualitative Analysis: Free-text responses (e.g., ”Other:
please specify”) were reviewed and inductively coded using
thematic analysis [68] to capture users’ perceptions and in-
sights beyond the provided questionnaire options. A primary
researcher initially read all responses and iteratively developed
a codebook. A second researcher then independently coded the
responses according to this codebook. Inter-coder reliability
was assessed using Cohen’s Kappa (κ), yielding κ > 0.91
across the open-ended questions, indicating excellent agree-

ment. The researchers subsequently identified the overarching
themes corresponding to the final codes.

D. Ethical Considerations

This study was approved by our institute’s Institutional
Review Board (IRB) and posed minimal risks to the study
participants. Prior to the survey, we ensured that participants
were informed about the purpose of the study and the consent
process. They were acknowledged that the survey was entirely
voluntary. They had the right to opt-out and leave the survey at
any time. Additionally, participants could skip any questions
they did not feel comfortable answering. Participants were
also informed that the data would be used solely for research
purposes and deleted in accordance with the data retention
guidelines described in the Informed Consent Statement (Ap-
pendix A-B). All personally identifiable information (PII) col-
lected during the survey was removed to protect participants’
confidentiality and comply with ethical guidelines for research
involving human subjects. No participants raised concerns
regarding compensation or participation risks in their final
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free-text responses, nor did they contact the research team or
the IRB for feedback.

IV. RESULTS

In this section, we present the survey findings in relation
to our research questions, providing a comprehensive under-
standing of the factors that shape U.S.-based LLM chatbot
users’ privacy perceptions.

A. RQ1: Perceived Privacy Policy Awareness

Summary: U.S. LLM chatbot users generally had low
awareness of privacy policies and reported limited reading
of them. Males, frequent chatbot users, and those with
moderate technical experience have higher awareness
level.

The findings showed that LLM chatbot users had low
awareness of policies, with perceived informativeness (M =
2.30 (SD = 0.99; 95%CI [2.18, 2.42])) and self-reported
reading (M = 2.38 (SD = 1.15; 95%CI [2.24, 2.52])) (see
Figure 1). Descriptive statistics for participants’ engagement
with privacy policies indicate generally low awareness and
reading behavior. For the item assessing how well-informed
participants felt about privacy measures, the mean score was
2.30 (SD = 0.99), suggesting that, on average, users felt
slightly below neutral in being informed. Similarly, self-
reported review of privacy policies had a mean of 2.38 (SD
= 1.15), indicating limited engagement with policy content.
Overall, these results suggest that U.S. LLM chatbot users
demonstrate modest attention to privacy policies and perceive
them as only moderately informative.

We further investigated the influence of demographics (gen-
der, sexual orientation, and age) and prior chatbot experience
on the perceived privacy policy awareness. Gender signifi-
cantly predicted perceived informativeness of privacy policies,
with males reporting higher scores than females (β = 0.37,
p = 0.007). Sexual orientation and age were not significant
predictors. For self-reported reading, while sexual orientation
(LGBTQ+) showed a marginal trend (β = 0.36, p = 0.050)
that did not reach statistical significance, neither gender nor
age showed significant effects. In addition, perceived informa-
tiveness was higher in participants who used chatbots multiple
times per day (β = 0.81, p = 0.010) and those with 1–3
years of technical experience (β = 0.80, p = 0.006), while
other experience levels and lower engagement had weaker
effects. Self-reported reading was also positively related to fre-
quent engagement, with multiple-times-per-day users showing
a marginal increase but not significant (β = 0.85, p = 0.053)
and 6–12 months of prior experience showing a positive non-
significant trend (β = 0.33, p = 0.072).

B. RQ2: Perceived Privacy Risks

Summary: U.S. LLM chatbot users perceived moderate
privacy protection but doubted responsible data handling,
with higher risk perceived by younger, heterosexual, less
experienced, and frequent users.

After assessing participants’ perceived privacy concerns
across five survey items, we found moderate perceptions
of privacy protection, including how chatbots explain data
use, safeguard privacy after interactions, and balance user
experience with privacy considerations (M = 2.27–3.08,
SD = 0.87–1.08, 95% CIs [2.14, 3.20]) (see Figure 2).
Participants yet generally disagreed that LLM chatbots handle
data responsibly (M = 1.98, SD = 0.91, 95% CI [1.87,
2.09]).

The further demographic and prior experienced showed
interesting findings. Sexual orientation significantly predicted
perceived privacy risk. LGBTQ+ participants reported lower
risk perceptions than heterosexual participants (β = −0.33,
p = 0.001). Age effects were also observed: participants
aged 35–44 (β = −0.47, p < 0.001) and 55+ (β = −0.41,
p = 0.023) reported lower risk than those aged 18–24. Gender
did not significantly predict perceived risk. Participants with
less than six months of technical experience reported higher
risk than those with 1–3 years (β = 0.26, p = 0.025).
Confidence level was not a significant predictor. Frequency
of chatbot use predicted risk: multiple daily uses (β = 0.57,
p = 0.006) and once-per-day use (β = 0.53, p = 0.039)
were associated with elevated risk, while users indicated rarely
using LLMs showed marginally lower risk, but this effect did
not reach statistical significance (p = 0.070).

C. RQ3: Privacy Control Practices

Summary: U.S. LLM chatbot users have mixed/uncertain
engagement with privacy settings, ranging from proactive
adjustments to indifference or hesitation. Users who inter-
act with LLM chatbots more frequently tend to be more
likely to adjust their privacy settings, while demographics
and technical experience and confidence have little appar-
ent influence.

Participants were asked how likely they were to review
or adjust their privacy settings after interacting with an
LLM chatbot. Responses were generally neutral (M = 3.19,
SD = 1.40), indicating uncertainty about making changes.
Among 267 respondents, 30.3% were neutral, 26.6% were
likely, and 14.2% were very likely to review their settings,
while 22.1% were unlikely and 6.74% very unlikely. Overall,
41% of respondents indicated some likelihood of reviewing or
adjusting their privacy settings.

None of the demographic variables significantly predicted
participants’ likelihood to adjust privacy settings. Although
LGBTQ+ participants and older age groups tended to re-
port slightly lower likelihoods, these differences were not
statistically significant (all p > 0.1). However, among the
participants who used chatbots multiple times per day reported
higher likelihoods of adjusting privacy settings (β = 0.62,
SE = 0.24, 95% CI [0.15, 1.09], p = 0.010), and those who
used chatbots once per day also showed elevated likelihoods
(β = 0.92, SE = 0.29, 95% CI [0.36, 1.49], p = 0.001).
Participants who used chatbots rarely tended to report slightly
lower likelihoods (β = −0.38, SE = 0.21, 95% CI [-0.79,
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Fig. 1: Distribution of user responses for five-point Likert scale questions for perceived privacy policy awareness items.

Fig. 2: Distribution of user responses for five-point Likert scale questions for perceived privacy risk items.

0.02], p = 0.065). Technical experience and confidence were
not significant predictors (all p > 0.1).

D. RQ4: Comfort of Sharing Personal Data

Summary: U.S. LLM chatbot users are generally un-
comfortable sharing personal data. Comfort levels are
influenced more by prior experience with chatbots than
by demographic factors.

To understand the respondents’ comfort level with shar-
ing personal data with LLM chatbots, the survey included
a question measured on a 5-point Likert scale (1 = Very
uncomfortable to 5 = Very comfortable). The results indicated
an overall discomfort with mean score of 2.18 (M = 2.18,
median = 2, SD = 1.23). 39.85% of respondents felt very
uncomfortable 21.08% were uncomfortable, 15.47% were neu-
tral 17.21% were comfortable, and only 2.51% felt very com-
fortable. Respondents were moderately uncomfortable sharing
personal data with LLM chatbots (M = 2.18, median = 2,
SD = 1.23).

The results further indicated that comfort levels did not dif-
fer meaningfully by user demographics (gender, sexual orien-
tation, or age) (p > 0.05 for all comparisons). Several aspects
of prior experience were significantly associated with comfort
levels. Specifically, respondents with accounts for more than
three years reported lower comfort (β̂ = −0.537, 95% CI
= [−1.057,−0.016], p = 0.043). Prior experience explained
more variance in comfort levels than demographic character-
istics (Adjusted R2 = 0.056, F (24, 242) = 1.654, p = 0.032).
Frequency of daily interactions was positively associated with
comfort: respondents who interacted with data a few times

a month (β̂ = 1.309, 95% CI = [0.574, 2.044], p < 0.001),
a few times a week (β̂ = 1.361, 95% CI = [0.590, 2.131],
p < 0.001), multiple times a day (β̂ = 1.356, 95% CI
= [0.427, 2.284], p = 0.004), and rarely (β̂ = 1.366, 95%
CI = [0.665, 2.067], p < 0.001) all reported higher comfort.
Confidence measures were not statistically significant.

E. RQ5: Personal Data Sensitivity

Summary: U.S. LLM chatbot users were cautious with
sensitive data, especially credit cards, social security
numbers, and phone numbers, but more willing to share
preferences and relationship-based information. Users
who identified themselves as LGBTQ+ were more likely
to share social security numbers, income, computer in-
formation, and postal addresses, male participants were
more likely to share credit cards, phone numbers, postal
addresses, and religion, certain age groups shared specific
items like gender or sexual orientation, and frequent or
experienced users generally shared less.

1) High Sensitive: As shown in Figures 3, most of the
participants reported high discomfort sharing sensitive data
with LLM chatbots, particularly credit card numbers (94.8%),
social security numbers (91.4%), and phone numbers (82.8%).
Moderate discomfort was reported for computer information
(e.g., password) (80.9%), postal addresses (80.5%), and med-
ical information (70.0%). Participants were more comfortable
sharing less sensitive data such as income (28.8%), political af-
filiation (28.5%), sexual orientation (18.7%), religion (18.7%),
age (14.6%), race (12.4%), gender (11.2%), and education
(10.9%). Some participants also provided responses in the
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Fig. 3: Participant discomfort levels for sharing
sensitive personal data with LLM chatbots.

Fig. 4: Participant discomfort levels for sharing preference-
based personal data with LLM chatbots.

”Other” category, including statements such as “I wouldn’t
share anything with this”, “without my consent there won’t be
any data I can share with”, and “Maybe only data related to
intellectual property”. These quotes reflect participants’ cau-
tious and conditional approach to sharing personal information
with LLM chatbots.

Further, we conducted multiple regression analyses to ex-
plore the relationship between respondent characteristics and
the likelihood of sharing sensitive personal data. Participants
identifying as LGBTQ+ were more likely to disclose their
social security number (β̂ = 6.80, p = 0.037), income
(β̂ = 2.39, p = 0.022), computer information (e.g., password)
(β̂ = 0.19, p = 0.011), and postal address (β̂ = 0.40, p =
0.037). Male participants were more likely to disclose credit
card numbers (β̂ = 0.062, p = 0.029), phone numbers (β̂ =
0.36, p = 0.019), postal addresses (β̂ = 0.39, p = 0.022), and
religion (β̂ = 2.31, p = 0.039). Age predicted disclosure of
specific information: participants 55+ disclosed more income
(β̂ = 4.28, p = 0.029), gender (β̂ = 15.08, p = 0.004), and
race (β̂ = 5.75, p = 0.047), while those 35–44 disclosed
more sexual orientation (β̂ = 3.88, p = 0.027). Education
data type was associated with higher disclosure across most
age groups, including 25–34 (β̂ = 11.16, p = 0.029), 35–
44 (β̂ = 15.01, p = 0.021), 45–54 (β̂ = 18.51, p = 0.026),
55+ (β̂ = 53.95, p = 0.002), and LGBTQ+ individuals
(β̂ = 3.17, p = 0.040).

For postal addresses, participants who had the information
available were more likely to share it (β̂ = 7.05, p = 0.041),
while frequent daily sharers were less likely to disclose it
(β̂ = 0.059, p = 0.024). Those with less than six months
of experience sharing their full name were more likely to
do so (β̂ = 2.33, p = 0.038), while frequent full-name
sharers showed reduced disclosure (β̂ = 0.209, p = 0.036).
Prior experience consistently decreased sharing of computer
information across frequencies, including a few times per week
(β̂ = 0.070, p = 0.025), multiple times per day (β̂ = 0.089,
p = 0.042), once per day (β̂ = 0.024, p = 0.006), and rarely
(β̂ = 0.069, p = 0.017). Sharing email a few times per week
(β̂ = 0.210, p = 0.049) and gender information (β̂ = 0.086,
p = 0.034) was also less likely. Finally, prior experience in the
“Other” category reduced disclosure (β̂ = 0.011, p = 0.043).

2) Less Sensitive: For less privacy-sensitive preferences,
respondents were generally willing to share relationship-based

data such as favorite family member (35.3%), friend (30.5%),
and teacher (27.8%). In contrast, consumer or entertain-
ment preferences—like pet (18.0%), restaurant (13.2%), city
(12.8%), brand (11.7%), movie (8.3%), artist (8.3%), TV show
(7.1%), sport (6.8%), and snack (5.3%)—were less commonly
shared. Additionally, 3.0% selected ”Other” specifying that
they would not be comfortable sharing any data with LLM
chatbots at all. In general, 68.0% of the respondents were com-
fortable sharing some personal preferences, while a substantial
portion (59.4%) indicated that they would not hesitate to share
any of the less sensitive data provided (see Figure 4).

In contrast to high sensitive personal data, here, demo-
graphic variables and prior experience did not significantly
predict disclosure of less sensitive information. Slightly lower
sharing by LGBTQ+ participants and older adults was not sta-
tistically significant (p > 0.1). Although some frequent users
showed marginally higher odds of sharing certain personal data
items, these effects were generally nonsignificant. Technical
experience and confidence levels also did not significantly
influence sharing behavior (p > 0.1).

V. DISCUSSION

In this section, we discuss the key insights from our study,
highlight its originality, provide recommendations, and outline
its limitations to guide future research.

A. Perceived Risks vs Protective Actions
Users need to understand the privacy risks of LLM chatbots

and manage their privacy, either by being informed of current
risks (e.g., notices, policies) or by setting their own preferences
[69], [70]. Yet, as in traditional online privacy [71], [65],
a gap often exists between users’ privacy intentions and
their actual behavior—a phenomenon widely discussed as
the privacy paradox, where individuals express concern about
privacy but fail to enact corresponding protective actions due
to limited awareness, perceived complexity, or trade-offs with
convenience and utility [72], [73].

First, the survey showed that many U.S. LLM chatbot
users are not fully well-informed by privacy policies. This
limited understanding affects users’ ability to make informed
privacy choices and manage their data effectively [74]. The
combination of limited knowledge, uncertainty, and reliance
on complex policies underscores the need for more accessi-
ble, actionable privacy guidance to empower users in safely

9



navigating interactions with LLM chatbots. Extensive research
across both AI and non-AI contexts—such as online behav-
ioral advertising, the Internet of Things, and smart home
technologies—similarly finds that complex or abstract policy
disclosures may increase general privacy awareness without
enabling concrete protective actions, thereby reinforcing the
gap between expressed concern and actual behavior. The
combination of limited knowledge, uncertainty, and reliance
on complex policies underscores the need for more accessi-
ble, actionable privacy guidance to empower users in safely
navigating interactions with LLM chatbots. Second, although
participants expressed discomfort interacting with LLM chat-
bots and showed privacy sensitivity, many were uncertain how
to manage their privacy effectively and lacked clear knowledge
of protective measures. Consequently, U.S. users showed un-
certainty about adjusting privacy settings or controlling their
data, even when aware of potential risks. Here, privacy loss
may also be implicitly perceived as an acceptable trade-off for
the utility and convenience of LLM chatbots.

We contribute to the literature by showing that, for U.S.
LLM chatbot users, this uncertainty reveals a critical gap
between privacy awareness and actionable understanding:
users may recognize risks but remain unsure—or unaware of
how—to protect themselves effectively. These findings call
special attention for LLM chatbot ecosystems that pair privacy
awareness with clear, usable controls that support informed
and actionable privacy management.

B. Extending Legally Defined PII

Users’ selective approach to sharing personal data with
LLM chatbots reflects a sophisticated, context-dependent ne-
gotiation of privacy rather than a simple binary of willing
or unwilling disclosure. Even data that is conventionally
considered “less sensitive”, such as favorite family members,
friends, or teachers, can reveal patterns that inadvertently
expose users’ identities or correlate with sensitive information,
creating subtle vulnerabilities. U.S. LLM chatbot users in this
study were more willing to share these preference-based items
than regulatory-defined personal data types like social security
numbers or credit cards, reflecting a gap between lived privacy
practices and formal PII definitions. Regulatory frameworks
often focus on a narrow set of identifiers, overlooking the
ways seemingly innocuous information can be aggregated or
cross-referenced to infer identity, preferences, or behaviors.
In the context of LLM chatbots, which can process and
connect diverse data types in ways traditional web services
cannot, this creates heightened exposure risk. We emphasize
that it is important not to rely solely on legally defined PII.
Privacy safeguards should also consider what users perceive
as low-risk, extending protection to all forms of personal data,
since even seemingly innocuous information can be used for
profiling, identity inference, or other unintended purposes.

C. Consistent Privacy Concerns but High User Vulnerability

Consistent with prior research on traditional online privacy
[75], [76], this study found that users aged 35–44 and 55+

reported lower perceived risk compared to younger users aged
18–24 when interacting with LLM chatbots. This age group
may be slower to adopt new technologies [77], [78] and often
has limited knowledge about technological risks [79], which
can make them more vulnerable and less equipped to protect
themselves from potential threats [80]. Despite this limited
awareness, they still express privacy concerns regarding LLM
chatbots, often framing these concerns in terms of traditional
online privacy rather than recognizing the unique risks and
harms posed by this emerging technology [61], [22], [23].

In addition, the study showed that LGBTQ+ users perceive
lower risks than heterosexual users when interacting with
LLM chatbots. Historically, LGBTQ+ individuals face unique
vulnerabilities both online and offline, and are often driven
to seek more privacy [81] due to societal stigmatization,
discrimination, and identity-related risks [82], [83], [84], [85].
From a legal perspective, the overturning of Roe v. Wade [86]
not only represents a regression in reproductive rights but also
signals potential weakening of privacy protections related to
personal identity and autonomy under the Fourteenth Amend-
ment—protections that have historically supported landmark
LGBTQ+ rulings such as Obergefell v. Hodges (same-sex
marriage) [87] and Lawrence v. Texas (decriminalization of
homosexuality) [88]. Although these legal developments might
suggest heightened privacy risk for marginalized communities,
our study found that LGBTQ+ participants reported lower
perceived risk when using LLM chatbots. This apparent
discrepancy may reflect increased familiarity with privacy
practices, proactive privacy behaviors, or trust in technology-
mediated interactions, highlighting the need to consider both
structural legal context and individual user experiences when
interpreting perceived privacy risk.

D. Usage Frequency and Confidence as Privacy Risk

This study is the first to demonstrate how these user
attributes affect privacy perceptions and practices, highlighting
the need for LLM chatbots to address diverse user vulnerabil-
ities and informing future research on these critical issues.
The quantitative findings indicate that U.S. LLM chatbot user
privacy is strongly influenced by users’ chatbot literacy, expe-
rience, and confidence. Lower familiarity or self-efficacy can
reduce sensitivity to privacy risks, whereas frequent interaction
and greater confidence enhance awareness and management
of these concerns. Users with over three years of experience
generally show stronger privacy awareness, and daily use is
linked to greater comfort in handling the system.

E. Recommendations

Based on our findings, we offer actionable recommendations
(1) to guide privacy-enhancing technologies for LLM chatbots
and (2) to inform related policy and governance frameworks.

1) Privacy Tech in LLM Chatbots: As our study under-
scored, ensuring user privacy in LLM-based chatbots requires
a multi-layered approach that goes beyond traditional online
privacy practices. Interaction-level privacy measures should
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incorporate context-aware and dynamic decision-making, al-
lowing the system to adapt responses based on user behavior,
session history, or the sensitivity of disclosed information.

We therefore recommend that privacy technology practition-
ers: (1) develop mechanisms that account for varying levels of
user understanding and provide clear, actionable options for
informed consent, recognizing that users may be uncertain,
misinformed, or influenced by manipulative cues at any point
before, during, and after LLM interactions, as risks can arise
continuously; (2) implement privacy-sensitive, reward-based
language models that can provide adaptive disclosure warn-
ings or proactive redaction suggestions, reinforcing privacy-
preserving behaviors by giving positive feedback or incentives
when users share information safely; and (3) develop differ-
entiated privacy-preserving technologies for LLMs—tailored
to user culture-sensitive behavior and interaction context
[89], [60]—that provide nuanced protection, such as dynamic
masking, context-sensitive data retention, and time-sensitive
intervention to mitigate leakage risks at all stages of user-
LLM interactions, accounting for the continuous and evolving
nature of potential threats.

2) Policy Governance Implications: Ensuring privacy in
LLM chatbots requires adherence to a complex web of le-
gal frameworks, including U.S. federal and state laws and
international regulations such as the EU’s GDPR and AI Act.
In the U.S., developers also need to navigate a patchwork
of state statutes such as CCPA/CPRA each with differing
definitions of personal or sensitive data, consent requirements,
and enforcement mechanisms. Adding to this complexity, as
mentioned in §I, executive actions under recent administra-
tions, such as deregulatory orders promoting AI adoption [31],
create further uncertainty by shifting federal priorities and
enforcement stances.

In the context of uncertain regulatory governance and com-
pliance, our study also revealed that many U.S. end users
of LLM chatbots demonstrate limited privacy literacy and
awareness. While most of the regulations such as GDPR
and CCPA emphasize transparency, notice, and consent, they
largely assume that users can understand disclosures and
meaningfully exercise available rights. Our results suggest that,
in practice, users may struggle to interpret privacy policies
or translate regulatory protections into effective control over
their data. This gap between formal compliance and practical
usability indicates that current regulatory approaches may
be insufficient for supporting informed, user-centered privacy
management in conversational systems.

While regulatory frameworks vary across jurisdictions,
developers can further mitigate uncertainty by adopting a
standardized governance approach aligned with the strictest
common requirements and consensus on best practices. Such
measures help maintain long-term protection, allowing LLM
systems to safeguard user privacy even amid shifting laws
and executive priorities. Policies for LLM chatbots should
specifically move beyond static regulation-forced consent and
implement adaptive privacy measures that respond to evolving
user input and interaction context. Also, cognitive biases,

cultural norms, and fairness to prevent privacy discriminatory
outcomes are needs to be acknowledged in the LLM policies.

Thus, we recommend that organizational policy and gover-
nance strategies for LLM chatbots ensure consistent, proactive
management of user privacy by including: (1) mandating the
deployment of technical safeguards (specifically, this can be
done by governing automated personal-data detection and
removal, role-based access controls, and robust identity and
access management practices) and requiring that these safe-
guards be integrated with user-centric interface elements that
clearly communicate ethical user data-management rights at
every point of interaction; (2) implementing tiered disclosure
controls, contextual privacy nudges, and non-manipulative and
clear consent or non-consent options in the user interface;
and (3) establishing adaptive, time- and manipulation-sensitive
policy mechanisms that provide transparent feedback on data
usage and the potential consequences of information sharing
for both end-users and the organization.

F. Limitations and Future Work

While our study offers valuable insights into users’ pri-
vacy sensitivity, awareness, and comfort with LLM chatbots,
it has several limitations. We did not differentiate between
text-based, voice-based, or multimodal systems, nor among
different chatbot vendors, which may involve distinct privacy
challenges and user experiences. In addition, the survey instru-
ment relied on participants’ own interpretation of the chatbot
term which may have varied across respondents depending on
their prior experience and familiarity with different systems.
Such variation in interpretation could have influenced how
participants understood and responded to survey items, thereby
affecting the consistency of the measurements. Our sample
was geographically limited, and self-reported measures may
be affected by recall bias, social desirability, or misunderstand-
ings. In particular, survey items related to privacy control may
capture participants’ self-perceived sense of control rather than
their actual privacy-related behaviors. Although the survey was
carefully designed and pre-tested, some constructs, such as
perceived privacy risk, may require further validation. Real-
world interactions with LLM chatbots might yield different
results, so participants’ reported attitudes may not fully reflect
actual behavior. Despite these limitations, this study con-
tributes to understanding privacy sensitivity in LLM chatbot
use and lays the groundwork for more inclusive, privacy-
conscious chatbot design.

Future work could consider conducting studies with larger,
more diverse samples, especially targeting groups that may
have unique privacy concerns, such as children, older adults, or
marginalized communities. Longitudinal studies are also rec-
ommended to understand how users’ privacy concerns evolve
as they gain more experience with LLM chatbot systems.
Additionally, qualitative studies (e.g., interviews or ethnogra-
phies) could complement vignette-based survey approaches by
providing richer insights into users’ nuanced experiences and
perceptions.
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VI. CONCLUSION

Surveying 267 U.S. LLM chatbot users, we found generally
low awareness of privacy policies, with slight differences by
gender, usage frequency, and technical experience (RQ1), and
moderate concerns about data handling, particularly among
younger, less experienced, and frequent users (RQ2). Engage-
ment with privacy settings was mixed, with frequent users
more likely to adjust settings while demographics and expe-
rience had little effect (RQ3). Comfort with sharing personal
data was generally low and influenced primarily by prior chat-
bot experience (RQ4), with participants cautious about highly
sensitive information such as credit card numbers and social
security numbers, but more willing to share less sensitive
preference- or relationship-based data (RQ5). Ultimately, our
findings highlight how experience and perceived risk shape
privacy behavior, provide actionable guidance for designing
privacy-aware LLM chatbots, and establish a baseline for
future U.S.-focused and cross-cultural research.
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A. APPENDIX

A. Recruitment Letter

Dear all,
We are writing to invite you to participate in our survey.

You are eligible to participate in our study if you are
• 18 years of age or older,
• currently reside in the United States, and
• have prior experience with an LLM chatbot.
Your contribution is critical to our research. Completing the

survey will take approximately 10 minutes, and you can access
it via the following link: [Survey Link]

Compensation: There will be no compensation.
Participating in research is voluntary. This research has been

approved by Indiana University Bloomington IRB: #22235.
Contact Information: For questions about this study, contact

Indiana University Bloomington.
Thank you so much for your support and cooperation.
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B. Survey Questionnaire
Informed Consent Statement. Thank you so much for your
interest in participating in this study. In this survey, you are
being asked to participate in a research study. This survey
is voluntary and confidential, and you may withdraw your
participation at any time by exiting the survey. You are being
asked to participate in a research study focused on user privacy
concerns in LLM chatbot systems. These systems are computer
programs designed to engage in natural language conversations
with users through written or typed messages. Their primary
objective is to establish conversations with users, prioritizing
engagement over specialized task assistance. There will be no
connection to you personally in the analysis of survey data or
future publications based on this research. Your participation in
this research study involves completing a short questionnaire
regarding your prior experience and interactions with these
systems. More details are provided in the next section. You
may participate in this study if you are aged 18 or older,
live in the United States, are proficient in English, and have
prior experience with a LLM chatbot system. If you decide
to participate in this study, a reasonably foreseeable risk or
discomfort involves the potential breach of confidentiality and
privacy. Upon successful completion, you will be directed to
a page where you can choose whether to take part in the
subsequent study. There, you can enter your email address
and indicate your interest in participating in the next phase of
the study.
DETAILED INFORMATION ABOUT THIS RESEARCH
STUDY: In addition to the above information, the following
paragraphs offer more detailed information about this study.
PURPOSE OF THE STUDY: The purpose of this study is to
explore the privacy issues and challenges that users face when
interacting with LLM chatbot systems. The study also evalu-
ates how personas of LLM chatbot influence users’ perceptions
and decision-making regarding privacy and security.
TIME COMMITMENT: Participation in this study is expected
to last approximately 15 minutes, depending on the depth of
your responses.
STUDY PROCEDURES: The survey will consist of questions
about your prior experience with LLM chatbot systems. The
survey will also ask you to report your gender, sexual orien-
tation, education level, age, race, income level, and political
affiliation, as well as potentially other similar demographic
information.
POSSIBLE BENEFITS: While there are no direct benefits to
the participants in this study, results may help practitioners and
researchers better understand user privacy harms and risks in
LLM chatbot and develop mitigation strategies.
POSSIBLE RISKS/DISCOMFORTS: Participation in this on-
line survey involves risks to confidentiality similar to a per-
son’s everyday use of the internet, including potential breaches
of confidentiality. Study data will be physically and elec-
tronically secured by the research team. Despite safeguards,
the use of electronic data storage entails some risk of data
security breach. You have the right to withdraw from any study
procedures at any time without penalty. If you experience

excessive discomfort, you may stop participating at any time
without penalty. While the researchers will try to prevent any
problems, unforeseeable risks may exist.
COMPENSATION: There will be no compensation.
CONFIDENTIALITY: Efforts will be made to keep your
personal information private. All electronic data collected
will be stored on secure platforms protected by two-factor
authentication and accessible only by the researchers. Data
will be stored for at least three (3) years after the study.
Results may be published or presented without identifying
you. Data may be used for future research not described here.
Absolute confidentiality cannot be guaranteed, but every effort
will be made to protect your information as permitted by law.
Your personal information may be shared outside this study if
required by law or for quality assurance, including with institu-
tional review boards or state/federal agencies as allowed. This
research uses Qualtrics software, subject to Qualtrics’ privacy
policies: https://www.qualtrics.com/privacy-statement/.
CONTACT INFORMATION FOR QUESTIONS ABOUT
THE STUDY: For questions about the study, contact co-
PI Indiana University Bloomington. Questions about your
rights or complaints may be directed to Indiana University
Bloomington Institutional Review Boards at Indiana Univer-
sity Bloomington.

Please select your choice below. Clicking on the “Agree”
button indicates that you:

• have read the above information,
• voluntarily agree to participate, and
• are 18 years of age or older.

Agree Do Not Agree

Skip to End of Survey if answer is Do Not Agree.
LLM chatbots5 are computer programs designed to engage

in natural language conversations with users through written
or typed messages. Their primary objective is to establish con-
versations with users, prioritizing engagement over specialized
task assistance.

According to the above definition, have you had an experi-
ence interacting with a LLM chatbot?
□ Yes
□ No
Skip to End of Survey if answer is No.

How well can you speak and understand English?
□ I am a native speaker of English
□ I am proficient in spoken and written English in an

academic context or at work
□ I am comfortable with everyday conversations in English
□ I can speak and manage simple conversations in English
□ Not well
Skip to End of Survey if answer is ”I can speak and manage

simple conversations in English” or ”Not well”.
Do you live in the United States?

5In the survey, this term was presented to participants as “conversational
text-based AI chatbots” to assess their perceived understanding throughout
the survey.
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□ Yes
□ No
Skip to End of Survey if answer is No.

What gender do you identify as?
□ Female
□ Male
□ Transgender Female
□ Transgender Male
□ Non-binary
□ Agender
□ Gender-fluid
□ Other (please specify):

How do you describe your sexual orientation?
□ Heterosexual or straight
□ Gay, lesbian, or homosexual
□ Bisexual
□ Pansexual
□ Demisexual
□ Asexual
□ Queer
□ Other (please specify):

What is the highest degree or level of school you have
completed?

□ Less than a high school diploma
□ High school or equivalent
□ Some college
□ Associate’s degree
□ Bachelor’s degree
□ Master’s degree
□ Professional degree or doctoral degree
□ Other (please specify):

What is your age?
□ 18–24
□ 25–34
□ 35–44
□ 45–54
□ 55–64
□ 65+

How long have you been using LLM chatbot?
□ Less than 6 months
□ 6 months to 1 year
□ 1 to 3 years
□ More than 3 years
□ Never used
Skip to End of Survey if answer is Never used.

To what extent do you feel confident in your technical skill-set
when interacting with LLM chatbot?

□ Not confident at all
□ Slightly confident
□ Moderately confident
□ Very confident
□ Extremely confident

How frequently do you interact with LLM chatbot?

□ Multiple times a day
□ Once a day
□ A few times a week
□ A few times a month
□ Rarely
□ Never

To what extent do you agree or disagree with the following
statements?
(1) Strongly disagree, (2) Disagree, (3) Neutral, (4) Agree, (5)
Strongly agree

I feel well-informed about privacy measures and data handling
practices of LLM chatbots before starting to use it.
□ □ □ □ □

I review the privacy policy or terms of service provided by
LLM chatbots.
□ □ □ □ □

I am concerned about the potential privacy risks associated
with interacting with LLM chatbots.
□ □ □ □ □

I am confident that my personal data is handled securely and
responsibly by LLM chatbots after our interaction.
□ □ □ □ □

LLM chatbots always explain how they use and store the
information I provide during the conversation.
□ □ □ □ □

LLM chatbots respect my privacy by not asking for unneces-
sary personal information during the interaction.
□ □ □ □ □

LLM chatbots demonstrate a commitment to safeguarding my
privacy after the interaction has ended.
□ □ □ □ □

LLM chatbots successfully balance user experience with pri-
vacy considerations throughout the entire interaction process.
□ □ □ □ □

How likely are you to review or adjust your privacy settings
related to a LLM chatbot after concluding the conversation?
□ Very likely
□ Likely
□ Neutral
□ Unlikely
□ Very unlikely

How comfortable are you with sharing personal information
with LLM chatbot?
□ Very uncomfortable
□ Somewhat uncomfortable
□ Neutral
□ Somewhat comfortable
□ Very comfortable

Which of the following types of personal information are you
most hesitant to share with LLM chatbots? (Select all that
apply)
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□ Social security number
□ Credit card number
□ Phone number
□ Income
□ Medical information
□ Postal address
□ Full name
□ Computer information (e.g., device ID, IP address, pass-

word)
□ Age
□ Email address
□ Gender
□ Sexual orientation
□ Education
□ Political affiliation
□ Religion
□ Race
□ Social media profiles
□ None of them
□ Other (please specify):

Which of the following types of personal information are you
most hesitant to share with LLM chatbots? (Select all that
apply)

□ Favorite snack
□ Favorite TV show
□ Favorite movie
□ Favorite pet
□ Favorite sport
□ Favorite brand
□ Favorite restaurant
□ Favorite city
□ Favorite artist
□ Favorite friend
□ Favorite family member
□ Favorite teacher
□ None of them
□ Other (please specify):

Thank you for your participation!
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