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Abstract—Generative AI has enabled the large-scale produc-
tion of photorealistic synthetic sexual imagery, yet prior work
on non-consensual intimate imagery and deepfakes has focused
mostly on underground forums and dedicated nudification tools.
In this paper, we investigate whether these services have moved
into mainstream gig marketplaces, where they benefit from larger
user bases and higher trust.

We present the first systematic study of sexually explicit
AI generation services (often advertised as AI NSFW services)
on a major freelance marketplace, Fiverr. We discover these
listings by employing a range of sampling approaches, including
keyword searches, sitemap analysis, and snowball sampling, and
confirm that they are sexually explicit through an LLM classifier.
Through this process we identify 593 AI-enabled NSFW gigs. We
also collect a set of control groups from other AI and non-AI
categories (n=1,028). We use an LLM to extract each gig’s risk
indicators, advertised tools, platform targets, pricing, and seller
attributes.

Our results reveal a rapidly emerging market with new NSFW
service freelancers joining at consistently higher rates than any
other group we observed (74.9% of NSFW sellers joined in 2025).
Within the NSFW segment, 82.8% expose deepfake-enabling
features and 87.6% violate Fiverr’s policies on pornography
and deepfakes. We also uncover a new type of service, not
previously documented: custom sexually explicit LoRA/model
training. Sellers disproportionately target downstream platforms
such as OnlyFans (54.2%), Instagram (29.5%), and Fanvue
(24.1%). For the usable security and privacy community, our
results reframe abuse-enabling generative AI as a mainstream
problem rather than a dark corner of the Internet.

I. INTRODUCTION

Generative AI tools like Stable Diffusion [1], ComfyUI [2],
and LoRA fine-tuning [3] have enabled the generation of
hyper-realistic, highly personalized imagery at extremely low
cost. For some users, this is a story about creative empow-
erment: AI-assisted illustration, avatar design, and content
workflows. But the same tools also enable new avenues
of online harm at scale: non-consensual synthetic intimate
imagery (NSII), synthetic persona fraud, and cross-platform
manipulation. Recent work identifies deepfake pornography

and NSII as a distinct class of AI-driven privacy exposure and
distortion harms [4].

Crucially, these capabilities no longer live only in under-
ground forums or bespoke “nudification” apps. The landscape
has evolved through multiple waves of enforcement and mi-
gration. Early standalone tools like DeepNude shut down in
June 2019 after viral backlash [5]. Dedicated sexual-deepfake
platforms like MrDeepFakes—which Han et al. characterize
as operating a structured five-year marketplace with seller
reputations and custom-order systems [6]—faced mounting
pressure from service providers and legislators. In May 2025,
just days after Congress passed the “Take It Down Act” [7]
criminalizing non-consensual intimate imagery distribution,
MrDeepFakes announced permanent shutdown after a critical
service provider terminated support [8]. Yet experts feared that
these communities will re-emerge somewhere else. Our paper
investigates this question: has enforcement against dedicated
deepfake platforms pushed these services to reappear as
commercial gigs on general-purpose freelance marketplaces?

Most research on deepfakes and image-based sexual abuse
has focused on exceptional spaces: dark web markets [9],
[10], specialized nudification services like DeepNude [5] and
the broader nudification application ecosystem [11], dedi-
cated sexual-deepfake platforms like MrDeepFakes [6], and
abuse communities operating through Telegram channels and
semi-closed websites [12], [13]. In this prevailing research
paradigm, harmful capability is “elsewhere”: visible to inves-
tigators, perhaps, but not part of everyday online work.

However, we lack a systematic understanding of whether
and how abuse-enabling AI services are embedded directly
into the same gig marketplaces where benign AI services
are offered. In this paper, we study how AI-enabled NSFW
content services are commercialized on a popular mainstream
gig platform, Fiverr. We focus on Fiverr because it combines
(1) a supply-driven marketplace where sellers publicly adver-
tise fixed-price “gigs”; (2) rich, publicly visible data about
services, pricing, and seller attributes; and (3) Terms of Service
that explicitly prohibit adult and sexually explicit content and
separately forbid deepfakes, impersonation, and other forms of
deceptive synthetic media [14], [15]. Fiverr’s scale also makes
it an important site for studying commercialized AI-enabled
NSFW services: the platform reports 3.5 million active buyers,
700+ service categories, and over $1.1 billion in annual gross
merchandise value [16]. Taken together, these features make
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Fiverr an unusually revealing vantage point for examining
how AI-enabled NSFW content emerges and persists within
mainstream commercial platforms.

Our user-focused study asks the following key research
questions about AI-enabled NSFW content on Fiverr:

• RQ1 (Prevalence): How prevalent and economically
successful are NSFW AI gigs on Fiverr?

• RQ2 (Capabilities): What technical and commercial
capabilities do these AI-enabled NSFW services offer,
and how do these relate to harms ranging from basic ToS
violations to enabling non-consensual intimate imagery
and cross-platform abuse?

• RQ3 (Market Structure): How do NSFW AI services
differ from mainstream gigs in terms of growth, revenue
concentration, technology choices, and geography?

To answer these questions, we perform a comprehensive
dual-track measurement study of Fiverr. We collect and an-
alyze 1,838 service listings using a sampling design that
emulates user searches for AI and NSFW services. The first
track uses NSFW-targeted keyword searches (21 query variants
such as “AI NSFW,” “AI OnlyFans,” and euphemistic terms
like “spicy AI content”), yielding 810 resulting gigs. After
validation, we find that 73.2% of these gigs (n=593) contain
confirmed NSFW content (“NSFW gigs”). The second track
samples four mainstream categories surfaced through Fiverr’s
own taxonomy: AI Artists (n=266), AI Avatar Design (n=249),
AI Image Editing (n=228), and a non-AI Logo Design control
(n=285). Our dual-track approach lets us compare mainstream
and NSFW AI services and assess whether AI-enabled adult
content is ambient across AI offerings or concentrated in
a distinct segment reached through targeted searches. We
then apply a structured content analysis pipeline assisted by
Large Language Models (LLMs) to extract 47 fields per gig
(titles, descriptions, package details, and visible metadata).
The schema captures features such as service type (e.g., AI
influencer creation, LoRA training); technology stack (e.g.,
Stable Diffusion, Midjourney); target downstream platforms
(e.g., OnlyFans, Instagram, Fanvue, TikTok); risk indicators
(e.g., deepfake risk, platform policy violation); and commer-
cial metrics (prices, reviews, seller level, join date, country).
To assess reliability, we manually validate a stratified sample
of 200 gigs (100 NSFW, 100 SFW).

Our findings show that Fiverr’s AI content ecosystem is bi-
furcated, with sharp structural differences between mainstream
and NSFW AI-enabled gigs. While 73.2% (593 of 810) of
NSFW-targeted searches resulted in AI-enabled NSFW gigs,
we also found that 3.1% of all gigs surfaced in mainstream
AI categories are also AI-enabled NSFW gigs. This pattern
indicates that AI-enabled adult content is discoverable but
contained, concentrated in a well-defined NSFW segment and
in specific “boundary” categories where avatar and influencer
work blur into sexualized services.

Within the NSFW gigs segment, we document three esca-
lating tiers of concern that matter directly for governance. At
the first tier (policy violations), 87.6% of NSFW gigs contain
explicit AI-enabled adult content that violates Fiverr’s stated

prohibitions. At the second tier (abuse-enabling capabilities),
82.8% of NSFW gigs expose deepfake-enabling features such
as face swaps, reference-photo-based generation, or custom
model creation; 20.7% explicitly offer custom LoRA or model
training; and 1.4% require reference photos of real individ-
uals. As demonstrated in our case study of an NSFW gig
from our dataset (§IV), these configurations can be used
to generate non-consensual synthetic intimate imagery from
client-supplied reference photos. At the third tier (downstream
platform harms), NSFW gigs are explicitly optimized for
other downstream platforms: 54.2% mention OnlyFans, 29.5%
Instagram, 24.1% Fanvue, and 8.6% TikTok, positioning Fiverr
as an upstream supplier of synthetic persona content that may
violate downstream community standards.

We also find that the NSFW segment is not just different
in what it offers, but in who participates and how value is
distributed. NSFW sellers are entering the market far more
quickly than mainstream AI providers: 74.9% of NSFW sellers
joined Fiverr in 2025, compared to 28.0% in mainstream
categories, a 2.7× higher new-entrant rate. Revenue is highly
unequal: NSFW gigs show a Gini coefficient of 0.83, with
the top 10% of sellers capturing 60.7% of estimated revenue,
compared to 0.72–0.76 in mainstream categories. Techno-
logically, NSFW gigs invert mainstream preferences: while
AI Artists heavily favor Midjourney (47.4%) with Stable
Diffusion as secondary (21.1%), NSFW gigs favor Stable
Diffusion (24.3%) and toolchains like ComfyUI (12.6%) and
Runway ML (12.4%), with Midjourney mentioned in only
4.2% of NSFW listings and DALL-E in 0.5%. We note that
the tools used heavily by NSFW gig sellers are primarily
open and locally controllable, thereby being less constrained
by platform-level content moderation. Geographically, main-
stream categories match Fiverr’s typical South-Asian-heavy
distribution (e.g., Pakistan 26.7–36.5%, Bangladesh up to
23.7%) [16], whereas NSFW services are disproportionately
Western: the United States (14.3%) and United Kingdom
(12.8%) together account for 27.1% of NSFW sellers, nearly
double the mainstream Western share.

Contributions. This work makes the following contribu-
tions to the usable security and privacy analysis of AI-enabled
NSFW content in mainstream gig platforms:

1) We present the first systematic prevalence and character-
ization study of adult-oriented AI content services on a
mainstream gig marketplace, Fiverr, showing that abuse-
enabling capabilities exist despite potentially violating the
platform’s Terms of Service.

2) We characterize NSFW gigs along three escalating
tiers of concern—ToS-violating content (87.6%), NSII-
enabling capabilities (82.8% deepfake-enabling, 20.7%
custom model training), and downstream platform harms
(59.0% targeting platforms like OnlyFans and Insta-
gram)—providing a more nuanced analysis than binary
“harmful/not harmful” classifications.

3) We reveal systematic structural differences between
NSFW and mainstream segments in technology adoption,
highlighting how open-source and locally controllable
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tools are preferentially used to circumvent content re-
strictions while leveraging the legitimacy of mainstream
infrastructure.

4) We show that AI-enabled NSFW gigs are growing over
time at a faster rate than mainstream AI gigs and that AI-
enabled NSFW content are concentrated in revenue, with
average pricing similar to that of mainstream AI-based
gigs.

Together, these contributions recast adult AI services not
only as an external “dark” ecosystem, but as a set of abuse-
enabling capabilities woven into mainstream marketplaces that
ordinary users and creators already trust. For usable security
and privacy, this shifts the challenge from merely detecting
harmful websites to designing discovery flows, moderation
tools, and policy interventions that reflect how people actually
encounter, commission, and govern AI-generated intimate im-
agery in practice. The success of our approach suggests that
LLM-assisted classification may not only help with discover-
ing AI-based NSFW content, but also in content moderation,
as supported by previous work [17]. We hope our work
encourages the continued monitoring of AI-enabled abuse on
mainstream gig platforms.

II. BACKGROUND & RELATED WORK

In this section, we situate our work at the intersection of
deepfakes and non-consensual synthetic intimate imagery as
forms of image-based sexual abuse and the broader commer-
cialization of deepfake and AI-enabled abuse-as-a-service.

A. Deepfakes, NSII, and Image-Based Sexual Abuse

Deepfakes—AI-generated synthetic media that transplant a
person’s face or likeness into fabricated images or videos—
have become a central vector for image-based sexual abuse.
Early investigations reported that roughly 96% of deepfake
videos circulating online in 2019 were pornographic and
overwhelmingly targeted women without consent [13]. Sub-
sequent legal and socio-technical scholarship has framed non-
consensual deepfake pornography as a form of image-based
sexual abuse (IBSA), emphasizing the gendered, enduring, and
networked nature of the harm [18], [19].

Recent empirical work has shifted from anecdotal case
studies to population-level measurement. Umbach et al. pro-
pose the term non-consensual synthetic intimate imagery
(NSII) and, using a survey of over 16,000 respondents in
ten countries, estimate that 2.2% of respondents report NSII
victimization and 1.8% report perpetration [20]. Their findings
show that synthetic intimate abuse is already non-trivial in
prevalence and persists even in jurisdictions that have enacted
specific NSII legislation. Flynn et al. similarly document
“sexualized deepfake abuse,” analyzing perpetrator and victim
perspectives on the motivations, targets, and dynamics of
non-consensually created and shared sexualized deepfake im-
agery [21]. These studies situate deepfake pornography within
broader patterns of technology-facilitated sexual violence and
highlight that women, public figures, and marginalized groups
are disproportionately targeted.

The regulatory landscape is evolving but fragmented. Many
jurisdictions have updated IBSA frameworks or introduced
deepfake-specific provisions, yet gaps remain. In the United
States, nearly all states now have some form of non-consensual
intimate image law, with a growing subset explicitly address-
ing sexual deepfakes. At the federal level, the 2025 “Take
It Down Act” criminalizes the knowing distribution of non-
consensual intimate images, including AI-generated deepfakes,
and imposes removal obligations on platforms within strict
time frames [7]. Policy analyses warn that such frameworks
simultaneously expand remedies for victims and raise concerns
about over-removal and reliance on automated filters [22].
Overall, this line of work establishes that deepfake pornog-
raphy and NSII are recognized, gendered harms, but focuses
primarily on end-user victimization and legal remedies rather
than the commercial infrastructures that make abuse scalable.

B. Commercialization of Deepfake and AI Abuse-as-a-Service

A growing body of research examines the commodification
of deepfake and AI-enabled abuse. Technical reports already
note a shift from hobbyist experimentation to “marketplace
services,” in which individual deepfake creators advertise
custom video fabrication on forums and semi-closed web-
sites [13]. Subsequent industry and academic reports have
traced the emergence of deepfake services in underground
forums, Telegram channels, and dedicated sexual-deepfake
platforms, documenting price structures, target demographics,
and specialization (e.g., face-swaps, “nudification,” and voice
cloning) [9], [10], [12].

Most recently, Han et al. conduct a large-scale measurement
of the MrDeepFakes ecosystem, combining forum data and
video attributes to characterize buyers, sellers, and targets
over five years [6]. They show that sexual deepfakes form a
structured marketplace with repeat sellers, reputation systems,
and explicit price lists. However, prior work largely focuses on
underground or single-purpose sexual-deepfake communities.
Established research on gig-economy platforms such as Fiverr,
Upwork, and other labor markets has examined phenomena
like crowdturfing, scams, and labor precarity [23]–[25]. Yet,
apart from anecdotal observations, there is little systematic
evidence on how mainstream freelance marketplaces host
abuse-enabling generative AI services, particularly those that
can facilitate NCII. Our work addresses this gap by treating
Fiverr as a supply-driven marketplace where sellers openly
advertise AI services, allowing a measurement of AI-enabled
NSFW content in plain sight.

C. Platform Governance, Cross-Platform Harm, and Genera-
tive AI

The governance of generative AI abuse on mainstream
platforms intersects with broader debates on online safety,
integrity, and platform accountability. SoK-style work on
hate, harassment, and online abuse highlights how platforms
struggle to adapt legacy moderation tools to new modalities,
including deepfakes and synthetic media [26], [27]. Policy
and integrity organizations warn that generative AI accelerates
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the commodification of harmful content, enabling scalable
harassment, intimate privacy violations, and synthetic persona
fraud that cut across platform boundaries [28].

Cross-platform harm is a central challenge: services on one
platform are explicitly designed for deployment on another.
NSFW and deepfake gigs commonly advertise content “for
OnlyFans” or “for Instagram,” making gig marketplaces up-
stream suppliers of downstream Terms-of-Service violations.
This multi-platform, multi-actor pipeline sits in a regulatory
gray zone, where synthetic adult content may be lawful but
still enables non-consensual or abusive uses.

At the enforcement level, platforms rely heavily on au-
tomated moderation, typically keyword filters and nudity
classifiers. These systems perform poorly when signals are
euphemistic, concealed, or cross-modal (e.g., benign text
paired with explicit images), limiting their ability to detect
AI-enabled abuse.

Franco et al. argue that LLMs can be integrated into
the moderation stack to provide context-aware classification,
explainability, and improved communication with users [29].
Kumar et al. systematically evaluate GPT-3.5 and other mod-
els on multiple platform policies, showing that LLMs can
approach or match human moderator performance on many
text-only tasks, while also revealing inconsistencies and policy
interpretation drift [17]. OpenAI reports promising results
using GPT-4 to implement policy-as-prompt style moderation,
enabling more consistent labeling and faster policy iteration
than hand-engineered rules [30]. Beyond text, multimodal
large language models (MLLMs) are increasingly evaluated
for safety on images and text combined. Liu et al. review
attacks and defenses for MLLM safety, highlighting that
adversaries can exploit both modalities (e.g., benign text plus
adversarial images) to bypass safeguards [31].

D. Summary

Overall, prior work establishes that (1) deepfake pornogra-
phy and NSII are pervasive, gendered forms of image-based
sexual abuse, increasingly recognized in law and policy [13],
[20], [21]; (2) deepfake and AI-enabled abuse have evolved
into a service economy, from underground forums to special-
ized sexual-deepfake platforms [6], [9], [12], [13]; and (3)
LLM-based moderation offers promising but still contested
tools for enforcing platform policies at scale [17], [29], [30].
Yet, we lack systematic measurement of how mainstream
gig marketplaces host AI services that can facilitate NCII
and other intimate privacy violations. This paper addresses
this gap by providing the first large-scale prevalence study
of adult-oriented AI services on a major freelance platform,
analyzing how they function as infrastructure for NCII and
cross-platform harm.

III. METHODOLOGY

We conduct our study by discovering NSFW-targeted AI
gigs on Fiverr through keyword searches. We then compare
this sample against broader AI service categories which are
compiled by Fiverr.

Multi-Dimensional Analysis
Technology Patterns

Economic Structure

Geographic Distribution

Platform Targeting

Risk Indicators

Manual Validation

with Human-Verified Sample

AI Avatar 
DesignAI Artists AI Image 

Editing
AI Logo 
Design

Control Categories

LLM Analyzes and Classifies Content

Candidate Gigs

(which may include NSFW listings)

Snowball SamplingSitemap AnalysisKeyword Search

RESEARCH METHODOLOGY

Fig. 1: Overview of our research methodology. We collect
NSFW-targeted gigs through keyword search, sitemap analy-
sis, and snowball sampling, then compare against mainstream
AI categories using LLM-based classification.

A. The Fiverr Platform

Gig platforms such as Fiverr, Upwork, and Freelancer are
common sites for digital labor research [32]–[34]. Fiverr,
launched in 2010, is a platform that facilitates hiring free-
lancers for services across design, marketing, programming,
and recently, AI-related offerings [35]. All gig pages are
viewable without authentication. Fiverr uses fixed-price “gigs”
containing service descriptions, examples, pricing tiers, deliv-
ery options, and reviews. This standardized, public structure
enables consistent data collection.

We selected Fiverr because: (1) Fiverr is a mainstream
marketplace and among the largest gig platforms in the world;
(2) sellers generate publicly visible gig metadata; (3) profiles,
pricing, and reviews are accessible without interaction. It is
important to note that Fiverr prohibits adult and sexually ex-
plicit content—e.g., “nude or adult-related images or videos,”
“sex or sexual-partner oriented content,” “sex chats,” and “non-
consensual content,” including AI-generated material [14],
[15]. These rules provide a clear ToS boundary for identifying
prohibited listings.

B. Data Collection

Fiverr advertises broad categories of freelance services on
their main page. For example, under the “Art & Illustration”
section, users can browse options such as “Comic Illustration,”
“Storyboards,” “AI Artists,” and “AI Avatar Design”. Services
that may contain NSFW content are not openly advertised
in these top-level categories. Thus, to discover NSFW AI
services, we relied on various discovery mechanisms. We then
constructed multiple control groups by sampling from top-

4



level AI categories (i.e., those advertised on Fiverr’s home-
page), as well as a non-AI category.

Identifying Potential NSFW Gigs. We employ three com-
plementary approaches to discover and collect NSFW AI gigs:

Keyword Exploration. We first explored Fiverr’s pub-
lic search interface manually to seed an initial manually-
constructed keyword list (e.g., “AI NSFW,” “AI adult”). We
then expanded this list by inspecting Fiverr’s autocomplete
suggestions, platform-specific terminology appearing in man-
ually discovered gig descriptions (“OnlyFans AI,” “Fanvue
content”), and euphemisms identified during manual review
(“spicy content AI”). This process yields 21 unique keyword
combinations spanning five categories (Table I). We use these
keywords to identify candidate AI-enabled NSFW gigs—that
is, gigs that match NSFW-related search terms but require
further validation to confirm they genuinely offer NSFW
content (§III-C).

Sitemap Analysis. Guided by the keyword list,
we crawl Fiverr’s public XML sitemaps (e.g.,
sitemap_gigs.xml.gz, sitemap_tags.xml.gz)
and filter for potential NSFW-associated terms in URL slugs
or tags (“nsfw,” “adult,” “erotic,” “onlyfans”). Because these
sitemaps are explicitly listed in robots.txt, they provide
a robots-compliant mechanism for enumerating gig URLs at
scale.

Snowball Sampling. Finally, starting from gigs identified via
sitemaps, we follow platform-provided navigation links such
as “Related Gigs” to discover additional NSFW services. We
restrict our crawler to gig pages and other paths allowed by
robots.txt.

Our discovery process yields 810 unique NSFW candidate
gigs after URL normalization and deduplication. We analyze
and validate this set of gigs further in §III-C.

Creating Comparison Groups. To contextualize our mea-
surements, we construct control groups that span two dimen-
sions: (1) AI-based vs. non-AI services, and (2) generative vs.
utility-focused applications. This design tests whether NSFW
content is endemic to AI services broadly, concentrated in
specific AI subcategories, or absent from non-AI creative
work. We selected the following four categories from Fiverr’s
homepage:

1) AI Artists (n=266): Fiverr’s popular AI category, repre-
senting general AI art and image generation services.

2) AI Avatar Design (n=249): Character and persona cre-
ation services.

3) AI Image Editing (n=228): Photo enhancement and
manipulation, representing utility-focused AI applications
distinct from generative services.

4) Logo Design (n=285): Non-AI creative control, estab-
lishing baseline NSFW prevalence in non-AI creative
categories.

Fiverr’s public search interface exposes up to 10 pages of
results per query (up to 48 gigs per page, 480 maximum
per category), which we confirmed through manual inspection
of the UI. For automated collection, however, we rely on
robots-compliant sources: category- and tag-specific entries in

TABLE I: NSFW-Targeted Search Keywords List (n=21)

Category Keywords

Explicit NSFW “AI NSFW,” “AI adult,” “AI erotic,”
“NSFW AI art”

Platform-
specific

“AI OnlyFans,” “AI Fanvue,” “OnlyFans
content AI,” “OF AI model,” “Fansly AI
content”

Service types “AI influencer NSFW,” “AI girlfriend,” “AI
girl NSFW,” “AI companion”

Euphemistic “spicy AI content,” “mature AI art,” “adult
AI models,” “AI 18+ content”

Hybrid “NSFW image generator,” “adult character
AI,” “18+ stable diffusion,” “NSFW diffu-
sion”

sitemap_gigs.xml.gz and other public sitemaps rather
than search pagination. Sample sizes vary across categories
(n=228–285) due to differences in the number of gigs linked
from these category- and tag-level sitemap entries.

C. Classification Pipeline

Our primary goal is to quantify the number of listings that
offer NSFW services. Beyond this binary NSFW classification,
we also extract the technologies and services advertised, target
downstream platforms for content distribution, pricing tiers,
and geographic distribution of sellers.

We used Claude 3.5 Haiku to classify all 1,838 gigs.
Manual coding at this scale would be time-intensive, especially
for NSFW content that often appears through euphemistic
phrases, indirect language, or portfolio-only signals. To ensure
consistency, each gig’s full HTML was parsed and fed into a
structured prompt that required the model to return a nested
JSON object. This approach standardized the output format
and allowed downstream analysis to operate on uniform fields
rather than free-form text. We developed the prompt iteratively
through pilot testing on a small sample of gigs (n=50), refining
instructions to reduce ambiguous outputs and ensure consistent
JSON formatting. The prompt was designed to: (1) provide
clear definitions of NSFW content aligned with Fiverr’s ToS,
(2) require explicit evidence extraction (e.g., specific phrases,
platform mentions) rather than subjective judgments, and (3)
use structured output fields to minimize post-processing errors.
We validate our classification in §III-D.

The extracted fields fall into several groups, designed to
answer our research questions: NSFW classification for RQ1
(prevalence), service and platform analysis for RQ2 (capabili-
ties and harms), and seller metrics for RQ3 (market structure):

• NSFW Classification: a binary explicit_nsfw flag
and a three-way categorical sfw_nsfw_both label with
values nsfw_only (seller exclusively offers NSFW
services), both (seller offers both SFW and NSFW
options), or sfw_only (seller advertises SFW ser-
vices only). For our prevalence analysis, we treat both
nsfw_only and both gigs as NSFW, since offering
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adult content—even alongside SFW options—constitutes
a policy violation.

• Service Analysis: the primary service type along with
all explicitly named technologies (e.g., Stable Diffusion,
Midjourney, ComfyUI) and offerings (e.g., custom model
training). This captures how sellers frame their technical
capabilities.

• Target Platforms: explicit mentions of downstream plat-
forms such as OnlyFans, Fanvue, Instagram, and TikTok,
indicating intended use cases.

• Seller Metrics: pricing tiers, review counts, seller level,
membership date, and country—fields already present in
gig pages but normalized here for consistent analysis.
We also estimate Revenue from pricing information as
Revenue = (Reviews + Orders in Queue) × Basic Price.

• Potentially Problematic Services: We want to identify
listings that explicitly advertise services that could facili-
tate misuse. In particular, we extract listings that advertise
the creation of “deepfakes” or the usage of reference
photos (e.g., the gig allows the customer to provide
photos for which they want NSFW AI services). We refer
to these features as risk indicators for the remainder of
the paper.

Our full LLM-prompt is available in Appendix A. We apply
the same prompt and schema to both NSFW-targeted and
mainstream samples to avoid classification bias. This uniform
approach is crucial for filtering false positives from keyword-
based discovery. Although keyword search (§III-B) retrieved
810 NSFW candidates, LLM classification confirmed only 593
(73.2%) as genuinely NSFW; the remaining 217 (26.8%) were
non-adult uses of NSFW-associated terms (e.g., disclaimers,
SFW service targeting, metaphorical language) and were re-
moved. Across both samples, the pipeline classified 1,838
unique gigs (810 NSFW candidates + 1,028 mainstream).
After excluding the 217 false positives, 1,621 gigs remained
(593 NSFW-targeted + 1,028 mainstream), forming the dataset
primarily used in our results (§V).

D. Validation

We validated the accuracy of our LLM classification on
a stratified sample of 200 gigs (100 NSFW, 100 SFW). A
researcher manually reviewed each full gig page (text and
portfolio images) using the same criteria as the prompt to
identify false positives and false negatives. On this sample, the
classifier achieved 100.0% precision (95% CI: 96.4–100.0%),
71.4% recall (95% CI: 61.4–80.1%), and an F1 score of 83.3%.
Precision was perfect—no SFW gigs were misclassified—
but recall indicates that 28.6% of NSFW gigs were missed.
We deliberately prefer this conservative balance to accurately
report a lower-bound of confirmed AI-enabled NSFW services
on Fiverr.

Qualitative analysis of the 57 false negatives reveals five re-
curring patterns (Table II): visual-only NSFW signals (42.1%),
euphemistic language (28.1%), dual-use framing—legitimate
services with NSFW available ”on request” (17.5%), plat-
form dog-whistles—coded terms like ”spicy content” or ”OF”

TABLE II: False Negative Analysis: NSFW Identification
Evasion Strategies

Strategy Count (%) Example

Visual-only signals 24 (42.1%) NSFW in images; generic
text

Euphemistic language 16 (28.1%) “spicy,” “mature,” etc.
Dual-use framing 10 (17.5%) “SFW default, NSFW on re-

quest”
Platform dog-whistles 5 (8.8%) “content creators” as coded

term
Obfuscation 2 (3.5%) Misspellings, Unicode vari-

ants

(OnlyFans) (8.8%), and character obfuscation via misspellings
(”n$fw”) or Unicode substitutions (3.5%). In 94.7% (54/57)
of these gigs, there were no explicit textual NSFW markers,
suggesting that most misses stem from text-only limitations
rather than misinterpretation of the available text. We did
not iterate further on the prompt after validation because the
false negatives resulted from information that was simply not
present in the text (e.g., portfolio images, implicit context).
Prompt refinement cannot address these cases; instead, multi-
modal classification would be required in future work.

Keyword Baselines. We compared the LLM classifier to
two keyword-based baselines: (1) a narrow list of explicit
NSFW terms and (2) the full 21-term set in Table I. The
explicit-term baseline achieved 92.3% precision but only
34.2% recall. The expanded 21-term list improved recall to
58.1% but reduced precision to 67.8%. By contrast, the LLM
reached 71.4% recall with 100% precision, capturing 37.2%
more NSFW content than the explicit-term baseline and 13.3%
more than the expanded list, without the precision losses
inherent to broader keyword matching (see Appendix C for
detailed comparison). Most importantly, the 100% precision
of our best-effort LLM-based approach allows us to present a
lower bound of confirmed NSFW gigs in our results (§V).

E. Ethical Considerations

We follow best practices established in prior studies of
online marketplaces [6], [36] and web crawling and scan-
ning research [37]. Although Fiverr’s Terms of Service for-
bid any automatic, manual, or systematic collection of site
content [38], we argue following the beneficence principle
from the Menlo Report [39] that the benefits—specifically,
identifying gigs that may facilitate AI abuse—from this work
far outweigh the limited risks posed by our strictly obser-
vational, robots.txt-compliant methods. Furthermore, we note
and follow recommendations from recent academic work using
Fiverr data that adopt similar approaches [36], as well as
ethical practices for academic work involving data collection
that may violate platform ToS [40]. Below we outline how we
sought to minimize risks and respect the integrity of Fiverr
and its users.

Our study analyzes only publicly visible Fiverr gig pages
that require no authentication and are linked from Fiverr’s
public sitemaps. Our measurements are strictly observational:
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we only read publicly advertised listings accessible to any
unregistered visitor and did not upload, solicit, or transact with
any content. We did not create accounts, log in, contact sellers,
purchase services, or access any private data. We reviewed
Fiverr’s robots.txt (November 2025) and restricted au-
tomated collection to explicitly permitted paths, includ-
ing gig and tag sitemaps (e.g., sitemap_gigs.xml.gz,
sitemap_tags.xml.gz). We did not request disallowed
search endpoints or private-user areas. All gig URLs were
obtained from these sitemaps or from links on allowed pages.
We also established conservative rate limits for scraping (7–10
second randomized delays) and fetched only essential HTML,
keeping traffic well below typical human browsing rates.

Analyses are reported in aggregate, and we avoid naming
individual sellers, reproducing or saving sensitive imagery, or
attempting deanonymization. Lastly, we shared our findings
with Fiverr prior to publication, including a curated list of
gigs that appear to explicitly violate their Terms of Service.
Recent work has raised concerns about the nonconsensual
use of nude imagery in machine learning research [41]. Our
study avoids these issues: automated classification operates on
textual content only, manual validation viewed but did not
store portfolio images, and we do not collect, distribute, or
publish any explicit imagery.

IV. CASE STUDY: DEEPFAKE-ENABLED NSFW SERVICE

A. Gig Description

To demonstrate how our LLM-based classification method-
ology identifies NSFW content with deepfake risk, we present
a detailed analysis of a representative gig from the NSFW-
targeted sample. This case illustrates the intersection of three
concerning patterns: (1) explicit NSFW offering with dual-
use framing, (2) deepfake technology infrastructure, and (3)
cross-platform fraud targeting. A blurred screenshot of how
such gigs appear on Fiverr is shown in Appendix C.

Gig: “I will create photorealistic nsfw or sfw images
of a person using ai”

AI Platform: Stable Diffusion
Expertise: Illustration, Photography
Pricing: Basic tier $15

About this gig
I create photorealistic images using AI—perfect for so-
cial media, avatars, book covers, or personal creations.
You provide:

• Description
• Reference photo (optional, for accuracy)

I provide:
• High-quality, detailed images
• 4K resolution (scalable)

For adult or alternative versions, please send me a
private message.

All images are 100% AI-generated + retouching in
Photoshop is possible.

Basic Package Description
I create for platforms like OnlyFans, Fanvue, TikTok,
Instagram, Twitter (X), YouTube, and Reddit. Whether
you need a face swap, background edit, AI-enhanced
video, or stunning reel I deliver high-quality, custom
results.
What You Get:

• Custom-designed AI model or virtual influencer
• Realistic styles using SDXL technology
• Created by a professional AI artist
• Optimized for AI Inst@gram posts and profile

branding
• NSFW or SFW your choice!
• High-resolution images of your avatar for per-

sonal or commercial use
• Ideal for Inst@gram models, creators, or brand

influencers

B. Binary Classification and Risk Assessment

Claude 3.5 Haiku classified this gig as NSFW (high
confidence) based on explicit textual cues: the title includes
“nsfw,” the description offers “adult or alternative versions,”
the package states “NSFW or SFW your choice,” and the gig
targets OnlyFans/Fanvue. The gig also triggers a deepfake-risk
flag because its “face swap” feature and optional “reference
photo” enable generation of synthetic intimate imagery of real
individuals.

C. Evidence Analysis

a) Abuse Infrastructure: The gig advertises photore-
alistic SDXL-based generation, face-swap capabilities, and
reference-photo alignment, enabling non-consensual deepfake
creation. Custom models support consistent outputs suitable
for repeated misuse.

b) Cross-Platform Targeting: The seller explicitly targets
adult platforms (OnlyFans, Fanvue) and mainstream social me-
dia (Instagram, TikTok, Twitter, YouTube, Reddit), indicating
intentional multi-platform deployment.

c) Evasion Techniques: The gig employs keyword ob-
fuscation (“Inst@gram”), dual-use framing that masks NSFW
offerings behind legitimate services, and redirection to private
messages for adult versions. These strategies evade keyword
filters but are detectable through contextual analysis.

D. Policy Violations and Methodology Validation

The gig violates Fiverr’s rules prohibiting adult content and
deepfake services through its explicit NSFW offerings, face-
swap tools, and targeting of OnlyFans/Fanvue, despite being
listed under “AI Services.”
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TABLE III: NSFW prevalence in keyword-discovered candi-
dates and mainstream Fiverr categories.

Category Total NSFW % (95% CI)

NSFW-Targeted 810 593 73.2 (70.1–76.2)

AI Avatar Design 249 18 7.2 (4.6–11.1)
AI Artists 266 11 4.1 (2.3–7.3)
AI Image Editing 228 3 1.3 (0.4–3.8)
Logo Design (control) 285 0 0.0 (0.0–1.3)

Mainstream Total 1,028 32 3.1 (2.2–4.4)

E. Implications

This case highlights: (1) the integration of face-swap tools
with NSFW generation, enabling NCII; (2) systematic evasion
methods requiring contextual rather than keyword-based detec-
tion; and (3) multi-platform packaging that lowers barriers for
deploying synthetic content across social and adult platforms.

V. RESULTS

We analyzed 1,621 gigs across five samples: NSFW-targeted
(n=593), AI Artists (n=266), AI Avatar Design (n=249), AI
Image Editing (n=228), and a non-AI Logo Design control
(n=285). We first summarize basic market characteristics
within each category, then show how NSFW services form
a structurally distinct segment in terms of prevalence, growth,
capabilities, revenue concentration, geography, and platform
targeting. We note that the NSFW-targeted sample represents
593 gigs confirmed as genuinely offering NSFW content
after LLM classification of 810 keyword-discovered candidates
(Section III-C). The remaining 217 gigs (26.8%) were false
positives, and were excluded from most analysis in this section
except in §V-A where we talk about the prevalence of NSFW
content in searches.

A. NSFW Discoverability and Category Spillover

As shown in Table III, NSFW-targeted searches surfaced
810 candidate gigs, of which 593 (73.2%) were confirmed
as NSFW after LLM classification. Only these 593 listings
are used in subsequent analysis. The large number of NSFW
candidates illustrate that keyword-based discovery exposes a
concentrated cluster of explicit and deepfake-enabling ser-
vices. NSFW content appear to a limited extent in Fiverr’s
mainstream categories: AI Avatar Design (7.2%), AI Artists
(4.1%), AI Image Editing (1.3%), and Logo Design (0.0%).
These cases mostly involve sexualized character work or
NSFW variants of fictional personas, in contrast to the explicit
offerings in the targeted segment (e.g., nudification, face
swapping, and services accepting user-submitted photographs).
Overall, NSFW content on Fiverr is highly clustered within
the targeted sample, with limited spillover into mainstream
categories.

NSFW-
Targeted

AI
Artists

AI Avatar
Design

AI Image
Editing

Logo
Design

Category

0

200

400

600
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mb

er 
of 
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Total Gigs
Active Sellers ( 1 sale)

Fig. 2: Dataset overview by sampling category. Bars show
total gigs and the subset of active sellers (≥ 1 sale) in each
category.

B. Dataset Overview

Figure 2 summarizes the total number of gigs and the share
with at least one sale (active gigs) across all categories.1 The
Logo Design control shows the highest activity rate (83.2%),
reflecting its status as a long-established Fiverr category. AI
Artists and AI Image Editing are also relatively mature, with
79.7% and 64.5% active gigs. In contrast, the NSFW-targeted
sample shows the lowest activity rate (44.5%), consistent with
it being the youngest segment (74.9% joined in 2025 vs. 28.0%
in mainstream AI categories).

To compare structural market characteristics across seg-
ments, Figure 3 plots the cumulative distributions for platforms
targeted, basic price, total reviews, and estimated revenue.
While the maximum number of platforms targeted is com-
parable across categories, NSFW-targeted gigs show greater
concentration around multi-platform delivery, consistent with
specialization toward downstream creator ecosystems. Price
distributions show comparable medians but lower upper tails
for NSFW gigs, suggesting a supply-heavy, competitively
priced segment. The review and revenue distributions sit
noticeably below those of mainstream categories, indicating
that NSFW sellers have accumulated fewer sales and lower
earnings overall—patterns consistent with a younger, less
mature market.

C. Deepfakes and Terms of Service Violations

We examine the distribution of deepfakes and other risk
indicators across categories (Table IV). In the NSFW seg-
ment, 82.8% of gigs advertise deepfake-enabling services,
and 87.6% contain content that violates Fiverr’s Terms of
Service. Through qualitative analysis of the LLM-extracted
service descriptions, we identified three recurring patterns of
ToS violations: (1) explicit AI-enabled adult content targeting
mainstream platforms such as OnlyFans or Instagram (e.g.,
“create hyper-realistic and sexy AI influencer for OnlyFans”),

1Activity rate reflects whether a gig has made at least one sale over its
lifetime. Because our dataset is a cross-sectional snapshot from November
2025, newer gigs—especially in the NSFW segment, where 74.9% joined in
2025—have had less time to accumulate sales.
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Fig. 3: Cumulative distributions across categories for (A) platforms targeted, (B) basic price, (C) total reviews, and (D) estimated
revenue.

TABLE IV: Risk Indicators by Category

Indicator NSFW AI
Artists

AI
Avatar

AI
Editing

Deepfake Risk 82.8% 0.8% 1.2% 0.9%
Policy Violation 87.6% 4.1% 7.2% 1.3%
Reference Photo
Required

1.4% 0.0% 0.0% 0.0%

Custom Model
Training

20.7% 1.1% 0.9% 1.8%

(2) custom model-training services that enable personalized
deepfakes (e.g., “train NSFW AI influencer models with
Flux LoRA”), and (3) workflows requiring user-submitted
photographs (e.g., “set up AI OnlyFans influencer model”).

Overall, 20.7% of gigs offer custom model-training capa-
bilities, 1.4% explicitly state that they allow user-submitted

reference photos, and 22.0% provide at least one of these
features.

Mainstream categories (i.e., our control samples) show sub-
stantially lower prevalence across all risk indicators. Gigs ad-
vertising deepfake services remain below 1.2%, and reference-
photo requirements are essentially absent. Policy violations
are highest in AI Avatar Design (7.2%), likely reflecting
occasional sexualized character work, while AI Image Editing
shows the lowest rate among categories with any violations
(1.3%), and Logo Design shows none (0.0%). Overall, these
findings reveal a small but growing corner of Fiverr that uses
AI to produce abuse-enabling content.

D. Market Growth

Figure 4 summarizes how quickly each segment is expand-
ing. The NSFW category is by far the youngest and fastest-
growing: 74.9% of its sellers joined in 2025, compared to
28.0% across mainstream AI categories and 21.4% in Logo
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Fig. 4: Monthly new-seller rates in 2025. NSFW-Targeted
growth spikes in July–August and November, whereas main-
stream categories remain comparatively steady.
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Fig. 5: AI technology adoption rates across categories. NSFW
gigs predominantly use open-source tools that be locally run.

Design. NSFW onboarding accelerates over the year, with
pronounced surges in mid- and late-2025 (especially July,
August, and November), possibly due to the shutdown of
the popular deepfake marketplace, Mr. Deepfakes [6]–[8]. On
the other hand, mainstream categories exhibit flatter, steadier
growth. Within the mainstream group, AI Avatar Design shows
the fastest recent growth (40.2% new entrants), while AI
Artists remains the most established (18.0% new entrants).
Our findings show that NSFW AI content in marketplaces like
Fiverr is steadily growing.

E. Technology Adoption Patterns

Technology use differs sharply across categories (Figure 5).
AI Artists rely primarily on Midjourney (47.4%) and Stable
Diffusion (21.1%), while AI Image Editing blends AI and
traditional tools, with comparable use of Midjourney (21.5%)
and Photoshop (18.0%). Expectedly, Logo Design gigs adver-
tise almost entirely non-AI software, such as Adobe Illustrator
(68.4%).

The NSFW segment shows the opposite pattern: Stable
Diffusion dominates (24.3%) while Midjourney is rarely men-
tioned (4.2%). ComfyUI (12.6%) and Runway ML (12.4%)
appear far more frequently than in any mainstream category,
and tools with strict content policies (DALL-E 0.5%, Photo-
shop 2.0%) are nearly absent. This pattern reflects strategic
selection of tools that evade content moderation, particularly
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Fig. 6: Technology stack complexity. NSFW sellers use more
tools per gig compared to the single-tool workflows of main-
stream categories.

TABLE V: Revenue Distribution by Category (sellers with
≥1 sale). NSFW gig revenue is more concentrated than
mainstream gigs.

Category Mean Median Max Gini

NSFW-Targeted $575 $60 $33,660 0.83
Logo Design $593 $185 $18,450 0.72
AI Artists $452 $120 $12,800 0.74
AI Avatar $387 $80 $9,240 0.76
AI Image Editing $312 $65 $7,150 0.71

open-source tools like Stable Diffusion and ComfyUI that can
be run locally without restrictions, rather than commercial
services like Midjourney and DALL-E that explicitly prohibit
NSFW content in their terms of service.

Figure 6 shows that NSFW sellers rely on more complex
toolchains than all mainstream categories. Their distribution
centers around two technologies per gig, with a wider in-
terquartile range (IQR) and outliers reaching six or more tools,
indicating multi-stage workflows (a common characteristic of
ComfyUI pipelines). 86.8% of NSFW gigs mention at least
one tool (mean 1.94), and 30.9% use three or more. In contrast,
mainstream categories cluster around a median of one tool,
with narrower IQRs and far fewer high-end outliers, reflecting
generally simpler production pipelines.

F. Economic Comparison Across Categories

Revenue patterns differ substantially across categories (Ta-
ble V and Figure 2 (D)). The NSFW segment shows the
highest inequality (Gini 0.83), with the top 10% of sellers
(ranked by estimated revenue) capturing 60.7% of total seg-
ment revenue—greater concentration than in any mainstream
category.

Median prices are similar across AI categories ($10–$25),
but maximum prices differ substantially. NSFW packages top
out at $600 for services like custom LoRA training and
ongoing content generation. In contrast, mainstream categories
command higher premiums: AI Artists $800 (licensing tiers),
AI Avatar $1,500 (influencer bundles), AI Image Editing
$1,000 (bulk processing), and Logo Design $1,800 (brand
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Fig. 8: Platform mentions by segment. NSFW gigs heavily
target adult platforms (OnlyFans, Fanvue) while mainstream
gigs reference YouTube and Amazon.

suites). These lower NSFW price caps, combined with higher
revenue concentration (Gini 0.83), indicate that top NSFW
sellers achieve market dominance through transaction volume
rather than premium pricing.

G. Geographic Distribution

Seller geography differs sharply across categories (Fig-
ure 7). Mainstream categories follow Fiverr’s typical pattern,
with Pakistan (26–37%) and Bangladesh (7–24%) as the
dominant supply regions. In contrast, the NSFW segment is
more Western: the United States (14.3%) and United Kingdom
(12.8%) together account for 27.1% of NSFW sellers, while
South Asian representation is far lower. This indicates that
NSFW services attract a different supplier base, concentrated
in Western markets with higher AI-enabled adult-content mon-
etization.

H. Target Platform Distribution

Downstream platform targeting differs sharply between seg-
ments (Figure 8). NSFW services prominently target adult
platforms (OnlyFans, Fanvue). In contrast, mainstream gigs
primarily reference commercial platforms such as YouTube
and Amazon. NSFW sellers frequently co-target multiple

platforms. The most common pairing is Instagram + OnlyFans
(22.6%), indicating a funnel strategy that uses Instagram for
discovery and OnlyFans for monetization–despite Instagram’s
prohibition of sexually explicit content and adult-service solic-
itation [42]. Fanvue + OnlyFans appears in 18.2% of NSFW
gigs, and Fanvue + Instagram in 15.7%, reflecting diversifica-
tion across adult and mainstream platforms.

Smaller patterns include Instagram + TikTok (2.7%) and
OnlyFans + TikTok (2.5%), both involving platforms with
strict anti-adult content rules. Overall, 59.0% of NSFW gigs
mention at least one platform, and 35.1% target multiple
platforms, averaging 1.18 platforms per gig. Our findings show
that Fiverr’s NSFW content sellers are not just producing
explicit AI content but actively positioning it for deployment
on platforms where it can bypass policies, monetize synthetic
personas, and enable cross-platform abuse.

VI. DISCUSSION

Our analyses show a rapidly emerging category of freelance
labor dedicated to the creation of NSFW material using AI,
despite many (if not all) of them violating Fiverr’s ToS. s

Economic Insights. Many freelancers began offering AI-
enabled NSFW services on Fiverr this year (∼75%), making it
the fastest growing category we observed. This trend indicates
that creating this type of content is profitable and potentially
has a low barrier to entry. In fact, we observed several
freelancers who offered completely different services before
their incursion into this genre. This emerging market—i.e.,
the market for AI-enabled sexually explicit services— gives
us a glimpse into new labor dynamics, tool adoption, and target
platforms. Most importantly, this market (and eventually future
ones) serves as a window through which we can study the
services that customers seek and the increasing sophistication
of sellers and the services that they offer.

Legislative Pressure. We found that freelancers offering
NSFW AI services were mostly located in the US and the UK.
This is a surprising result given the increasing pressure that
legislators and payment processors are placing on platforms
that host NCII (e.g., the Take it Down Act in the US [7])
and platforms that host adult content in general (e.g., the
UK’s Online Safety Act [43], [44]). As a result of these bills,
various platforms took action to curb both NSII and NCII.
Earlier this year, CivitAI and HuggingFace removed models
and images that used celebrities’ likeness [45]–[47], while the
platform Tensor.Art prohibited all adult content [48]. Similarly,
the most notorious AI-enabled NCII forum and marketplace,
MrDeepfakes, shut down in May just a week after the Take
it Down Act was passed by the US Congress [49]. Against
this backdrop, we would expect that AI-enabled sexually
explicit services would be pushed to less visible places (e.g.,
private Telegram and Discord channels), relying on off-shore
and more resilient hosting (e.g., bulletproof hosts, Tor hidden
services), as well as harder to track payment options (e.g.,
privacy-preserving cryptocurrencies). The emergence of free-
lancers who advertise services capable of facilitating NCII—
including deepfake generation, face swapping, and reference-
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photo-based model training—on mainstream platforms like
Fiverr defies this expectation.

Potential for Abuse. Creating synthetic NSFW material
using AI that do not resemble real people is not illegal.
Nonetheless, these gigs are still problematic because, as they
stand, they may allow people to easily access nudification,
face swapping, or other AI-enabled non-consensual NSFW
services. In fact, we found various listings that offer some
of these capabilities. Offering these services are forbidden by
Fiverr’s Community Standards [15], whereby freelancers are
not allowed to use AI to create deepfakes nor AI-generated
“imposters” for sexual purposes. Nonetheless, they are still
accessible and it is unclear what measures there exist to
prevent people who hire freelancers to request and obtain
access to those services.

Many of the AI NSFW gigs we studied explicitly men-
tioned adult platforms like OnlyFans and Fanvue as targets,
as well as social media platforms like Instagram. All these
platforms require creators to disclose AI-usage. However, it
is unclear whether creators are abiding to these rules. Prior
to the widespread usage of AI tools, academics had already
documented online communities dedicated to creating fake
personas—for influencing and sex work—either through ma-
nipulated images and videos, often of unsuspecting individuals
(a practice they dubbed “eWhoring”) [50]. Naturally, advances
in AI tooling should facilitate this practice. Furthermore, there
is little incentive for creators to disclose AI usage when the
intention is to trick viewers into believing they are interacting
with a real person.

On the other hand, using AI to create consensual sexually
explicit material may be justified in some cases. For example,
adult content creators may want to contract services that
leverage their likeness to create content that their customers
want but that they may not be able to produce. This would
not be the first time that adult content creators have employed
AI to support their work. In 2024, various outlets reported
that OnlyFans creators were using AI chatbots—finetuned on
their data to sound like them— to have sexual conversations
with customers [51]. Using AI on their photos would simply
constitute a change of modality and seems analogous to using
AI on their texts. The key difference in both scenarios is
consent. To determine whether the person who is requesting
a service is able to consent to their usage, we would need a
system to attribute and verify that the text, images, or audio, do
indeed belong to requester. Unfortunately, such systems do not
currently exist. Existing approaches instead rely on deterrents,
such as laws and their enforcement [7], [52], [53], as well as
notices and warnings [54], and education [55]. We encourage
researchers to continue developing potential mitigations that
account for benign uses.

Implications for Platform Governance. Our findings sug-
gest several intervention points for platforms seeking to mit-
igate abuse-enabling services while preserving legitimate AI
creativity:

• Search-path enforcement: Because NSFW services
cluster around predictable keywords, platforms can apply

stricter review thresholds and mandatory image checks
within these query paths without affecting mainstream
categories.

• Reference-photo safeguards: Services offering custom
model training or reference-photo-based generation pose
the highest risk for NCII. Platforms could require sellers
offering these capabilities to implement consent verifica-
tion workflows or prohibit reference photos of identifiable
individuals.

• Downstream platform coordination: Given that 54.2%
of NSFW gigs target OnlyFans and 29.5% target Insta-
gram, coordinated enforcement between gig marketplaces
and downstream platforms could disrupt the supply chain
for synthetic persona fraud.

• LLM-assisted moderation: Our results show that off-
the-shelf LLMs achieve 100% precision in identifying
NSFW gigs, suggesting that automated pre-screening
could substantially reduce moderator workload while
maintaining accuracy.

Limitations. Our findings should be interpreted in light
of several caveats. First, while we perform a comprehensive
evaluation of a mainstream marketplace, we observe only
the portion of Fiverr that is publicly visible and ethically
collectible; private transaction and removed listings fall outside
our view. Second, our analysis focuses exclusively on Fiverr
as a representative mainstream marketplace. While Fiverr is
large and influential, understanding whether similar NSFW
or deepfake-enabling ecosystems exist on other gig platforms
remains an important direction for future work. Third, al-
though many listings contain explicit indicators of abuse-
enabling capabilities, we cannot determine whether sellers
actually produce non-consensual or otherwise prohibited con-
tent in practice. Our conclusions therefore reflect what sellers
advertise rather than verified abusive behavior.

VII. CONCLUSION

Our empirical study shows that AI-enabled NSFW services
constitute a fast-growing, structurally distinct segment on
Fiverr. This segment exhibits high levels of ToS-violating
content (87.6%), deepfake-enabling capabilities (82.8%), and
emerging offerings such as custom model training (20.7%),
while relying heavily on open-source tools that evade com-
mercial content restrictions. The key takeaway is this: abuse-
enabling AI services are no longer confined to underground
forums or dedicated deepfake platforms, rather they are
now embedded within mainstream commercial infrastruc-
ture. This migration grants these services legitimacy, discover-
ability, and transactional convenience that underground alter-
natives cannot match. For researchers, this means that studying
AI-enabled abuse requires attention to mainstream platforms,
not just “dark” corners of the internet. For platforms, our
findings demonstrate that targeted enforcement is feasible.
For policymakers, the concentration of sellers in the US and
UK despite recent legislative action suggests that enforcement
mechanisms require strengthening.
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APPENDIX

This appendix documents the full classification prompt and
the structured JSON output used in our LLM-based analysis
of 1,838 Fiverr gigs.

A. Classification Prompt
This subsection documents the LLM-based classification

pipeline used to analyze 1,621 Fiverr gigs. All classifications
were performed using Claude 3.5 Haiku via the Anthropic
API.

Each gig description was analyzed using the following
prompt template. Variable fields (gig title, description, pricing,
etc.) were populated from scraped data.

LLM Classification Prompt Template

You are analyzing Fiverr gig listings to identify ser-
vices that offer NSFW (Not Safe For Work) content
generation using AI tools. Your task is to classify each
gig and extract structured information.

NSFW Definition:
A gig is considered NSFW if it explicitly offers adult/-
sexual content, pornographic imagery, nude images,
or services intended for adult platforms (OnlyFans,
Fanvue, etc.). Evidence must be present in the text
(title, description, package descriptions, seller bio).

Classification Criteria:
• ONLY classify as NSFW if explicit textual indi-

cators are present.
• Explicit indicators include: “nsfw”, “adult con-

tent”, “nude”, “18+”, “OnlyFans”, “Fanvue”,
“sexy”, “erotic”, references to pornography.

• Do NOT infer NSFW from artistic nude photog-
raphy, medical imagery, generic “AI influencer”
services, or portfolio images alone.

• Dual-use gigs (“NSFW or SFW your choice”) are
classified as NSFW.

• Private message redirects for “adult versions”
count as explicit indicators.

Input Data Fields:
• Title
• Description
• Basic, Standard, Premium package descriptions
• Seller biography
• Pricing: Basic, Standard, Premium
• Rating and review count

Required Output (Nested JSON Schema):
{
"service_analysis": {
"primary_service":

"ai_generated_video_content" |
"ai_influencer_creation" |
"image_generation" |
"deepfake_face_swap" |
"content_optimization" |

"other",
"explicit_nsfw": true | false,
"sfw_nsfw_both": "nsfw_only" | "both" |

"sfw_only",
"technologies_mentioned": [
"Stable Diffusion", "Runway ML",
"DALL-E", "Midjourney", ...

],
"target_platforms": [
"OnlyFans", "Fanvue", "Instagram",
"TikTok", "Twitter", ...

],
"requires_user_photos": true | false |

null,
"custom_model_training_offered": true |

false | null
},
"ethical_concerns": {
"deepfake_risk": true | false,
"platform_policy_violation": true | false,
"concerns_notes": "Brief explanation of

risks"
}

}

Note: Seller, pricing, and review metadata are ex-
tracted via HTML parsing and not inferred by the
LLM.

Important Guidelines:
• Prioritize precision over recall: when uncertain,

classify explicit_nsfw as false.
• Set deepfake_risk to true when face swap,

reference photos, or identity manipulation are
offered.

• Set platform_policy_violation to
true if the gig likely violates Instagram/TikTok
policies.

• Use null for requires_user_photos and
custom_model_training_offered when
unspecified.

• Classify sfw_nsfw_both = "both" only
when explicitly stated.

• Extract all explicitly named tools into
technologies_mentioned.

B. JSON Output Schema

The classifier returns a nested JSON object containing ser-
vice characteristics, NSFW labels, seller metadata, pricing, and
risk indicators. Table VI summarizes the top-level structure.

The full nested JSON schema used in prompting is shown
below.

{
"service_analysis": {
"primary_service": "...",
"explicit_nsfw": true | false,
"sfw_nsfw_both": "nsfw_only" | "both" |

"sfw_only",
"technologies_mentioned": [...],
"target_platforms": [...],
"requires_user_photos": true | false | null,
"custom_model_training_offered": true | false |

null
},
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TABLE VI: Summary of JSON Output Schema

Field Type Description

gig_url string Full Fiverr URL of the gig
service_analysis object NSFW label, service type, mentioned

technologies, target platforms
seller object Username, level, country, membership

date
pricing object Basic/standard/premium package infor-

mation
reviews_and_orders object Ratings, review count, orders in queue
ethical_concerns object Deepfake indicators and policy-violation

flags
metadata object Model identifier, timestamp, run status

"ethical_concerns": {
"deepfake_risk": true | false,
"platform_policy_violation": true | false,
"concerns_notes": "..."

},
"seller": {...},
"pricing": {...},
"reviews_and_orders": {...},
"metadata": {...}

}

C. LLM vs. Keyword Baseline Comparison

Table VII compares the performance of our LLM classifier
against two keyword-based baselines. The LLM achieves
substantially higher recall while maintaining perfect precision.

Table VII compares the LLM to explicit and expanded
keyword baselines.

TABLE VII: LLM vs. Keyword-Based Moderation

Approach Precision Recall

Keyword (explicit terms) 92.3% 34.2%
Keyword (expanded 21-term list) 67.8% 58.1%
LLM (Claude 3.5 Haiku) 100.0% 71.4%

Figure 9 shows a blurred example of how NSFW-oriented
AI services are presented on Fiverr.

Fig. 9: Blurred example of a Fiverr gig offering AI-generated
NSFW virtual models. Image and details are distorted for
safety.
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