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Abstract—Ensuring the security of autonomous vehicles (AVs)
remains a paramount concern for researchers dedicated to en-
hancing traffic safety. This poster introduces a novel adversarial
example for compromising AV perception systems. It details an
attack method where flickering of streetlights, induced by a high-
powered laser, causes misclassification of traffic signs. The practi-
cality, legality, and stealthiness of this approach are emphasized,
highlighting a significant vulnerability in AV systems.

I. INTRODUCTION

This research focuses on the vulnerability of the perception
systems to adversarial attacks, particularly in traffic sign
recognition. We propose a legal, stealthy, and practical attack
by manipulating streetlight flickering using a common laser
pointer, presenting a significant challenge to AV security.

II. ATTACK DESIGN AND METHODOLOGY

We targeted LED streetlight sensors, increasingly prevalent
in the U.S. [1], by inducing flicker with high-powered lasers to
disrupt AV camera frames. Our lawful and reversible approach
leverages ubiquitous LED lighting [2] and was tested in
CARLA for frequencies that affect typical AV cameras [3].
Laser parameters and the attack model are depicted in Fig.
1. Our experiments used modified urban settings in CARLA,
with different weather conditions at night to minimize inter-
ference from other light sources, applying advanced detection
algorithms like Faster R-CNN with Inception Resnet V2 for
their efficiency and precision in AV contexts.

III. EXPERIMENTAL RESULTS

Results show flickering frequency, distance, and weather
impact on sign recognition accuracy, with graphs highlighting
misdetection risks. As seen in Table I, safety implications
were analyzed by vehicle deceleration and an average driver’s
response time to assess stopping before a STOP sign. However,
if reaction time of the driver is above the average value due to
factors such as age or common distractions like texting, safety
dangers surge as the available time for deceleration shortens.

IV. INTERPRETATION OF RESULTS

Table I uses color codes for deceleration to indicate attack
severity on AV stop times: green for safe, orange for com-
promised, and red for critical stop scenarios. The simulations

Red Laser Pointer
50 mW at wavelength of 532 nm

or 150 mW at wavelength of 650 nm

Light Sensor

LED Street Light

Fig. 1. Laser Attack Setup on Streetlights

tested the attack’s robustness across different weather condi-
tions and laser frequencies, measuring success by the drop
in cutting-edge traffic sign detection algorithms’ confidence
levels. As detailed in Table II, adverse weather conditions were
found to amplify the attack’s impact and analysis on frequency
revealed that a 60 Hz flicker rate proved most effective.

TABLE I
DECELERATION (a) FOR DIFFERENT DTOTAL AND vi WITH tREACTION = 1.5

SECONDS

Distance Initial Speeds
10 km/h 20 km/h 30 km/h 40 km/h 50 km/h 60 km/h

10 m 2.58 5.16 7.74 10.33 12.92 15.50
30 m 0.68 1.36 2.04 2.73 3.41 4.09
50 m 0.41 0.81 1.21 1.61 2.01 2.41

TABLE II
MEAN CONFIDENCE OF ATTACK MODEL BY WEATHER CONDITION AND

FREQUENCY

Weather Mean Confidence

Clear 0.31
Cloudy 0.01
Rain 0.06
Wet 0.13

Frequency (Hz) Mean Confidence

0.5 0.15
5.0 0.07
30.0 0.08
60.0 0.06
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