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Abstract—Large language models (LLMs) are attracting inter-
est from Security Operations Centers (SOCs), but their practical
value and limitations remain largely unexplored. In this work,
cybersecurity researchers are embedded as entry-level SOC
analysts in a university SOC to observe the day-to-day workflows
and explore how LLMs can fit into existing SOC practices.
We observed that analysts frequently handle large volumes of
similar alerts while manually pivoting across heterogeneous and
disjoint tools — including SIEMs, OSINT services, and internal
security tools. Each tool provides part of the required analysis
given a ticket, but the tools cannot easily work together to
resolve a ticket without requiring manual effort to integrate
the results from the disparate tools. This gap between the tools
results in a repetitive and time-consuming workflow that slows
down investigations and contributes to analyst burnout. Based
on these observations, we designed and implemented an LLM-
driven ReAct agent capable of unifying these disparate tools and
automating routine triage tasks such as log retrieval, enrichment,
analysis, and report generation. We evaluated the system on
real SOC tickets and compared the agent’s performance against
manual analyst workflows. We further experimented with how
iterative prompting and additional analyst instructions can refine
the agent’s reasoning and improve response quality. The results
show that our agent effectively reproduces several routine analyst
behaviors, reduces manual effort, and demonstrates the potential
for human-Al collaboration to streamline alert triage in opera-
tional SOC environments.

I. INTRODUCTION

Security Operations Centers (SOCs) are flooded with a
high volume of security alerts daily, most of which are false
positives [1]. Yet for each of these alerts, in order to close the
ticket an analyst must navigates through multiple disjointed
tools present in the SOC environment, such as SIEM plat-
forms, OSINT services, and internal security tools, to collect
relevant information for triage and documentation. The context
switching between different tools increases cognitive load on
the analysts, which increases the risks of slow response and
missed attacks.
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Large Language Models (LLMs) offer a promising op-
portunity to streamline SOC workflows and reduce analyst
workload. In recent years, researchers have explored the use
of large language models (LLMs) across various cybersecurity
tasks, including penetration testing [2], malware analysis [3],
phishing detection [4], and so on. Some explores the use of Al
to assist security analysts by automating investigation, triaging,
and remediation tasks [5]. However, such general-purpose
design may not fit well with specific workflows and toolchains
of individual SOCs. Each SOC adopts its own playbooks,
workflows, and technology stack — from SIEM platforms to
required OSINT tooling — resulting in substantial operational
variation across environments. Therefore, it is important to
design an Al system that can adapt to the unique context and
requirements of each SOC.

In this paper, we present SOC AI Companion, a locally
deployed LLM-based assistant that is designed to assist SOC
analysts with alert triage. Our system is built on a ReAct-
style agent architecture [6], which combines chain of thought
reasoning with dynamic tool invocation. When triaging an
alert, the agent plans investigative steps, retrieves logs from
different data sources, performs enrichment using internal
and external tools (e.g., SIEM queries, OSINT lookups), and
documents findings into structured reports which are then
reviewed by human analysts. The analyst can then further
prompt the agent by providing more context or instructions
to refine the investigation. The agent is mainly driven by
two components: (1) a system prompt that encodes SOC
workflows and practices, and (2) a set of tool integrations that
allow the agent to interact with SOC tools and data sources.
Additionally, the entire system runs locally within the SOC to
ensure sensitive data does not leave the organization’s network.
This design allows the agent to adapt to specific workflows and
toolchains of individual SOCs. We believe that this approach
of human-Al collaboration can enhance the efficiency and
effectiveness of SOC operations while maintaining human
oversight and judgment.

To design an effective SOC Al Companion, we needed
to understand the workflows, tools, and practices of analysts
in a real-world SOC. To this end we embed cybersecurity
researchers as entry-level analysts in a university SOC to
observe and learn how analysts perform their daily job, by
doing the same job themselves. This follows the anthropo-
logical approach to study SOCs by participant observation



pioneered by Sundaramurthy [7]. We observed that even
routine alert tickets often required significant time and effort
to gather evidence across multiple tools, and write structured
reports. Based on these observations, we identified specific
areas where an LLM-based agent could assist analysts by
automating these routine tasks. We evaluated the performance
of our SOC AI Companion using real SOC alert tickets, and
compared the time taken to triage them with and without
the agent’s involvement. Additionally, we also explored how
prompt iteration — where analysts provide additional context
and instructions to the agent — can improve the quality of the
agent’s responses.
Our contributions are as follows:

e We design and implement an LLM-based “SOC Al
Companion” that can assist analysts in triaging alerts,
through participant observation in a real SOC.

« We report empirical findings based on actual SOC alert
tickets, showing a significant decrease in triage time when
using the LLM assistant compared to manual triage.

o We discuss the implications of our findings for future
research and development of LLM agents in SOCs.

The remainder of this paper is organized as follows. In
Section II, we discuss the organization and workflows in the
SOC. In Section III, we present the architecture of our SOC
Al Companion. In Section IV, we describe our experimental
setup and findings. In Section V, we discuss related works, and
Section VII concludes the paper and outlines future research
directions.

II. BACKGROUND: SOC ORGANIZATION AND
WORKFLOWS

In this section, we describe the operational context of the
SOC where we conducted the fieldwork. This includes its
organizational structure, roles, tooling ecosystem, and alert-
handling workflow. This provides the baseline for understand-
ing where and how an LLM agent can contribute.

A. Research Ethics

At this phase of our research, our participant observation
is limited to using the fieldwork to understand how the SOC
analysts do their jobs. Our interactions with the analysts are
confined to the purpose of learning how to do the job, and
we use the researchers’ own experience of doing the same
job to inform our design of the AI SOC Companion. The
experimentation of the resulting Al Companion was all carried
out by the researchers themselves.

In the future we plan to invite the SOC analysts to use our
Al Companion and gather feedbacks from the SOC analysts
as to how effective the Al Companion is. For this future stage
of research, we have started the IRB process so that we will
be able to use data collected from the analysts in our research.
Our findings as presented in this paper does not involve any
human subject data and are purely based on the researchers’
own experience in the SOC.

B. SOC Structure and Roles

The University SOC employs students as their tier-1 an-
alysts. These students are tasked with real security alerts
and incidents, providing them with hands-on experience in
cybersecurity operations. The SOC followed a traditional
tiered structure, with the goal of efficiently managing alert
volume and providing a clear career path for student analysts.
Tier-1 (L1) analysts/students served as the initial point of
contact for incoming alerts. Their primary responsibilities
included reviewing alert metadata, performing basic enrich-
ment, documenting findings, and determining whether further
investigation was required. As the first line of defense, L1
analysts handled the alert volume and were expected to make
decisions that would decide whether an alert could be closed
or needed escalation.

Tier-2 (L2) analysts were responsible for deeper investi-
gations and correlation of events that could not be resolved
at the L1 level. Compared to L1 analysts who are students,
L2 analysts have more access to the internal systems and
tools to perform their investigations. They have a more
comprehensive understanding of the organization’s network
architecture, common threat vectors, and incident response
procedures. L2 analysts reviewed escalated alerts, conducted
in-depth analysis, and determined the appropriate response
actions.

There is a managerial layer overseeing both tiers, responsi-
ble for coordinating operations, ensuring adherence to proto-
cols, and facilitating communication between the student SOC
and the broader university IT and security teams. They are the
initial reviewers of incident reports and are responsible for
mentoring and training the student analysts.

Although this structure appears linear, the actual work-
flow was highly dynamic. Analysts frequently shifted be-
tween tasks, collaborated across tiers when necessary, and
relied on undocumented operational knowledge developed
from experience. This combination of role specialization and
informal knowledge-sharing created important challenges for
standardizing SOC workflows, especially in high-volume en-
vironments.

We focused our investigation on the L1 analyst role, as
it represented the most common entry point for alerts and
involved a significant amount of routine data gathering. This
role also aligns with SOC L1 duties often associated with high
levels of burnout.

C. LI Analyst Work

L1 analysts were responsible for the initial review and triage

of incoming security alerts. Their primary tasks included:

o Taking ownership of alerts: L1 analysts monitored the
alert queue and claimed alerts for investigation. This
involved prioritizing alerts based on severity, potential
impact, and available context.

o Reviewing alert metadata: Analysts examined the de-
tails of each alert, including source and destination IP
addresses, timestamps, event types, and any associated
indicators of compromise (IOCs).



o Performing basic enrichment: Analysts gathered ad-
ditional context about the alert by querying internal
databases, threat intelligence feeds, and open-source in-
telligence (OSINT) resources. This often involved look-
ing up IP reputation, domain information, and related
threat actor activity.

o Documenting findings: Analysts recorded their observa-
tions, actions taken, and any relevant context in the alert
ticketing system. This documentation served as a record
for future reference and for escalation to L2 analysts if
needed.

o Determining next steps: Based on their review, analysts
decided whether the alert could be closed as a false
positive or required further investigation by L2 analysts.
This decision-making process often relied on heuristics
and tacit knowledge developed through experience.

D. Tooling Ecosystem

The SOC utilized a variety of tools to support alert handling
and investigation. The primary tool for alert management
was a Security Information and Event Management (SIEM)
platform, which aggregated logs from various sources and
generated alerts based on predefined rules. The SIEM provided
a centralized interface for analysts to review alerts, access
metadata, and document their findings. In addition to the
SIEM, analysts relied on several other tools for enrichment
and investigation, including:

o Threat intelligence platforms: These platforms provided
access to curated threat intelligence feeds, allowing an-
alysts to look up IOCs and gather context about known
threat actors and campaigns.

o OSINT resources: Analysts frequently used open-source
tools and websites to enrich alerts with reputation and
contextual data on domains, IPs, and infrastructure com-
ponents.

ITI. SYSTEM ARCHITECTURE

In this section, we discuss the architecture of our SOC
Al Companion. We have designed the system to assist SOC
analysts in triaging and investigating security alerts by using
a ReAct-based Al agent capable of reasoning and performing
actions. The system consists of three major components: (1)
Chat User Interface, (2) LLM Core, and (3) Tooling and
Integration Layer. Figure 1 illustrates these three components
and their interactions.

A. Chat User Interface

We have designed a web-based chat interface that allows
SOC analysts to interact with the AI companion while working
on a security alert ticket. Analysts can load tickets directly
into the chat interface from their ticketing software (e.g.,
Zendesk, ServiceNow). The AI agent will then start inves-
tigating the ticket by gathering evidence, performing analysis,
and documenting its findings in a structured report format.
This structured report will include the final verdict (benign
or malicious) for the alert, reasoning and analysis done by

the agent, IOCs discovered, evidence collected from various
sources, and finally recommendations for the alert. The analyst
can review the report draft provided by the agent and validate
the findings. If the analyst does not agree with the response,
they can provide additional instructions or context to the
agent to guide the investigation as needed. This allows the
system to automate routine workflows like data gathering,
enrichment, etc. and provide analysis and documentation while
still keeping the human analyst in the loop for final decision
making.

The analyst can also dynamically modify the system prompt
directly from the UI and customize the agent’s behavior to
match specific investigation goals and local SOC specific
policies.

B. LLM Core

Security Operations Centers (SOCs) handle highly sensitive
data and therefore require that no data leaves the organization’s
trusted network boundary. This confidentiality requirement
stops us from using standard cloud-based LLM APIs from
third-party providers. We use gpt-oss [8], an open-weight
reasoning model released by OpenAl, and deploy it on-
premises. This open-source model displayed strong reasoning
and agentic capabilities and therefore was an ideal choice for
our system based on the constraints. We use the LangChain
framework in Python to create a ReAct agent capable of rea-
soning and dynamic tool invocation. LangChain gives us clean
abstractions for prompts, controlled ReAct style reasoning
steps, dynamic and structured tool calls, which makes it easier
to track the agent’s reasoning process and tool invocations.

For any alert triage, the large language model interprets
the incoming alert ticket. Then based on the system prompt,
the LLM plans investigation steps, and reasons on what tools
need to be invoked to gather relevant data and evidence.
Then the model makes the necessary tool calls, analyzes
the retrieved response from tools and repeats the reasoning
and tool invocation step until all necessary data have been
retrieved. Then the agent finally outputs a structured triage
report, which will be reviewed by the analyst. The complete
system prompt used by the AI companion can be found in the
appendix.

C. Tooling and Integration Layer

The AI companion needs to make requests to various inter-
nal and external tools when investigating an alert. Therefore,
we need to integrate these disparate tools into our agentic
system. LangChain provides a standardized interface for bind-
ing tools to our LLM. For our system, we integrated three
classes of tools essential for alert triage: OSINT tools, SIEM
tools, and internal security tools. We defined and integrated
tools for making requests to Virustotal, WHOIS, and Google
search, as part of OSINT services to gather publicly available
information on artifacts related to the alert. We integrated APIs
for Splunk and Microsoft Sentinel to retrieve relevant logs
on network and device events based on the alert. We also
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Fig. 1. System Architecture of our SOC Al Companion
integrated internal security tools specific to the SOC envi- TABLE I

ronment, including a DHCP lookup tool, an asset inventory
lookup, and a threat intel service. Our system logs each tool
interaction and it becomes part of the investigation record. This
helps the analyst to review the investigation steps taken by the
agent. The agent may perform multiple tool calls in parallel
or sequential chains, depending on the alert’s complexity.

IV. EXPERIMENTS AND EVALUATION

The goal of our experimental evaluation is to assess the
potential impact of an LLM-based assistant on alert triage
tasks commonly performed by entry-level SOC analysts. Our
focus is on understanding whether the AI assistant can reduce
analyst effort, maintain decision quality, and operate with
minimal prompting and intervention. We therefore evaluate the
system along four primary dimensions: task completion time,
response quality, prompting behavior, and consistency across
multiple alert scenarios.

We conducted a series of controlled experiments using
representative SOC alert tickets in real-world triage scenarios.
For each ticket, we compared the time and effort required to
complete triage manually against triage performed with the as-
sistance of the LLM agent. All experiments were performed on
actual SOC tickets that have been processed by the researchers
deployed as entry-level analysts in the university SOC.

A. Experimental Setup

The experiments were conducted using a set of 8 tickets
from the university SOC’s alert queue split among the two
researchers acting as entry-level analysts. Each ticket was
processed twice: once manually without Al assistance and
once with the LLM agent. The order of processing was
swapped each time to control for learning effects that might
arise from familiarity with the ticket content. For manual
triage, the researchers followed their standard workflow, using
the SOC’s SIEM, OSINT tools, and internal resources to
investigate and document their findings. For Al-assisted triage,

TIME REQUIRED TO COMPLETE ALERT TRIAGE WITH AND WITHOUT LLM
ASSISTANCE, INCLUDING EXECUTION ORDER

Ticket Order Manual (min) LLM-Assisted (min)
Ticket 1 ~ Manual — LLM 18:14 8:02
Ticket 2 LLM — Manual 11:29 9:30
Ticket 3  Manual — LLM 17:35 7:46
Ticket 4 LLM — Manual 9:15 8:51
Ticket 5 Manual — LLM 14:57 6:56
Ticket 6 LLM — Manual 10:21 14:47
Ticket 7 Manual — LLM 12:48 5:01
Ticket 8§ LLM — Manual 10:29 6:48

the researchers interacted with the LLM agent via the chat
interface described in Section III, providing the ticket details
and any necessary instructions.

The tickets selected for the experiments were chosen to
represent a range of common alert types encountered in the
SOC, including alerts that the SOC has encountered frequently
in the past. This ensured that the evaluation captured a realistic
spectrum of triage challenges faced by entry-level analysts.
Due to the nature of the experiments, the researchers were not
aware of the specific alert types or the outcomes of their triage
efforts until after the experiments were completed. They were
only informed of the general type of alert. This setup helped
to maintain a level of realism in the experiments by preventing
the researchers from tailoring their responses to specific alert

types.

Table I shows the time taken to investigate SOC tickets by
the analyst when doing the work manually vs when triaging
with our AI agent. The results show that, in 7 out of 8
tickets, LLM-assisted triage required less time than manual
investigation. On average, Al-assisted triage reduced ticket
completion time by approximately 40%. This shows that using
Al agents can substantially reduce time and analyst effort for
routine alert handling. The most pronounced time reductions
were observed in tickets that required extensive cross-tool
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Fig. 2. An example of the agent successfully investigating a real SOC alert

pivoting for logs and evidence gathering. We observed only a
slight decrease in triage time in cases where the ticket was first
triaged using Al assistance and later handled manually. This is
because the analyst was already familiar with the investigation
context and evidence from the Al-assisted triage, making the
subsequent manual process easier.

We observed an exception in Ticket 6, where LLM-assisted
triage took longer than manual investigation. In this ticket,
the LLM-assisted triage was performed first, and during the
investigation, the payload from network traffic needed to be
decoded and interpreted. This required more manual inter-
vention because basic decoders were not able to decode the
payload and required the tacit knowledge of the analyst. Later,
when the same ticket was investigated manually, the analyst
was able to directly decode the payload using established
tooling, thanks to the experience from the prior process using
the LLM, and thus resulted in faster completion time. This
result does not mean that the Al Companion slowed down
the analysis, but rather is an artifact from the order of the
experiments. Had the manual analysis been performed first, the
results would have been swapped. The time spent in this case
was dominated by the decoding of the payload which was done
manually in both manual and LLM-assisted investigations.

Our findings show that Al assistance reliably cuts down
triage time for SOC alerts. Even though the impact varies
based on the complexity of the case, the Al gives analysts
a head start on their investigations and handles the repetitive
parts of the workload, saving both time and effort.

B. Qualitative Case Studies

Figure 2 illustrates how the ReAct agent performs end-
to-end alert triage for a real security alert in the SOC. We
have anonymized all potentially sensitive identifiers, includ-
ing IP addresses, MAC addresses, device names, and user
information to preserve privacy. The security alert from the
IDS is passed to the agent, which reported an internal host
communicating with an external destination over TLS (port
443), with detection signature linking the traffic to a known
command-and-control (C2) domain. The agent began the in-
vestigation by retrieving relevant network logs from Splunk
(Step 1) by correctly filtering them based on the IPs in the
alert. Then the agent performed threat enrichment (Step 2) by
querying VirusTotal for reputation information related to the
destination domain and IP. After confirming that the domain
is malicious, the agent then pivoted to infrastructure context
by querying Microsoft Sentinel logs (Step 3) to find the
internal IP address associated with the alert, and in Step 4
the agent queried DHCP records to identify the MAC address
and hostname of the affected device, then it queried Azure
AD (Step 5) to retrieve device ownership information. These
transitions demonstrate the agent’s ability to reason across
heterogeneous data sources during the investigation. Finally,
in Step 6, the agent generated a structured report based on the
collected evidence. The report accurately summarized the se-
curity alert, presented supporting evidence from multiple data
sources, and provided clear analysis and recommendations.
The agent concluded that the host was likely compromised and
recommended standard response actions, including endpoint



containment and blocking of the associated domain or IP.
This case study of the agent investigating a real SOC alert
demonstrates that LLM-based agents are capable of handling
routine analyst tasks like data gathering by navigating across
different tools, and summarizing alerts into a structured report.
In another SOC ticket, we observed that the agent failed
to correctly analyze the ticket due to over-reliance on alert
metadata and IP reputation, but after the analyst provided
additional instructions to guide the investigation, the agent
corrected its analysis. In this ticket, the alert flagged “Possible
SQL injection obfuscated via REVERSE function” for HTTP
traffic from an external source to a web server hosted in
the organization’s network. Initially, the agent considered the
signature match and VirusTotal detections as strong evidence
of malicious activity and generated a report that classified the
alert as malicious, and recommended isolating the host and
blocking the external IP. After reviewing the report, the analyst
prompted the agent to validate the actual network traffic
between the source and destination. The agent re-examined
the payload in the network traffic log and recognized that
the request was for a static PNG file named with substring
“Reverse(1)” appearing only in the filename. There was no
indication of SQL injection in query parameters or request
body. Taking this extra context into account, and noticing that
the traffic matched typical automated crawler behavior, the
agent changed its conclusion to a likely false positive and
adjusted its recommended actions to reflect that. This example
demonstrates how a human-in-the-loop approach can validate
the agent’s response and, through additional instructions and
prompts, help guide the investigation in the right direction.

V. RELATED WORKS

Recent works have explored the use of Large Language
Models in various cybersecurity tasks, including penetration
testing [2], vulnerability detection [9], malware analysis [3],
and phishing detection [4]. These works show that LLMs can
assist with a number of security tasks, but their role in real-
world SOC operations is less explored. Other works have ex-
plored machine learning approaches for automating alert triage
in SOCs. AACT [10] learns from historical analysts’ decisions
to predict benign alerts and suppress them, reducing workload
by over 60% in a real SOC environment. These approaches,
however, demand frequent model training, and lack interactive,
human-in-the-loop capabilities for decision making. Freitas et
al. [5] presented Copilot Guided Response (CGR), a cloud-
based system that provides automated triage and remediation
recommendations. This system uses machine learning models
trained on Microsoft Defender XDR telemetry data to classify
alerts and suggest remediations. However, CGR is a general-
purpose system that may not be suitable for individual SOC
environments with unique workflows and dynamic toolchains.
Singh et al. [11] conducted a large-scale empirical study of
LLM use in operational SOCs. They analyzed over 3000
queries submitted by SOC analysts over a 10-month period
and found that analysts used LLMs as cognitive aids for
explanation, writing scripts and summarization tasks—rather

than for decision making—highlighting the value of human-AI
collaboration in SOCs.

VI. LIMITATIONS

Our evaluation is limited in both scale and participants.
We tested the system on only eight tickets. The evaluation
was performed by researchers who built the tool rather than
independent SOC analysts. Therefore, there is an inherent bias
in the reported efficiency gains. Although we alternated the
order of manual vs Al-assisted triage when working on the
tickets, researcher familiarity with the system likely introduced
bias relative to a novice user. These constraints limit the
strength of the quantitative claims, and the case studies should
be interpreted as qualitative evidence of feasibility rather than
conclusive performance improvements.

VII. CONCLUSION AND FUTURE WORK

We presented an LLM-driven ReAct agent that can be
embedded into real-world SOC workflows to assist analysts
in alert triage. We identified the repetitive, tool-fragmented
tasks in an operating SOC by immersing ourselves in the
SOC workflows, which led us to design the SOC Al Com-
panion that can unify data sources, automate enrichment,
and generate structured reports while keeping analysts in the
loop for decision making. Our evaluation on real SOC tickets
showed that the Al agent significantly reduced triage time and
reproduced routine analyst behaviors. The agent also refined its
investigation and made corrections when the analyst provided
additional instructions and prompting when necessary. Our
findings show that agentic Al has real potential to act as a
trusted teammate in the SOC—helping analysts make better
decisions, easing the burdens of repetitive work, and improving
overall efficiency.

We intend to conduct human subject study to examine the
Al companion’s utility when used by SOC analysts. Future
work also includes enabling the agent to learn from past
tickets and investigations. This will allow the system to reuse
successful reasoning patterns, enrichment strategies, and report
structures across similar alerts. Additionally, incorporating
learning prompts and iterative feedback provided by the ana-
lyst will allow the system to adapt to investigation preferences
and organizational practices, and improve its effectiveness and
personalization over time.
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APPENDIX

The following is the system prompt used by the Al Com-
panion. Part of the prompt is redacted to maintain anonymity

of the SOC.

Please analyze a common type of SOC ticket and
produce a report. The ticket usually describes a
problematic network traffic observed from a client’s
network to an external IP that is deemed malicious.
There could be problematic traffic in the opposite
direction as well but the vast majority is from the
client’s network to a malicious external IP. After
analyzing the ticket, please do the following.

STEP I: Risk determination

1. Get additional details about the ticket from Zen-
desk.

2. Verify the external IP is indeed malicious by
running it through VirusTotal. Gather the result from
VT and this will need to be included in STEP III;
3. Perform contextual analysis — inspect HTTP
payloads, verify legitimate sources, avoid overre-
liance on VirusTotal, and question whether alert
signatures truly match observed behavior to identify
false positives. The results from steps 1 and 2 above,
together with this contextual assessment, will be
analyzed to determine if the traffic mentioned by the
ticket is indeed malicious. That assessment will need
to be included in STEP III.

STEP II: Identify the client’s internal device and
the associated user. NOTE: you need to wait for the
human user to provide the information below before
proceeding.

1. Query Microsoft Defender to determine the inter-
nal device’s IP address. This step needs to be carried
out by the human user. Query template is below:
Use the following KQL template to query Common-
SecurityLog in Microsoft Defender (replace place-
holders as instructed):

[Template omitted for brevity]

- Replace ORGANIZATION_IP with the IP address
in Organization subnet. Get the IP from the ticket
that starts with K=z

- Replace EXTERNAL_IP with the external IP ad-
dress mentioned in the ticket.

Output the exact query and wait for the human user
to provide the result.

2. Display the IP and a time range for the user to
conduct query to EEEE. Wait for the user to provide
the MAC address of the device, the device name, and
the NI qssociated with the device.

STEP III: Report generation.
After you have pieced together all the necessary
information above, please produce a report that

[1]

[2]

[3]

[4]
[5]

[6]

[7]

[8]

[9]

[10]

(11]

contains the following content:

1. Executive Summary with conclusion/assessment of
the maliciousness of the observed traffic.

2. All supporting evidence as described above. In-
clude all raw log data and tool outputs in separate
sections for transparency.

3. Recommendations. If the conclusion is malicious,
recommend blocking the external malicious IP and
domain(if any). Dont provide more than 2 recom-
mendations.
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